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« Cisco Secure Access X|4!

« Cisco Secure Access CHA|EE/EHIHE
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https://login.sse.cisco.com
https://login.sse.cisco.com

0 tosue Brenes|

Data Transfer (o [ Last 20000

TOTAL USAGE
& Usage data - delayed up o 30 min,

2.75 TB Total traffic

2.74 TB ~" increass (lnst 20 days)

1.70 TB Received
170 TE ~" increase (lnst 30 days)
-
1.05 TB sent
= 1.05 TB 7 increase (last 36 days)
1
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.« 2 EI'—!Conne(:’[> Network Connections
- O} 2H 04| MNetwork Tunnel Groups> & 2

Essentials nnel Groups  FTDs
Hoe Hetwork Connections T
Users, Groups, and Endpoint
@ Davices

End User Connectivity o

DNS Forwarders e

B8 — ganch

B —e Browser-based ITA
a * Roaming clent

B —= Ciient-based ZTA

B8 — raven

8 ssectan

Connected G

= amawork for estabishing tunnel redundancy and high

Racurens ib:s within a network tunnel group to securely control

te resources. Halp o
L
L J 1ot ] 5 Tunnel Groups e
NTG =f¢l
3.General Settings T+ 43
° %Tunnel Group Name Region ‘_r"Ac'>|3|'_l_l Device Type
° % E—! Next
General Settings

@ General Settings |

2  Tunnel ID and Passphrase

3 Routing

4  Data for Tunnel Setup

olH} Ad%A
=2l- =2 O

Give your network tunnel group a good meaningful name, choose
type this tunnel group will use.

Tunnel Group Name

| FTD
Region
| Canada (Central) W
Device Type
FTD v

4. Tunnd 1D R passphrase. O| ID= FTD 7t 430]| Zest2 2 S & L|Ct



@ . Tunnel ID and Passphrase
General Settings

Configure the tunnel ID and pa

@ Tunnel ID and Passphrase ‘ Tunnel ID Format

(® Email IP Address

3 Routing
Tunnel ID

4  Data for Tunnel Setup | ftd1-ipsec
Passphrase
The passphrase must be between
special characters.
Confirm Passphrase

ID & PSK
5. 5 etegg A ELIC

2ot M 2R El
BGP(Dynamic Routing)

« Secure AccessH|A BGP I|0{1& F+& [ FTD2| BGP AS(Autonomous System) f15 & X|
Mot
+ 2 2|Routing™ Dynamic routing
- 8 223} T peviceAsNumberFTDs BGP ASNE F 718 Ct

- ZHOI2FZBlock default route advertisementAM EH EF LI C}
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@ Dynamic routing
Use this Dpﬂﬂn when You have a BGP peer for your On—prem]ﬂe router.

Device AS Number

| 64513

Advanced Settings

(] Muitihop BGP

Select this option to enable the ability for BGP peers to establish a connection (hop) when not
directly connected.

D Multi-region backhaul
Use Secure Access as the network backbone and prioritize regions based on origin.

Block default route advertisement
Select to block the advertisement of the default route.

CSA BGP Zx|2gjo|M

£ 1: Secure AccessOlM H 15t Q2= Bl AS G2 ¢tof CHE 2 Z&&LIC 7|8 H
Ho| B 1, EX E{HO| B 2. L5 G HHE AlLt2|7F X|HELICH AIM[EH LIRS &
Ez'l‘i' % E.E|—|.A|A|O

HESZ B9 38 Zu|aelold X%
FTD ZixZ|aa|o|Mof et E{d A% H0|E{E Ct2 2 =504 ME & LICE.

° E'El Download CSV
° %Eﬁl Done

Data for Tunnel Setu
@ Genaeral Settings R
Review and save the following information for use when setting up your netwaork tunnel devices. This is the only tlime that your passphrase is displayed.

@ Tunnel I and Passphrase

Primary Tunnel ID: fidl-ipsecE
@ Routing Primary Data Center IP Address:

Secondary Tunnel 1D: ftal-ipsec@
@ Data for Tunnel Setup Secondary Data Center IP Address:

Passphrase:

< 3

NTG Cl|O|E]



Dynamic Routing (BGP)

64513
169.254.0.9, 169.254.0.5, 2a04:e4cd:b:c723::b67:0000/120

Summary
€ Disconnected
Canada (Central) Routing Type
Device BGP AS
Peer (Secure Access) BGP AS 64512
BGP Peer (Secure Access) IP Addresses

FTD

Feb 18, 2026 3:58 PM
Multihop BGP Addresses

Region
Device Type

Last Status Update
Multihop TTL

H 4™ Network Tunnel Group(HIE {3 E{d

BGP &H
210:BGP AS H1E 3 BGP Z|o{ IP FAE
J8)2 22FLIch BGP Tof IP F4E LSOl FTD S0lM ZAEUCH
2BolM 2AEEIE LIS oHEE[F0|M,
g glem =59 =zt Fof

—_— o o
a4 e HO|E ME E= ZELO|H! EEIRE

Sulluct olzt ElaAE SIHHoZ HAA

Secure Access| A Private Resources £ S 2|5t ZTA(Zero Trust Access) == VPNaaS(VPN as

g = A&LICH 0| S8l AERIE 24

Ef L HAA HAME 7[Hto 2 LHE A|AE| 0] oF

zztols! g
HEQ3 == M
M ES =Lt
a Service) 22 £FME Sl Mo{E HMAE &5
E QeS| &Y &5t K| &£ ID, ClHIO|A &
g+ J&uct
AddEtL|C}.

HMotH AZ
zal
= 1

Resour ces > Private Resour ces™
Network and Service Objects

E} AH
[== B |
Resources
‘ Destinations
Internet and Saas Resources
Secure
Private Resources
T
* ,, Private Resour ce Namelnternally reachable address, Protocol & K| & & L|ChporRanges. ZE 2
st Eeol et 7Hel 2|l AAE FIHELICEH
T Aol 2l 2 3= connection Method A (M: M2 EBHAE 44 L/EE=V
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%Eﬁl Save



Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) @

Protocol Port / Ranges

| 172.16.15.55

ITCF’- (HTTR/H... I | 8080

HIZTH AMA TR ABRIF ZIHHO R HHAE £ ¢
57 st Wuie HolgLict
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Policy

Home Access Policy

Data Loss Prevention Palicy

O
Experience
Insights Profiles
Endpoint Posture Profiles
- IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
' Threat Categories
Secure

Notification Pages

ACP

o 22! AddRule

° %E—! Private Access

Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity
Internet Access
Control and secure access to public
destinations from within your network and
) from managed devices
ACP &7t

« 22!5l04ruename0|E S K|HELICE

« O] EC®lActione 31 5t2dTHAaonS S 2IELICTH

« On(From7{7))2 2&8/5t1 & W0l U= AFEXHE R[™ELICH

« 2 23|50 7:0| HAIZ 7[EtS 2 Y AFKITE A= HAMA HEHE XIEHFLICH
o SNextZE 2Bt CFZ savel| O| X[ 04| A



Rule name () Rule order

| FTO Psec Rule 1

o Specify Access
pecity w and e e Help 02
Agtion

© Allow () Block
Allgw speciflied tralfic # spcurity requinemants s met Elock speciliod tralf

From To

Endpaint Requiremenis

(2 Configure Security
= & security reme wed. Halp O

I m

ACP 7

FTD(Secure Firewall Threat Defense) %3
7t4 BE{d QIE{m|O|A 1m0+

FTD2| VTI(Virtual Tunnel Interface)= ZE 7|8t IPsec VPN E{d2 FM5t= Ol AFEElE =2IX
£i[0]o1 3 QIE{m| 0| A ILCE.

1.Devices>(2) 2 0| S & L|Chpevice Management.



— Devices

Monitor
Device Management
237 Insights & Reports >
Template Management
#% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
e Objects

— Show less
am Davices

%' SecureConnections >

FTD C|HO|A
« FTD Device(FTD C|HFO|A)E 2251 interfaces
° %E—I Add Interfaces
° % E—I Virtual Tunnel Interface

. 7|2 Secure Access Hub®t 2 & Secure Access Hub2 7H4F E{d QIE{H| 0| A 271 A4

Sync Interface ] [ Add Interfaces v ]

Sub Interface

ori.. Virtuall Redundant Interface
Global Bridge Group Interface
Virtual Tunnel Interface
Global
Loopback Interface
Global
VNI Interface
Global |

VTI 7}

7t B QIEmolA 1:



+ O|§2 XIEst1 Enavle
* -lEH Es n|'=7| Security Zone
* E'E—l SF04dTunne 1D K| &IEFL|CE.
215} T Tunnd sourceE{' & 0| A& E WAN QIE{H|O|AE X|AEL|CH
E—hPsecTunnel Mode, 21EH1pya
2I5l DipAddressVTIO| IP TAE T AIEHLICH

mn mju ﬂIIIII Ml
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Tunnel Type

Name:*

[ VTI-1 ]

Enabled

Description:

Security Zone:

zone_vti v

" .

Priority:

0 (0 -65535)

Virtual Tunnel Interface Details

An interface named Tunnel<ID> |s configured. Tunnel Source is a physical interface where
the VTI.
Tunnel ID:*

1 (0 -10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI1.1



IPsec Tunnel Details

IPsec Tunnel Mode:*

®

IPv4 O pve

IP Address:*

®

VTI.2

7t

Configure IP [ 169.254.0.1/30

E{d QIE{mo|A 2:

O|& S XI™H3t1 Enavle

MEH £ = OHS 7| security Zone

2 2/6t04Tume 1DZL 2 KI"HEFLICH

£ 2 2|5t Irumne sourceE{' 2 0| AHE WAN QIE{H[ 0| A
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Tunnel Type
o

Name:*

VTI-2

Enabled
Description:

Security Zone:

zone_vti v

Priority:
0 | (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
2 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI2.1

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O pve

IP Address:*

(® Configure IP [ 169.254.0.5/30 ] [}

VTI2.2

Save(X&)E ZEIgrLICt



Deploy ° 0 ® v

You have unsaved changes

VTI HE AFE HE

IPsec E{'d Z1m|1gy|o|M
cdFMC CHA|EEZ 0|S&rLCt.

I E—'!Secure Connection™> Site-to-Site VPN & SD-WAN

Secure Connections = X

Monitor
Site-to-Site VPN & SD-WAN w
Insights & Reports »
Remote Access VPN
% Events &Logs >
Dynamic Access Policy
Manage
1 Policies 3
= Objects
sm Devices 3

%  Secure Connections

S2



Create VPN Topology ®

Topology name *

[ CsA ]

VPN Type
7 New - ~ 7 N
O SD WAN Topology @ Route-Based VPN O Policy-Based VPN

nplifies and automates the Secures traffic dynamically

based on

l.c. Tunnel A SASE Topology cannot

be selected because
Cisco Umbrella
Connection is not

Select VPN Topology Select VPN Topology

configured.
@ O @ Hub and Spoke Prerequisites
@ @ Peer to Peer
Prerequisites C' Refresh
N N P /
VPN 7}

Secure Access Z1I| 22| 0[MO| 5EHAH|0I| M 7|2 L EX C|O|E{ ME{o| AL ID Y IP T4
7FXE LIt
E'ElEndpomts
- OF2H 01| ANode ADeviceonand (717 1) & 2 215+ extranet
- 22|5104 O|&peviceNnameS K| EFLICH
£ 2 2|3 D enpoint IPAddressesSecure Access(E2 2F A A|A) of2f 2| Save Network Tunnel
Group Configuration(W E 9|3 E{'d 2 & Zu|a8old MHE)olMH HEE F&2&
Secure Access Primary and Secondary IP Addresses(20F HMA 7|2 L EX IP FA
)E =ELICH
M)
- Of2Hol| AMNodeBE 2 =!8t T DeviceF TD C|HFO|AE MEHEILICE
£ Z 215} Dvirtual Tunnel InterfaceO| 7 EHH|0f| A A A3 8 B BHRY VTI QIE{H| O|A S MEHSHL|
Ct
- M S send Local Identity to Peersemail IDE 2l 10 7|8 E{'L IDE ME4EILICHSecure Access
Configuration( 2 2F HA|A 711|784 0|M) ot2Hel "Save Network Tunnel Group
Configuration(IE 3 B9 2§ Zd1|zai ol KZEH ol M)
- 22| AddBackup VTI
- B E'E|o|'_T’_V|rtual Tunnel Interfaceo| E|'74|0'”A‘| oo %I_ I:'"MH VTI OIE"”'"O' g /\I_-I Hngul"——l
Ct
- onoptionsend Local Identity to Peerse 2 =5t Email ID, 2 E{'d IDE MEHELICHSecure
Access Configuration OF2i2| "Save Network Tunnel Group Configuration"0{| Af).
- Save(MZ)E FEIELICH



Network Topology:

| Point to Point | Hub and Spoke  Full Mesh

iKE version:* [ kevi [ kevz2

Endpoints IKE IPsec Advanced
Node A
Device:*
[ Extranet v l
Device Name*:
[Losa |

Endpoint IP Addrass®.

[ Primary-1P,Secondary-1P

FTD VTI Z1Z| 28y 0|44

« 23 ke

. 28 IKEV2 Settings > Policies
- UmbrellaAES-GCM-256 A1 A EH

iy
u
o]
<

Node B

Device:*

[ cdFTD-1 h ]

Virtual Tunnel Interface:*®

[ vri-1 0P 169.254.00) “ |+

Tunne! Source: outside (IP: 192.168.0.20 Edit VT
[[J Tunnel Source IP is Private

B Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ ftd1-ipsec@ ]
Backup VTIL Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.0.5) - +

Tunnel Source: outside (IP: 192.168.0.20)Edit VT
(] Tunnel Source IP is Private

@ send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID v J

[ fid1-ipsec@® ]

Cancel m




IKEv2 Policy ®

Available IKEv2 Policy (> + Selected IKEv2 Policy

1 Search Umbrella-AES-GCM-256 In|

: AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA...
AES-5SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

IKEv2 %324

o
mju

u
ol
Kl

Authentication Type’™ EH Bt pre shared Manual KeyCHS Secure Access(E 2F M| A )0 72 E
PSK(Z%)E l=dgLct.

Endpoints IKE IPsec Advanced
Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* | 1 e

Umbrella-AES-GCM-256

Authentication Type: | Pre-shared Manual Key v

Key:*

Confirm Key:*

|:| Enforce hex-based pre-shared key only



o aal IKEv2 Proposals
- MEH! Umbrella AES-GCM-256

- B8 ok
Endpoints IKE IPsec Advanced
Crypto Map Type: Static Dynamic
IKEv2Z Mode: Tunnel =
Transform Sets: IKEv1 IPsec Proposals ,» IKEv2 IPsec Proposals* /5
tunnel_aes256_sha Umbrella-AES-GCM-...
IPSec

IKEv2 M|t A X{Z
FTD 2t & Zdx|3zio|M

BGP(Dynamic Routing)

BGP(Border Gateway Protocol)= AS(Autonomous System) 7+ 2t &
ME*e Z2EZQLCH 1™ Z20i| o|ESHR| 21 §4 & HAMZ T o = O|o|E EE{Eo
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Manitor
Device Management

, Insights & Reports b
Template Management
#% Events &Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
¢ Objects

— Show less
s Devices
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- FTDE 22{FLIct

D Name
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D @ cdFTD-1
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cdFTD-1

zure Firgwall Threat Defense for VMwar

Davice Interfaces Inline Sets Routing DHCP VTEP

Enatile IPva AS Mumber 64513

Manage Virtual Routers

General 1 Neighbor Add Aggregate Address Filtering Metworks Redistribution Route Injection
Global
Virtual Router Properties t Add
ECMP
BFD Address Remote AS Number Address Family Remote Private AS Humber Description
OsFF 169.254.0.2 84512 Enabled
OSPFv3
168.254.06 64512 Enabied
EIGRP

RIF
Policy Based Routing
v BGP

IPva

BGP U|O|tH

S 2 1: 20253 1125 E M2 MAME ZE Secure Access ZEI2 HEQT B 282|
BGP I|0{12132644 CH&l 7|2 Ao 2 S8 ASN QIE{HO|AE AMEELICH 2025'H 11 O]
Hofl MEIE 7|& ZZE|of|ME 0|T0f Secure Access BGP 645122 I3l 0i|Fst = zlol4!
ASN ServiceE H & AFEELICH

¢ SNetworksZ 25l 11 Secure AccessOll 210 E HERIE FIIHEHLICH

* = Save
caFTD R - ]

- - Device  interfaces  InlineSets  Routing  DHCP  VTEP

nsights & Rep: —_
[l A

& EvertsiL
Manage Virtual Rout

| Nedgh Add Aggregate Add F Network i i

Hatwork RouteMap

HE3 F7}
OH M|A ZAH ZA1| 18| 0|/M

Cisco FTD(Firepower Threat Defense)0i| A EEEE 5{& 5t Z2t0|8! 2[A A0 CHEE HAM[A
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Policies ¢

Monitor
Security policies
£ Insights & Reports >
Access Control
7% Events &Logs >
Intrusion
Manage Identity
ED Policies Decryp[ion
. Objects Prefilter v
A ZE

« Edit the Prefilter policy being used by your Access Policy( M| A HEH0| M AL

=0 |.7§ il
S A E
A AXNE Z215) | |.
-I o1 T Oo)E 2 - L E
Prefilter Palicy Darmain Last Modified
Default Prefilter Poli Il:y’ ) N 2025-07-24 0B:27:51 .
Default Prefiter Policy with delault action 1o allow sl lunnets Global Modified by "admin™ &
i Josu " 2026-02-1815:26:37
PreFilter - Josue Global Modlfied by
AR HEf 23

® % =l Add Tunndl Rule
- VPNaaS HER3 L/EE ZTA MEYI|M Z2to|E! ElAAR ER|=

g FIt5tn &8
ghct.
%E‘L!Save
PreFilter - Josue m
— P RunTpe  bewlacs lowava | S Detealos S D \iun e Twezew B
= Objects Objects
L Fonle 1 C5A Rul Prefis (Routed {2 | Fastpath
A K
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FTDO{|A{ & QI

« Secure Connections(E2 9t 91Z3)E Z2IgtL|C}.

- Site-to-Site VPN & SD-WAN &

+ Topology Name(EZZX| 0|8§)2 =& Lct.

IS EE SE 0{FE ZEfsto] BEidel 3/l HEE
HI2A D EIREX]| &l + AU&LICH

= A&LICH O|F A 5t IPsec E{'E0| 2

Topology name VPN Type Network Topology Tunnel Status Distribution IKEV1 IKEv2
w C5A Route Based (WTI) Point-10-Point '
Node A Node B
Device VPN Interface VTlInterface Device VPN Interface VTlinterface
Extranet cdFTD-1 outside (192168.0.20) VTI-1 (169.254.00)
Extranet cdFTDA1 outside (192168.0.20) VTI-2 (169.254.0.5)
FTD E{'d &Ef
Hok HM| Aol B A EH
= L— = A | A
Efdo| TR HEf(E #d, B0 E&= HZEE)E = & U&LICH O|FH 6t IPsec E{'EH0| SHt
EA dEEIUR =X =g = &L

« Connect(21Z) > Network Connections(Ll| E %
I3 EHE O8)E 2

« Network Tunnel Groups(4E

Essentials nnel Groups  FTDs

o 4
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Summary

& connected
Region Canads (Central) Routing Type Static Routing
Device Type FTD IP Address Range 172.16.15.0/24

Last Status Update Feb 18, 2026 3:34 PM

Primary Hub See Logs Secondary Hub
& HubUp @ HubUp
1 1
Active Tunnels Active Tunnels
Tunnel Group ID fid1-ipsec@ Tunnel Group ID

CSA E{'d 2/ Ef

Secure Access@| O|HE

Ef'd W BGP O|HIEE 210 IPsec E{0| 4E47} 55 U OHEXQIX|, BGP MA0| MHEIEX
srolg 4 QlaLict

Monitor(Z LIE{) > Network Connectivity(L| E 3 HAZ)E S =2IgHLICH

= Monitor %
w Reports
Home Remote Access Logs
Activity Search
o Connectivity Logs
Experignce
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