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HE®Z 54 2& Zm[aceold

1. Secure Access®| Zt2|A TiH 2 0|S§FL|LC}.

0 losue Brenes

Data Transfer @ [ Lot 3000y
TOTAL USAGE
& Usage data - delayed up
o 2.75 TB Total traffic
2. T4 TB ~" increase (last 30 days)
a
1.70 TB Received
170 TB ~" nereazs (lsst 30 duys)
-
1.05 TB sent
= 105 TB ~" incresse last 30 dayz)
L

2. HERIZ B &2 FIHefuch

- 2 Eﬁl(ionnec:t> Network Connections
- O 2H | AMNetwork Tunnel Groups™>

Z2IFLICt A

Essentials nnel Groups  FTDs
Home Network Connections S
Users, Groups, and Encpoint
F Devices
E = End User Connectivity o 4
DNS Forwarders Warning & Connected ©
o
Connest
-
- amawork for establishing tunnel redundancy and high
[—— 15 within 3 netwonk tunnel group te securely contral
i resourcas. Halp o

S

I 5 Turnel Groups

3.General Settings T+ 43

° %Tunnel Group Name Region ‘_r"Ac'>|3|'_l_l Device Type

° %E—! Next

@ General Settings

2  Tunnel ID and Passphrase
3 Routing

4  Data for Tunnel Setup

olH} Ad%A
=2l- =2 O

4. 7’S1unnel 10 L Passphrase.

| General Settings

B —= tramch

@ —e Browser-based ITA
B —= Roaming client

B —= Client-based ZTA
]

— RAVEN

Skect All

Give your network tunnel group a good meaningful name, choose

type this tunnel group will use.

Tunnel Group Name

| FTD
Region
| Canada (Central) W
Device Type
FTD 4


https://login.sse.cisco.com
https://login.sse.cisco.com

* 2! Tunne IDPassphrase A EILICEH O] IDE= FTD #4801 EHRSIER 52

* %E—! Next
@ General Settings
@ Tunnel ID and Passphrase
3 Routing

4  Data for Tunnel Setup

ID 2 PSK

A AL RI7H ZTA L/E = VPNaaSE
Save(MZ)E Z=grLct

- 2 E—!Routing> Static routing

HEXIMH 7T Secure AccessE &

SAEE FJI50Add

Save

mu- fok
Ju

=5 AA

o st |_| [_‘_l.

Tunnel ID and Passphrase

Configure the tunnel ID and pa

Tunnel ID Format
(® Email

Tunnel ID

IP Address

| ftd1-ipsec

Passphrase

The passphrase must be between
special characters.

Confirm Passphrase




Internet Protocol Version Setting for Routing

General Senings .
@ 9 |_| Enable IPvE Routing in addition to IPv4
IPv4 is enabled by default.
2 Tunnel ID and Passphrase
Routing option
@ Routing (®) Static routing
Use this option to manuslly add IP address ranges for this tunnel group.
4 Datafor Tunnel Setup IP Address Ranges

Add all public and private address ranges used internally by your organization,

1723815.0/24 X
Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

CSA ¥H™ gt g
HEXZ E'd 2§ AHu/adolM X%
FTD Zdx|g|o|Mof| 2 B A HI0|EHE CIRE =509 M FLIC

. E.EI Download CSV
° E'EI Done

Data for Tunnel Setu
@ General Settings P
Review and save the following information for use when setling up your nelwark tunnel devices. This is the only time that your passphrase is displayed.

@ Tunmnel 1D and Passphrase

Primary Tunnel ID: fid1-ipsec@
@ Routing Primary Data Center IP Address:

Secondary Tunnel ID: fidi-ipsec@
@ Data for Tunnel Setup Secondary Data Center IP Address:

Passphrase:

¢ [ oone
NTG Cl|O]E]
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Secure Access™| A Private Resources 2 2|3t ZTA(Zero Trust Access) 2= VPNaaS(VPN as
a Service) Z2 £F M2 Sl Mo{E HMAE M E = JU&LICE 0| Sl ALSXt= ElAaA
E QElol 2 = £5tX| X ID, C|HtO|A AE] I HMA HME J|Ho 2 LI A[AH0] o
7‘._*oUﬂ A = JUsLch

Ef M Resources> Private Resources> 2 2ladd e LIC}.



= Network and Service Objects

Resources

Destinations

Internet and SaaS Resources

Private Resources

Ofo
HT

e ,, Private Resour ce Namelnternally reachable address, Protocol = K| &3 &} L|CtrorRanges. ZE L X2 EZEZ X|H
ot o et 74e! 2| AAE FIHEMLICT

o QT AL 2l {43t=connection Method 12 (04: M2 EB{A
ot

* %E—! Save

[m
‘o)
T
N
1L
=}
o
mn
rr
<
U
Z
0
TN
N
oL
mo
z
m
=

Private Resource Name

FTD Internal Server

Description (optional)

Private resource address

Define how the private resource will connect to applications through Secure Access.

Internally reachable address (FQDN, Wildcard FQDN, IPv4, IPv6, CIDR) ®@ Protocol Port / Ranges

172.18.15.55 I ITCP- (HTTP/H... ~ I | 8080
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5H7 A Zste W MolstLic
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=2 O|%§|I' |——| L_—|' Secure>Access Policy

A Policy
Home Access Policy
Data Loss Prevention Policy
L O]
Experience
Insights Profiles
Endpoint Posture Profiles
o IPS Profiles
Connect
Security Profiles
= App Risk Profiles
Resources
Settings
“ Threat Categories
Secure

Notification Pages

ACP

« 22| AddRule
° E'EI Private Access

Add Rule ~

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Private Access

Irity

Internet Access

Control and secure access to public
destinations from within your network and
a from managed devices

ACP &7}

« 22/5l04ruename0| &S K|HELICE
« O] EBEaction® & o|'|:'_=|':'=|AIIow<é> ZalgrLct.
- On(rom747))2 E2/5tT S7 #&Ho| Q= ASAHE XIGFLICH



225t 0700| HEIZ 7|2 Y AFERII} 2= HMA HEHS X|-HELICH
Next2 2|8t C}S saveld| O| K| 0| A

mo mjo

Rule name (0 Rule order

FTD IPsac

D

il 1

o Specify Access

:s. Help

Agtion

P ~

(@) Allow @ Block

Allow spocifind 1raff B

From Ta

AD Users - Josus Private Rescurces -FTD Intemal Server
Endpaint Requiremenis

PN P tos (3

(2 Configure Security
S " . ved, Help £

ACP 7

FTD(Secure Firewall Threat Defense) %3
7tef E'd QIE{m| O|A Z4x| e o]

FTD| VTI(Virtual Tunnel Interface)= Z& 7|8t IPsec VPN E{2g FA5tE O ARElE =2|X
21004 3 QIE{H| O] A LTt

1.Devices>(2) 2 0| S & L|Chpevice Management.



— Devices

Monitor
Device Management
237 Insights & Reports >
Template Management
#% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
e Objects

— Show less
am Davices

%  Secure Connections >

FTD C|H}O|A
« FTD Device(FTD C|HFO|A)E 2251 interfaces
° %E—I Add Interfaces
° % E—I Virtual Tunnel Interface

. 7|2 Secure Access Hub®t 2 & Secure Access Hub2 7H4F E{d QIE{H| 0| A 271 A4

Sync Interface ] [ Add Interfaces v ]

Sub Interface

pri.. Virtual| Redundant Interface
Global Bridge Group Interface
Virtual Tunnel Interface
Global
Loopback Interface
Global
VNI Interface
Global |

VTI 7}
7H4 B QIE{H O] A 1:

2 XH3t 1 enavle
BHE 7| security Zone

r
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5t04Tunne IDZL 2 K| EFLICE

2 2|5t T 1unne sourceE{'= 0] A& E WAN QIE{H 0|AE K| L|CH
2! psec Tunnel Mode, 21EH1pva

Z2I5t DipadaressVTIO| IP FAE FHELICH

MU M oy e

Ju
o
=

Tunnel Type

Name:*

[ VTI-1 ]

Enabled
Description:

Security Zone:

zone_vti v

Priority:

0 (0 - 65535)

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates for
the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

[ GigabitEthernet0/0 (outside) v ] [ 192.168.0.20 v ]

VTI1.A

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

® IPva O Ipve

IP Address:*

(® Configure IP [ 169.254.0.1/30 ] 0

VTI1.2
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MU mw wy e oy rx o
iy

E{d QIE{H|0|A 2:

| %35 Enable

= BFHE 7| security Zone

AU T O
qu 9.'—' X mjo

ISt 1 Tunnel SourceE{'= O] 4
Psec Tunnel Mode, A" EI'IIPv4

mLu Ju

Ju
o
=

Tunnel Type

213l TP AddressVTIL| IP =4

Od1unnel IDZL S K| EFLICEH

HME WAN QIE{H 0|AE X[ g LICt

g FAELIC

4 Enabled

Description:

Security Zone:

zone_vti

Priority:

0

Virtual Tunnel mzerface Dera;/s

An interfa nam

3ce named Tunnel<ID> is configured

tha /TI

Tunnel ID:*

2

Tunnel Source:*

[ GigabitEthernet0/0 (outside)

v ] [ 192.168.0.20

VTI2.1



IPsec Tunnel Details

IPsec Tunnel Mode:*

® 1pva O 1pve

IP Address:*

@) Configure IP | 169.254.0.5/30
VTI2.2

You have unsaved changes

VTl B4 AFEF K&
IPsec E{&d Z4m|21gi|0| M
cdFMC CHA|EEZ 0o|S&fL|Ct.

= EﬂISecure Connection™> Site-to-Site VPN & SD-WAN



Secure Connections = x

Monitor
Site-to-Site VPN & SD-WAN '
L3 Insights & Reports >
Remote Access VPN
2% Events &Logs >
Dynamic Access Policy
Manage
Erj Policies >
®=  Objects
sm Devices >

%' Secure Connections

S2

Create VPN Topology ®
Topology name *

[ CSA ]

VPN Type

s New - ~N N \

O SD-WAN Topology
Simpilifies and automates the
VPN and routing configuration
in a hub and spoke topology,
enabling SD-WAN capabilities

Select VPN Topology

&

Prerequisites

N

@ Route-Based VPN
Secures traffic dynamically
between peers based on
routing over Virtual Tunnel
Interfaces

Select \.-'Pﬁ Topolug;'
O @ Hub and Spoke
@ @ Peer to Peer

(O Ppolicy-Based VPN
Secures traffic between peers
based on a static policy using
protected networks.

Select VPN Topology

&
@
@

A SASE Topology cannot
be selected because
Cisco Umbrella
Connection is not
configured.

Prerequisites

C' Refresh

VPN £7}

« Secure Access Z1I|12{|0|MHo| 5SEHAHIM 7|2 2 EX OIo|E MEe| B ID & IP 4




7t XSt
. E-‘:"lEndpomts
- OF2H0i| ANode ADeviceonand(717 ()& 2 25t 1T Extranet
° EE|°|'O=| O| & DeviceName= K|'EELICH
£ 2 2!} T enpoint IP AddressesSecure Access(E oF M| A) of2H 2| Save Network Tunnel

Group Configuration(HIE?{3 E'd O & HI|2ci oM HE) M 2E2 FE2E
Secure Access Primary and Secondary IP Addresses(E2 2t HMA J|8 L EX IP FA
)E LEELICH
A7)

. Ot2Hol MNodeBE 2 =!8t T DeviceF TD C|HFO|AE MEHFFLCH

o B E-E|o|'_T’_V|rtual Tunnel Interfaceo| E|'7=||0'||A‘| %}géd' 7-53 H IIH VTI OlE‘l-‘l'”O| = An_-l Hil'l—l
Ct

- =M S send Local Identity to PeersEmail IDE )6t 1 7|& E{d IDE ME4EILICHSecure Access
Configuration(=2 ¢t M| A Z1x| 24| 0[M) ot2H 2| "Save Network Tunnel Group
Configuration(HEX 3 E{2 O3 & ZAI|2d0|M KHE) "0l M)

. 22! Add Backup VTI
E Z 215l Dvirtua Tunnel InterfaceO | EFA|0I| M 44 8F & Bm{ VTI QIE{H|O|AE B L
Ct

- onoptionsend Local Identity to Peerse= = = 5t T email iD, 2= E{'d IDE ME{ & L|CHSecure
Access Configuration OF2H 2| "Save Network Tunnel Group Configuration" 0| Ad).

- Save(MZHE Z=gLICH



Network Topology:

| Point to Point | Hub and Spoke  Full Mesh

iKE version:* [ kevi [ kevz2

Endpoints IKE IPsec Advanced
Node A
Device:*
[ Extranet v l
Device Name*:
[Losa |

Endpoint IP Addrass®.

[ Primary-1P,Secondary-1P

FTD VTI Z1Z| 28y 0|44

« 22ke
. 28 IKEV2 Settings > Policies
- UmbrellaAES-GCM-256 A1 A EH

- 23l ok

Node B

Device:*

[ cdFTD-1 h ]

Virtual Tunnel Interface:*®

[ vri-1 0P 169.254.00) “ |+

Tunne! Source: outside (IP: 192.168.0.20 Edit VT
[[J Tunnel Source IP is Private

B Send Local Identity to Peers

Local Identity Configuration:*

[ Email ID ~ ]
[ ftd1-ipsec@ ]
Backup VTIL Remove

Virtual Tunnel Interface:*

[ VTI-2 (IP: 169.254.0.5) - +

Tunnel Source: outside (IP: 192.168.0.20)Edit VT
(] Tunnel Source IP is Private

@ send Local Identity 1o Peers

Local Identity Configuration:*
[ Email ID v J

[ fid1-ipsec@® ]

Cancel m




IKEv2 Policy ®

Available IKEvZ Policy -+ Selected IKEvZ Policy

Q, Search Umbrella-AES-GCM-256 I

' AES-GCM-NULL-SHA
AES-GCM-NULL-SHA-LA..
AES-SHA-SHA
AES-SHA-SHA-LATEST
DES-SHA-SHA

DES-SHA-SHA-LATEST

Cancel m

IKEv2 %324

« 2 22|35l D Authentication Type™ EH Bt pre Shared Manual keyCH Secure Access(E2.0F M| A)of 7 E

PSK(2%)E l=4gfLIct

Endpoints IKE IPsec Advanced
Pre-shared Key Length:* | 24 Characters (Range 1-127)
IKEv2 Settings
Policies:* | |&

Umbrella-AES-GCM-256

Authentication Type: | Pre-shared Manual Key o

Key:*

Confirm Key:*

|:| Enforce hex-based pre-shared key only

IKE

« 22| psec
2 2| IKev2 Proposals
- MEH Umbrella-AES-GCM-256
28 ok



Endpoints IKE IPsec Advanced
Crypto Map Type: Static Dynamic

IKEv2 Mode: Tunnel w2

Transform Sets: IKEv1 IPsec Proposals 4 IKEv2 IPsec Proposals* »

tunnel_aes256_sha Umbrella-AES-GCM-...

IPSec

Cancel n

IKEv2 Mot KHE
FTD 2t & Zdx|3zio|M

PBR(Policy-Based Routing)2 AF& 5t CHA IP A% ofL|Et 7|E2 7|H o2 EofE Z QT %
Mo{g = U&LICH PBR2 Bt E HIO|20|Et O|ESt= CHAl AA OfEEFHOIM, Z2EE, X
= 7|E HolE HAME JHto 2 ERjE g EtREYE + /&Lt

O|E S5 Al EYEMI == @M 297t £2 ERHZ2 7|2 Y3 (0f: TOHAE == 2y
O|E.|L:|I EIH)E %3H L x
MEfEH o Z 27 0| M

A 7|d ot

« 2 0|S&LICtobjects
° E'ElAccessLlst
- 22| extended
° E'ElAddExtendedA(‘,c&s'sLlst

Extended

oniter

T Insights & Reports

% Ewenis &Logs Srandard

Manage



ACL =7}

E{de So MEE FTD(O: 172.16.15.0124)2 ES 5|= AA HEQI 9} Ux|stes &
& ACL(Access Control List)2 448 LIC} CHA O] B ZTAMM A& 3dt= HIERR
(CGNAT H<2|)2t VPNaaSO| M At&5t= LIERIIE FIHELICKH Virtual Private

Network IP Pool £ 9Ql).

Name
[ CSA_ACL ]
Entries (1)
Sequence Action Source Source Port Destination Destination Port
CSA-Management
1 Allow Subnet-17216.15.0 Any CSA-VPNaaS Any
CSA-ZTA
ACL

- 2 2|Devices> Device M anagement

Monitor
Device Management
: Insights & Reports »
Template Management
% Events & Logs >
Platform Settings
Manage FlexConfig
1) Policies > Certificates
= Objects

— Show less
= Devices

C|HtO|A

- FTDE 223tict

o E—! Routing

. 28 Policy Based Routing

- 28l Add



I Insights & Reports

2 Eventsilogs > Pullcy Based Rounng

Manage Virtual Routers Specity ingress interlaces, mateh eiena and egress inerfaces 1o route traffic accordingly. Trallic can be reuted across Egress imerlaces accordingly
Global Configurs Interface Pricrty m
Manape L —
7] Pocies . Virtual Router Proporties Ingress Interfaces Match criteria and forward action
EChP There are na PER posicies defined yet. Start by defining the first ane.
.
%= Objects -
o Devices > OSPF
O5PFV3
Secure Connections
= EIGRP
& imegrations > e

Policy Based Routing

PBR &7}
« E 225t Dingressinterface LR HIE QT 2| ECHEIO| E0{2 = Q1ad|A QE{HO|AE MEHEL
Ct
« Match Criteria and Egress Interface(2 x| 7|& 2! o|2d|A QIE{H O]A)HAM Add
Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ inside w ]

Match Criteria and Egress Interface
Specify forward action for chosen match criteria. m
Qg A QIE{HO|A

=I5t Dmatch acL O|T101| 2448 £ 3 ACLE ME4EHLICE.

Send To and select |P Address

215} T1Pv4 AddressesF TDOI A O[O 2AEI VTI QIE{H| O] A MHEL(169.254.0.2 &
254.0.6) LHGIM IP FAE OIS S22 A™ELICH

Save

mu ¥ pjy

TR TR

Ju ©

Match ACL: * CSA_ACL v +

Send To: * IP Address v

IPv4 Addresses: 169.254.0.2,169.254.0.6




PBR X%
ZMO| Ofl=lsend To>1P AddressZ M2 MEHSHOF & L Chegress interface.
CHM|A HAH 1|38y o]M

Cisco FTD(Firepower Threat Defense)0lA ECHEIS 51835t Z2to|8! 2lA A0 CHEF HMAE
g dstsled™ Egli=l 0| HX] PrefilteringO|2t D HE M A XMoo =7| EHHE SatsoF & LCH

AP TE{RIS AS HAIH S5y Toll MEIEIH ZHE et WE A MAEIELIC 72 9

B JIE(OH: £2 8 Bxix| P £4 U 2E)8 A B30I SaHE LA 518, HE EE 23
SIZS EiTI2 WILELICH o Erlol M EBIT0| 5B EIM M5 W3 AA EE ALY HAD 2
2 EI_.__ MOl AALE ZUFo| d52 E4ste sAlo| 22 Mo{E |X|E = JU&LICt
o EfMpjlicies> Prefilter
Policies + X
Monitor
Security policies
Insights & Reports »
Access Control
#% Events &Logs >
Intrusion
Manage Identity
GJ Policies Decryption
- Objects Prefilter Ve
AP EH
« Edit the Prefilter policy being used by your Access Policy(HM|A HEH0|MH AL S AFH =

B EH +Y)E Z=FLIC



Prefilter Palicy Domain Last Modified

7-24 51
Goba 025 C -2, 08,2,

Global

° % E—'! Add Tunnel Rule

. VPNaaS HIES|3 2/ee= ZTA MEUI|M Z2to|E! ElAAR ERNEIE F715tD 52
ghoict.
° %E—!Save

PreFilter - Josue

SSSSSS Destination Source Destinaticn ™
WVLAN Tay Action Tunnel Zone L
Natworks Natworks Port Port o

=
1
Rl
03

olmj FTDL| Am|adolMo| 22 5T &Qlg|H T2 H&E
|_-|o| x-l;&l-x-log %°|.o:| _u.E|.o|I=l| E| o.|| |:|.|o|- |=|o|- 0474

—_=

o
[l
0
[
Q
mjo
njo
]
o
]
r
[l

FTDO{|A{ & QI

FTD2| E{'d A EH

55 T S 04 E T st Bl HA HEIE B 4 UaLich 017 5 IPsec E1O| 2
Hh2 7 A I R 2OIE 4 gLict

« Secure Connections(£22t ¢1Z)E Z2|&rL|Ct.
« Site-to-Site VPN & SD-WANZ £ &/ .
« Topology Name(EEZZX| 0|8)2 Z2/&fLCt



IKEw1 IKEv2

Topology name VPN Type Network Topology Tunnel Status Distribution
~ CSA Route Based (VTI) Paint-to-Point o
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTlinterface
extRamET  Extranet fo cdFTD-1 outside (192.168.0.20) VTI-1 (169.254.00)

. cdFTD-1 outside (192168.0.20)

Extranet
FTD Ei'd &Y
S0t HMA0M Ol

H ot MM A of B 4 EN

E{do| M Sef(HE B, B E= AZE)E = = U&LICH o|FEA
EA EEIRER ol = A&LCH

el3 HAF)E F=IELICH
g =g

Connect(21Z2) > Network Connections(HIE
« Network Tunnel Groups(IE®Z E{d O &

Essentials nnel Groups  FTDs
Home Metwark Connactions
Users, Groups, and Endpoint
@ Davices
=i~ End User Connectivity 0 4
DS Forwarders Warming & Connected ©
L
Connect
= amawork for establishing tunnel redundancy and high
[ 15 within 3 neAwenk tunnel Group &6 stcurely centrol
air resources. Halg o
| EX | 5 Tunnel Geoups
NTG ¢l
= =

+ Network Tunnel Group(UIEQ|F E{d O &) E=IgLIct

Summary

) Connected
Region Canada (Central) Routing Type Static Routing
Device Type FTD IP Address Range 172.16.15.0/24

Last Status Update Feb 18, 2026 3:34 PM

Seelogs 0

Primary Hub

& HubUp
1
Active Tunnels

Tunnel Group ID fid1-ipsec@

VTI-2 (169.254.0.5)

5t IPsec E{'40| 24}

Secondary Hub
@ Hub Up
1

Active Tunnels

Tunnel Group ID
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group Data center IP address Hub type Region Alerts Service Device type Details Time (UTC)
FTD Secondary ca-contral-1 D nfo BGR FTD BGP peer up Feb 18, 2026 4:07 PM
FTO Secondary ca-central-1 @ info KE FTD Successful CHILD re.. Feb 18, 2026 4:07 PM
FTD Primary ca-central-1 B Info BGP FTD BGP peer up Feb 18, 2026 4:06 PM
FTD Primary ca-central-1 a nfo KE FTD Successful CHILD re... Feb 18, 2026 4:06 PM
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Event Details X

Action

Allowed

Time
Febk 18, 2026 3:30 PM

Rule Name
FTD IPsec Rule (2386307)

Enforced By

Source

4 Josue

source P

Destination
http://17216.15.55:8080/favicon.ico

Security Group Tag (SGT)

Destination IP
172.168.15.55
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* Cisco Secure Firewall Management Center Device Configuration Guide, 7.7



https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-policy-based.html
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