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« 22| Admin> APl Keys

« 22 Add
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Deployments / Network Tunnel Group: 847 |/AA 7|
Deployments/ Tunndls; S47|/AA 7|
Deployments/ Regions, 847 &
Deployments/ Identities: 2{7|-Ar 7|
Expiry Date: DI_I-E O|_|' %DI-

Key Scope 4 selected Remave All
Select the appropriate access scopes to define what this APl key can do.
Scope
) Admin 7> Deployments / Identities Read [ Write e X
& Deployments 23 2 Deployments / Network Tunnel Group Read [ Write ~ X
(J Investigate 2 2 ]
Deployments | Tunnels Read [ Write A X
O policies 25 > ) )
‘ Deployments / Regions Read-Only N )4
() Reports 17 >

Metwork Restrictions

Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.
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a Settlngs { External Services
2, - ' a Cloud Credentials

Configuration Cisco Account ~
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nl LS ] Cloud Provider Credentials Umbrella DNS Certificate

Analytics License Reporting

Configure Cisco Umbrella, Zscaler, and Cisco Secure Access credentials to enable Cisco Catalyst

SD-WAN Manager to create automatic SIG tunnels to Cisco Umbrella or Zscaler endpaints.
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Configuration Groups | so-wan v ]

Configuration Groups 2 System Profile & Transport & Management

| Q1 Search ] | L
Mame Type Profiles
SPA-AUTO &

Typi: Singhe Router
System Profile

|' SPA-ALTO - ]| 2 |

Palicy Profile [optional)

|Default_Pl:llr'cg,r_Dhiecl:_Frofile v] & O

CLI Add-on Profile (optional)
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SPA-AUTO e
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Device solution  Updated by Last updated Shared

SD-WAN admin Fab 06, 2026 12:29:48 AM 1 Group Global \
Deseription (opliona \

Q Sewch J Global Description \
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Profile Features @ Authentication © 55H Version © Ether Ct

[ adk 1 e P ' 0 HTTP Server HTTPS Server
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Policy Groups

Policy Group 5 Application Priority & SLA 6 NGFW 0 Secure Internet Gateway / Secure Service Edge 4

Secure Internet Gateway / Secure Service Edge 4 /
Q Search Table l
Add Secure Internet Gateway (SIG) Add Secure Internet Access Add Secure Private Application Access
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Segment (VPN)
| @ v | [Cﬂrpurate_User J

Cisco Secure Access Region
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* Configuration
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OF2HO| A Tunnel ConfigurationCH & 2 218 L|CH Add Tunnel.

Tunnel Configuration

+ Add Tunnel

Tunnel

BASIC SETTINGS

Interface Name(1..255) Description
[ @ v ] [ipsec‘l()‘l ]l [@ v ] <system default>
Tunnel Source Interface Tunnel Route-Via Interface

Data Center

E@Ej

(® Primary () Secondary

Advanced Settings A

GENERAL

Shutdown TCP MSS

[@v]“aso

IPMTU DPD Interval

(6] [ |e)

® Tunnel

> Interface Name: E‘l“é' O|%% ng

1]

LIC} Al E{do| £71E miolct RIS o 2 M| 0| EEIL
Ct.
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> Tunnel Route-Via Interface: O| AE'US% If'_=|7=|%l' “_"|9|_7|' OZIQL'EJ‘. 7|%X_—|I9§ 0‘”X| EP—?—E401IA-I 7-53
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> Advanced Settings
- IPMTU: 1390 AHS
- TcPMmss: 1350 AL
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Interface Name Description Tunnel Source Interface  Tunnel Route-Via Interface Data Center Action

@ ipsecion @ @ Auto @ Auto @ Primary & n

ipsec102 @ @ Auto @ Auto @ Secondary & 0

@ ipsecl03 @ @ Auto @ Auto @ Primary g B

ipseclO4 <] @ Auto @ Auto @ Secondary & @

@ ipsecl0s @ @ Auto @ Auto @ Primary & O

ipsecl06 @ Auto ® Auto @ Secondary o 0

@ ipsecl07 @ @ Auto @ Auto @ Primary g B

@ ipseclo8 @ @ Auto @ Auto @ Secondary & fo

ipsec10g @ Auto @ Auto @ Primary & 0 MAXIMUM OF 10 TUNNELS PER HUB
@ ipsecl10 2] @ Auto @ Auto @ Secondary e o 10 x 1 Primary
ipseci @ @ Auto @ Auto @ Primary s @ 10 ¥ 1 Secondat
@ ipsecliz @ @ Auto @ Auto @ Secondary 2 0

ipsec113 Auto @ Auto @ Primary & B

@ ipseclla4 @ @ Auto @ Auto @ Secondary S 0

@ ipseclls @ @ Auto Auto @ Primary & 0

@ ipseclls @ @ Auto @ Auto @ Secondary o 0

@ ipsec? @ @ Auto @ Auto @ Primary s n

ipsec118 @ @ Auto @ Auto @ Secondary 2 @

@ ipseclla @ @ Auto @ Auto @ Primary & B

ipsec120 @ Auto @ Auto @ Secondary & @

S
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BGP Routing

BGP ASN ©

In Route Policy
i v SPA_Auto-In

Out Route Policy

@ ~ | SPA_Auto-Out |

* BGP Routing

- BGPASN: SD-WAN {E 2| AS HE & X|HELICH AS 645122 Eot HMAZ O = o<
Tlo Qoo 2 ASE £ Q& LICH BGPO| CHE AHMIEE LI 2 E R EFHA AL,

- InRoutePolicy: EHE EME YX|5t7| {5 A|ARIMH BEES AHE 5H04deny a1 0] 21HE
2L 42 HMZ XSS 2 detLct MHE B2 E 5{&/7{85td™H & SdllcLi Ade-
onTemplaeT S22 =5l 0F & LIC}.

- OutRoutePolicy: EFP 2 ZXME L X[et7] @l A|ARIO| BHEEE AHE5104 0| OFRHIRE
denydl B2 HHMZ MMHELICEH M FEE 5{8/HR5IE{H & S8l =52 =cLiAdd-
on Template™ &3 OF & L|C}.

ZA1: 2025 112 E MZ MMHE 2 E Secure Access ZEI2 HELQA EHE 2&2|
BGP I|0{232644 CH5H 7|2X o2 3& ASN QIEH O|AE AMS & LICt 2025 H 11& Of
Mol MEIE! 7|& = E|of M= 0|0l Secure Access BGP 645122 2|3l 0|2k 8 = 204!
ASN ServiceE & AFSELICH AFML AS B35 645120| HIEQ 3 9| C|HFO|A0f EEE ¥§'
2, T|o{(E ok HM|A) BGP AS 6451201 CH5H LAHE HIEQ T Eid aEo = mlo{alg
ig L.

oM M HEg &St £ 2 E BGP U|0|t{0] CH3H CHZsGProute mapbeploy 2! Z1X| 12 O|M O] RAFS 2
2 policy Group S & ELIC}.

route-map SPA_Auto-In deny 65534
description Default Deny Configured from Secure Private Application Access feature
route-map SPA_Auto-Out deny 65534
description Default Deny Configured from Secure Private Application Access feature

R104#sh run | s r b

router bgp 65000

bgp log-neighbor-changes

|

address-family ipv4 vrf 10

neighbor 169.254.0.3 remote-as 64512



neighbor 169.254.0.3 activate

neighbor 169.254.0.3 send-community both
neighbor 169.254.0.3 route-map SPA_Auto-In 1in
neighbor 169.254.0.3 route-map SPA_Auto-Out out

maximum-paths 32
exit-address-family

sae 1T CHE 2 ZEI6tD W™ F 2 TI™-sto] HE S 7HS gLt
* Configuration™> & 2 22 LIC}. policy Groups
*  Policy>Secure Service Edge™Secure Private Application AccessOF 201l A MEHSI T SPAE Qf5H MME 2|2 =
2EEE ZEEU o
o« O-F 2152 Hpeploy2 2I5HA A 2.

Pelicy Groups
Palicy Group & Application Priority 8SLA 8 NGFW 0 Socure Internat Gateway | Secuns Service Edge 4 DNS Sacurity o

+ Add Policy Group  Export  Impart
Hame Cescription Saolution Humber of Policies Humber of Davices Dwvices Up to Date Sowce
TRA-Auin

Policy Group Hame

i Device Solution:
SPA-Auto
Tyee Al
ARCRChICh PRGN HoEw Deployment
! Associated 2 Vdovice

Secure Service Edge

Socure Intermet Accers | Fesun Intemad Gatoway Focure Frivate Application Ascass

SIA-AUTO SPA-Autd
SIA_SIG Imparn
Eite=102 S1A Manual + SPA Mafusl A Usar
= = o =2 AN SH=
01| Asecure Access=t @15H2{TH CH EHHIE &S AAIL
- 2 Eﬁ|(70nnect> Network Connections
L
He 4%
au-central-1 &
Summary S Logn
o MAX 20 TUNMNELS PER DEVICE CONMECTED TO THE NETWORKE TUNNEL GROUP
Prievary Huly Secondary Hib
O ray LT
10 10

Configure
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Configuration Groups

Configuration Groups 3

2stn

S0-WAl

System Profile

Configuration Groups

Configuration GroupCreate/Edit cLI Add-on Profile

Service Profile 4 CLI Add=on Profile rofile @ Other Profile 1

GCreate Configuration Group Export | Import

Transport & Management Profile 8 Policy Profile 1 ] UEC Voice P

Hame Type Profiles Provisioning SHtUS e Devkes | AuccistedBurvices SOUTCE Updated By Last Updated On -
SPA-AUTD & ed T Lser Updated by admin Updated Feb 11, 2026, B:05:14 AM
Single Router Deployment
System Profile Transport & Management Profile
Assoclated @ 1 davies
SRA-AUTO & SPA-SIA-Auto
Provisioning  f& 1out of sync
Poliey Profile (ootona Service Profil Dapk
wlicy Profily rvice Prafile

Default_Policy_Object_Prafile

SPA-SIA-Auta_LAN

GLI Add-on Profile

# Add Profile

Auto, Route-mags

BGP AZ &t 5{&35t2{™ O|T™ 0| 7+ 8hnRoute Policy2! & out Route PolicyAFE BN LICH AR ZHI|1
glo|Mo] 7|2 ol & 2 FTcuiad-onUELICH Ol IZER2 AR HE MB3tod 2o et AFS XL

Holsf{oF ZrLCt.

ip bgp-community new-format
ip prefix-1ist ALL-ROUTES seq 5 permit 0.0.0.0/0 le 32

route-map SPA_Auto-In permit 10

match ip address prefix-Tist ALL-ROUTES

route-map SPA_Auto-In deny 65534

description Default Deny Configured from Secure Private Application Access feature

route-map SPA_Auto-Out permit 10

match ip address prefix-Tist ALL-ROUTES

description Default Deny Configured from Secure Private Application Access feature
route-map SPA_Auto-Out deny 65534

description Default Deny Configured from Secure Private Application Access feature

router bgp 65000
bgp log-neighbor-changes
|

address-family ipv4 vrf 10
network 172.16.104.0 mask 255.255.255.0
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1
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Q1524 Psecure AccessCHS EHA|E E QIS A A|L.

BGP AE7t = AlE[=X|

Primary 1(131130)

J4D0ETZO0E

Primary Huk e Logs Secondary Hub Faas0iat2
& Hubup @ v up
w IKE
10 10
Active Tunnels & Acthve Tuneals &
State A RE A J
Tersnes Greap i eu-contr- W 158160 - B418 83097 -ss0.chaco.co Tunne Greup i ESTABLISHED 181484 s0c HMAC-SHAZ-258
Data Centes Data Conter
P Rddrens. D3-5004:BO2 06110 ® Acddress Encrmaion Al bbb
AES-CBC-256 ECP-384
Connect 38012408247832028048 TIAN4BETASTINESE3
Network Tunnels
- Foview this network Eunned group's IPsec tunnels. Help ¢
Routing
1 Tunnels Poer D Poer Device IP Address Data Center Name Data
. 8GR
Brimary 1 131130 178.43.24804 sse-euc-1-11 3420
Primary 2 13ann 178.43.24814 sse-euc-1-1-1 aqza | 1FRIEI04G/24
1 Primary 3 13113 1248, euc-1-141 2120 100ZSE2332, 240.1.0.42/32, 24001.0.45/32, 100122.44.10/32, 100.96.2.16/28, 2401.0.44/32,
0.00.0/0, 35.95.175.78/37, 100.96.3.16/28, 100.96.4.16/28, 100122.44.12/32, /0, 240.1,0.43/32,
100.96.1.16/28, 100.96.2.0/26, 100.96.3.0/28, 100.96.4 /26, 100.022.44.11/32, 100.122.44.4/32,
Primary 4 13147 sse-euc-1-1-1 3020 192188102.0/24, 192168.102.0/24, 192.168102.0/24, 162168.102.0/24, 100.896.1.0/28,
44,240,251165/32, WO122.44.6/32, 100122.40.5/32, 100.112.86.20/32, 172.16.104.0/24,
] VTZABAOAD/24 o7 meore
Brimary § 13n2e 3120
Dawnitoad Reuting Table
Primary 6 13126 3120
Primary 7 13127 178.43.24014 1 3120 m

3.0l doiME 7|19 A2 A MEY 172.16.104.0/240| BGP % £ 3l Secure AccessZ
o ELICt o|2 S35l Catalyst SD-WANZ} SSE #73 7Hol MA
&L|C}.
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Catalyst SD-WAN &{E 2| & WAN 0i|X|0of| SLeF WS MBY = Yoo =Z 20742 &4 EHAut
20702l Ch7| {0 S ELICH & B == Z ol X|ofl & 70| k2t CHELICH 5 Secure
Access 31E(31E 1 & 3{H 2)0| ZF HAAE 2t REHE HHE 2 E E{H0l| ECMP ‘42 &L
Ct.

I

0 € =01 Catalyst SD-WAN Edge 101 107H2| E{'2 0| 211 Catalyst SD-WAN Edge 201 107§2| &
U= B2 Secure Access= 20712 & E{'d TEtol| ECMPE Y EELICH E X SSE {20

=
T SYe S50l MEELIH

Network Tunnel Groups

A network tunngl group provides a framewerk for establishing tunnel redundancy and high
availibility. Connect tunnels to the hubs within a network tunnel group to securely control
user access o the Internet and private resources. Help ©F

(F ~ ~ ~
[ eu-central-1 “ v » | 1 Tunnel Group m

Network Tunnel Group Status Reglon Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels

eu-central-1 © Connected Europe (Germany) s80-oue-1-1-1 20 sse-gut-1-1-0 20



E 2 Z!l0]| Cisco Secure AccessE E1}5tE=
InsightsEf A SF7{LF EE{ =8 L|Ct
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EF My onitor=>Activity Search :

Activity Search

=3

Q, Search by domain, ider or UAL Advanced * CLEAR
IPADDRESS 1721610411 X IDENTITY  Alejandro Ruiz Sanchez (alejarv) (slejarid@cisco.com) X
a 4Total ) Viewing activity from Feb 17, 2036 11327 AM to Feb 18, 2026 1127 AM
5
Response Salect All Regquast Sourcs
@ Allowed
b [ Fw ] 1 Alejandro Ruiz Sanchez (alejarui) (alejarui@cisco.com)
@ Blocked
[ rw ] A Alejandro Ruiz Sanchez (alejarul) (alejarui@eisco.com)
Warn Page Behavior Sals [ Fw ] L Alejandro Rulz Sanchez (aiejarul) (aiejaruig@cisce.com)
Warned 4 Alejandro Rulz Sanchex (alejarui) (alejani@cisco.com)

0 Accessed Aver \Warn

ot

—

CHM|A - O|HIE

=

= © EMonitorO| S & L|CHevents.

riggered by access requests made by your organization’s sources. Find owt
LIRS 308 GOINg BNd MW YOUs rules IMPact thair ACCess i fequasted
destinations. Help £

PFula Identity @
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