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Secure AccessE &l A1 E{'de M d5t2{H

Secure Access Dashboard(E.9F HA|A CHAIE

Ct.

C)E 0|8

° aEl Admin > APl Keys
« 23 Add
- Chg S4S Mot
> Deployments/ Network Tunnel Group: 2—!7|/&7 |
> Deployments/ Tunnels: 2171142 7|
- Deployments/ Regions. 847| &
- Deployments/ Identities; 84 7[-AA 7|

- Expiry Date; BF& O &

Key Scope
Select the appropriate access scopes to define what this APl key can do.

] Admin 17 5
B Deployments 23 >
) Investigate 2 >
O Policies 25 >
() Reports 17 >
Network Restrictions
Optionally, add up to 10 networks from which this key can perform
authentications. Add networks using a comma separated list of public IP
addresses or CIDRs.
IP Addresses
| X ADD
CANCEL
A . El =22 ASHS
o MEiMo 2 0] 7[7} @152 s™E
_— = —_ =< —
EEFEE SBIPFAEECIDRESE

4 selected

Scope

Deployments / Identities
Deployments [ Metwork Tunnel Group
Deployments { Tunnels

Deployments / Regions

U= Z|CH 107He| HIE
AP%%PO# HEQIIE

Read [ Write
Read / Write
Read [ Write

Read-Only

3E
ZFI7FeLCE.

27t

Remowve All
v X
N4 X
v X
W X
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https://login.sse.cisco.com/
https://login.sse.cisco.com/

ql o] MM S 2t 2 5t 2{HCREATEKEY AP Key 2 2B LIChkey Secret.

* = (=)=

Key Secret

APl Key
bfce729cd3e243e281df7271ach12208

397766cdb29f43b08ddee3b1d8c04e45 | ()
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Catalyst SD-WAN ManagerZ O|S & L|LC}.

* Administration >Settings™ Cloud Credentials
o 13 C}=cloud Provider Credentias= =5t 11 APlcisco sse 2!

Settings
Monitor - .
[ Q Settlngs / External Services
A Cloud Credentials
Configuration Cisco Account &
Cisco services registration . . -
ul = Cloud Provider Credentials Umbrella DNS Certificate
Analytics License Reporting
Configure Cisco Umbrella, Zscaler, and Cisco Secure Access credentials to enable Cisco Catalyst
= PnP Connect Sync SD-WAN Manager to create automatic SIG tunnels to Cisco Umbrella or Zscaler endpoints
Workflows
Data Collection & Statistics C‘ Umbrella
X Cloud Services B zscaler
Tools
Data Stream
& @D ciscosse
Network Statistics Configuration & ColigGtior
Reports T
Organization Id
Statistics Database Configuration [ }
g
Maintenance External Services v Field is req
2o Alarm Notifications Api Key Secret
Administration
e Threat Grid API
o UTD Snort Subscriber Signafure ‘) Context Sharing
Explora

Cisco DNA Portal

Managed Cellular Actiyation - eSIM

Identity Provider Sefflings

| Cloud Credentials |

* Organization ID: SSE Dashboard(SSE CHAIE
https://dashboard.sse.cisco.com/org/xxxxx

£)o| URLOIAM 7Hi g 4 Lt

* Api


https://dashboard.sse.cisco.com/org/xxxxx
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Configuration Groups | so-wan v ]

<« Configuration Groups 3 System Profile 4 Transpor
[ Q Search ] [ Las
Name Type Profiles

SIA Secure Internet Access R1 + R2 074

Type: Single Router

System Profile

[ SIA_Basic v ]

Service Profile (optional)

[SIA_LAN v] o O

4+ Add Profile

« O CH2 Global(T) M8 X3t Domain Resolution(HQ! £ Q1) SA40| &5
=X| =elgtL(ct



Name
SIA_Basic e =
Description: SIA Basic Profile Description (optiona
Device solution  Updated by Last updated Shared [ Glabal Description
SO-WAN admin Nov 05, 2025 03:37:08 PM 1 Growp
® NATSA ® BGP ® Authentication ® SSH Version
i O Seanct
HTTP Server HTTPS Server
Profile Features
ARA 8
p r —— FTP Passive Domain Lookup
ARA & Banner &
= = | ©
BFD Global '
&0 ¢ [ coa ARP Proxy RSHIRCP
Multi-Region Fabric NTP
[ mae eo [uw

& a8 7y

|2 Cisco
—

Discovery Protocel (CDP) Line Virtual Teletype (Configure Or
—

Configuration(Z1Z| 184 0|4d) > Policy Groups(&2 1 5)Z o|S & L|Ct.

* Secure Internet Gateway / Secure Service Edge™ g

Policy Group 4

Application Priority & SLA 3

S 2!8FL|C}. Add Secure Internet Access

NGFW 0

Secure Internet Gateway / Secure Service Edge 3

Secure Internet Gateway / Secure Service Edge 3

[ Q Search Table

/

Add Secure Internet Gateway (SIG)

£1:20.18 0|5t & Z|A0AMHE O]

;- -

Add Secure Internet Access

Add Secure Private Application Access

M E SSE(AdJd Secure Service Edge)2t gL|C}.




Secure Internet Access

Mame

[ S1A

Solution

l scdwan [ RN
Description (optional)

ChE Z4m|22f| 0|40l M= Catalyst SD-WAN O X|0iM T Bjjo|ME 5 F E{LE
A& LICH
AAHEH

SSE Provider

(@) Cisco SSE

Context Sharing

@ VPN @D scT

Tracker

Source IP address

0 v {{ Monitoring 1

* SSE Provider: SSE
* Context Sharing: ‘= 201 [F2} VPN EE= SGTE MEAELIC.
* Tracker
- sourcelP Address: Device Specific(C|HIO|AE)S MEAEHL|CHO|ZE A 5t C|HFO[A
H3tm 7S BAHIM ST 8 AlEIE AlEE £ 2l8).

0| EtA|0d| MconfigurationE{'ed & A& EHL|C}.

Configuration

+ Add Tunnel
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Single Hub HA Scenario ECMP Scenario with HA

Max one tunnel per hub
Tunnel Type f
Tunnel Type

Interface Name(1..255) Tunnel Source Interface*

o = = = Interface Name(1,.255) Tunnel Source Interfage®

GigabitEthernetl
n Loopback!

mnnetiRctlayia Tracket O Tunnal Route Via Tracker @

@ @~ 5 - GigabitEthernetl E

Data Center \ O Frimary ) Secondary Data Center © Primary

By default, for the tunnel route, the system will select the
first NAT-enabled interface it finds. If there is more than
one, you should select your desired WAN interface.

* SingleHub HA Scenario: O| A|LI2|20|MH= 3HLIC| NTGE MEIER A5t CHE NTGE IHA|E
2 M85t mIt8dEe Y = Ao, NTGH [CH M2|F 2 1Gbps LTt

« ECMPScenariowith HA: O A|LFE2|0ME S{EE %|CH 871e] E{d S 7 A5t0d NTGE
HE2 X|3eg = U&LIch o]l ¥HE S8l EH'd T™Ete| Mz|ZF ol EAELuct

Ot

1671 2]

B3 HEXT QIEH 0[£ 2] A{EZ0| 1Gbps'ECt 2T HEA0| BRE Z Sz Ol
E{T0lAS ALS3HOF BHLICH J2/K| Ot E ClutolA0IM EF QIE{HOIAE AFSE £
QI LICH Ol 2ot HM|A FolM ECMPE 438t5t7| QI3 ZieiLict.

Z1: ECMP A|lL} 2|0 CHEt £ =8 QIE{H 0| AE T 4d8tE{TH X >configuration
GroupsTransport & Management Profileo‘"k| E"‘?‘ E‘|O‘”A‘| Al'g'%l'f 7<o-l7'c_l|-lo.||A-| Cpr-l 0,_|E-|TJ:||O|A§ gg
St OF §f LICH.

o 22ladd Tunne

Edit Tunnel

Tunnel Type

Interface Name(1..255) Tunnel Source Interface*
@ @~ I Loopback1

Tunnel Route Via Tracker ©®

l o v GigabitEthernet

Data Center © Primary (O secondary




* Interface Name: ipsec1, ipsec2, ipsec3 &

* Tunne Source Interface; =L 8 OIE{IH|O|A EE= E{EHE MMHEH EH
* Tunnel RouteVia: Loopback(F I &4 E =
ME4SHOE B LICH Loopback(F ZH)E MEHSHX| ot o™ 0] MO0

g MeEste B2

E{mH|o|A & =R LICH

ol =
ZlRElst 22| CIE|H|0|A S
| 5|4

ABIOIM FZSHE 5 M NAT K| QIE{H 0|48 AL BHLICH S 0491 B2 #3Hs WAN

Qe 0| AE MEHsHof B LICH

* DataCenter; &, Secure AccessOllA| 04 S{E 7} (A E M™HSt=XIE o|0|gLch

Ed Zm|azo|Mel & R &0l M= Ciscooll M XS

Ct.

v Advanced Options

t= 2 AR E At8stod Bide T EF

[o][]

General
Shutdown Track this interface
TCP MSS IP MTU

o ~ 1350 o v 1390
DPD Interval DPD Retries

IKE Diffie-Hellman Group

(o) =

(x]
&
LY
S

* TCcPMss: 1350
e IPMTU: 1390
* |KE Diffie-Hellman Group: 20

aH s Ex OlolH MEE 7t217Ie Ex BHEdE +dsHok gLt

Ch 3{E HA AlLE2[2

Configuration

+ Add Tunnel

Interface Name Description

Shutdewn TCP M55 IPMTU Action

@ ipgeel

@ ipsecz

@ false @ 1350 & 1390 V2|

@ false @ 1350 @ 1390 o O



Ol Uit AlLIEZIR FHE ASE Mol 215 Aol

ECMP SCENARIO WITH HA
Interface Name Description Shutdown TCP MSS IPMTU
@ ipsecl © false @ 1350 @ 1390
@ ipsec2 @ false @ 1350 & 1390
@ ipsec3 PRIMARY HUB @ false @ 1350 @ 1390
@ ipseca ® false @ 1350 @ 1390
@ ipsecs © false @ 1350 @ 1390
@ ipsec!l @ false & 1350 @ 1390
@ ipseci2 @ false @ 1350 @ 1390
@ ipsecl3 ECO UB © false @ 1350 @ 1390
@ ipsecld @ false @ 1350 @ 1390
@ ipsec1s © false & 1350 @@ 1390

O chg 2ot QIEU HAo|M n7t8de Fdstiok &

High Availability

<+ Add Interface Pair

Add Interface Pair(2IE{H O|A & F7}:

Menitor [+ s - |
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PRIMARY

Tunnel Type

Interface Name(1.255)

Tunnel Route Via
GigabliEihemet]

Data Center

Edit Interface Pair

Active Interface

Active Interface Weight

[@V][psec]

ot

Backup Interface

Backup Interface Weight

|[ @ v ] [ psect

[-ZEJv] 1

Tunnel Source Interface”
Loopbagk!

8

Tracker @

o]
t

Tunnel Type

Interface Mame(1.255) Tunnel Source Interfaca®

Loopbackll
Tunnel Route Via Tracker @
iasbiEmmernen
Data Center Primary O Secondary

Ol tAM= MY Sl ZF B ‘o CHall 7= Elc HZX EHEE Fdslok gLt &,
T8 eiedo| Ql&LICH ol2{3t E{de ol2{$ 8 =& Primary 2! SecondaryZ 244
"Activeinterface” = 7 |& E{'& 2 LIEFLH T "Backup interface’ 8 BHZX BHEE LIEFLICE

2t Efdofl=
=gt

* ActiveInterface; 7|2

* Backup Interface. T Hx

A

Z1: 0l ':F74| A5 E{' O] L}EILER| et o H 2 E{0| M Secure AccessZ 2| @14 0|
MHEE|X| et&LICH

E{'=dofl CHaH High Availability7} A4 =|54 of2f o|O|x|2 Zo| & 0| EAIEILICE o] 7lo|=0 AFHE
El & ool M= HAM 57H2] E{'E0| EA|E|0] JU&LICH Eo el B =8 ZHE &+ U&LCt.

High Availability

+ Add Interface Pair

Active Interface Activs Interface Welght Backup Interface Backup Interfaco Welgnt Action

D ipsect B 1 & ipseci B 1 ¢ U
B ipsec? & 1 @ ipseci2 B 1 & O
S ipsecd & 1 @ ipsect3 @1 & O
& lipsecd Lol & ipsecid D1 20
B ipsecs & 1 @ ipsecis i 1 & U

Eenes m



)& SD-WAN Catalyst vManage il A

1 z|cH 87He| EH'E A (B 167H: 8 7|2 ' 8
T Ade 2= Ql&LICE Cisco Secure AccessE Z|CH 10702 E{'d 42 x|dgfLct,
- 2 2EELICH save

ol A& o0l 2E Zio| SHt2 | TAE Z2 ElS SD-WAN 22Xt I 2ot HA|20M UPE
FEAIELCH
SD-WANO{|A] & Ql5t2dH CHF HHE &Qlst Al

s Monitor> & 23 EL—|L—-|' Tunnels

o 7% CHSSIGISSE Tunnels

Monitor

Overview Devices Applications Security Multicloud Tunnels Logs Energy Management Advisories

SD-WAN Tunnels | SIG/SSE Tunnels
Cisco Secure Access UPOll X El E{'H0| ZEAEI=X] &g = J&LICt

CISHAAI2.

0| A & Q13524 secure AccessCHS
218 L|C}. Network Connections

s Comnect> & 2 &



Network Tunnel Groups

A network tunnel group provides a framework for establishing tunnel redundancy and high
availiniity. Connect tunnels to the hulbs within a network tunnel group to securely control
uSer atcess 1o the Intermeat and private resources. Help

u 5628-4db0-bEZe-9bSa9n5CEETd ﬂ Rig [ st o | 1 Tunnel Graup m

HNetwaork Tunnel Group Status Region Primary Hub Data Center Primary Tunnels Secondary Hub Data Center Secondary Tunnels
CEK-PAYG-560-5b28-4db0- & Connectud Eurgpe (Germany] sse-gwc-1-1-1 8 sse-gwc-1-1-0 B
bEZe-Db580b5c6ETd

REMIS| 2710M B2l ol§ & S=IFLICH

= PRIMARY oE CECONDARY
) )

- fo— -

A -

S - # s

Matwerk Tunnals

P i metasr tareel oo Pae farman. ek
Tumnain L Fuar Gvie B Asstrean [ —— Ot Cantas 1 s statn [T ——
iy T 1 4 [y e 71, 2005 1085 P
Primey 3 1 x sasec-1110 412203 © Cometind Dae 71,2008 1050 70
- e o1 LTEEE B Cornied Des
Srimary & 1 1 B Coited
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Srimarg & " " Py— 1 "
Srimary 7 J © onmatins u
Srimary B 3 Py— - u
Sacmtary | B comete - s
Secomtary 2 rreTe 1 tomate ot 1 2028 1100
Socomtary 3 rpreTe Py— e 1200 1100
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-1 E"%O‘" E 5H =||E O| |'0=| Create your Custom Bypass FQDN or APP in SD-WAN

SD-WANOI| M AF& A} x| Bypass FQDN == 4 BHE 7|(M

L

At

0ok
-

CHRE Hxof 288 4 /&= Application Bypass & FQDN EE= IPE BHE0{0f 5t S48 AFS
AtE| 7t & LICt

SD-WAN Manager Z&HZ 0O|S&tL|C}.

* Configuration>Application Catalog% S2lg L—||:|' Applications

Application Catalog A\ Configure Cloud Connection
Overview Application Source Settings Cloud Sourced Applications Discovered Application @ Application Lists Confiicts

Applications 1553 [ Setect Application Attibute: v Custom Application & Export

Search Table

Oseiected Groate jonlist  Define point As of: Dec 23, 2025 05:00:05 PM
Application Hamve Application Family Application Girowp Application Source ‘SaaS probe endpoint type Saas probe endpoint value Traffic Class Business Relevance Action
Zanmet file-server ather ABuSiASs - . bulk-data 5

0



Tl 201550 2 A AHSHE FP HA SS0|M XEH HEFHoIMS MNY £

A& LICH
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1 o ECIAH ol FHEH 20 UM AStE{EH SD-AVCE & d3tsiok gf LICt.

« 22! custom Application

Applications 1553 Selact Appheation Attribute N LExpart @
O Search Table
Jsmected  Create Application List Dafing Prabe Endpaint As of: Dec 23, 2025 05:.00:05 PM 2

0| EtH|0f A= Secure Client - Umbrella Module SWG FQDNE At235t04 7|£ X7} A ElL|Ct.

ProxySecur eAccess
Custom Application X
Application Name ©@ Server Names ©
Name of the [ FQDN
* ProxySecureAccess ] [ swg-url-proxy-https-sse.sigproxy.qq.opendi ]
Custom APP
Application Name: ProxySecurefccess-Custom
Application Family Application Group
[ Select Application Family £ ] [ Select Application Group W ]
Traffic Class Business Relevance
[ Select Traffic Class v ] l Select Business Relevance N ]
o L3/L4 Attributes
IPv4 Address @ Ports @ L4 Protocol @
[ 10X XX, 20.0.0.0/24 separated by ] [ Space separated ports or range or ] [ Enter L4 Protocol v ]
4 »
SaaS probe endpoint type
(O P address  (O) FabN  (O) URL
Saa$ probe endpoint value
Cancel Save

* SaverName: 2 2|5t2i= FQDNES AFE & LICHO| ofol = SWG2| FQDNO| 74 E).
swg-url-proxy-https-sse.sigproxy.qq.opendns.come & X3 AA|L.
swg-url-proxy-https-ORGID.sseproxy.qq.opendns.come & %= oP‘UKIo

* % l Save
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f1: SSE =% i35 2 ORGIDE 9428t

It

CISo 2, 7|2 Me|7t MdELIC 0] Z< Umbrella DNS M &= CHS2 & & LICt.

UmbrellaDNS
Custom Application X
Name of the Application Name © Server Names @
Custom App [ UmbrellaDNS ] [ Enter Server Names J
Application Name: UmbrellaDNS-Custom
Application Family Application Group
[ Select Application Family ' ] [ Select Application Group v ]
Traffic Class Business Relevance
[ Select Traffic Class ~ ] [ Select Business Relevance e ]
o L3/L4 Attributes
IPv4 Address @ Ports @ L4 Protocol @
— Configure IP addresses to exclude
t 208.67.220.220,208.67.222.222 ] [ Space separated ports or range or ] [ Enter L4 Protocol W ]
4 >
SaaS probe endpoint type

(O P Address () FQDN () URL

Saas probe endpoint value

Cancel

O|d| 2t Yao| Hm[azfolMdE Tlde = U&LICH

i

o2

Ezf

O| BHAIMHE B E &5 09 Cisco Secure AccessE Edll 25 5H0
LICt. o] 42 EH Ecli=E x| 23|50 HX| g= EBI=!2 Secure AccessE
stA| st 74LF ZHRIEIO HF X £l ;M2 A28 |C).

.l
HA ALY = e F 7HX| 2t S YHE Holst= 5 gL

0
0

* Configuration >Configuration Groups™Service Profile>Service Route: O] 12 Secure AccessZ 2| I EE A
S5t X|Bt iMool 2 FFLCY.

* Configuration >Policy Groups>Application Priority & SLA: O| 2242 SD-WAN LHO| M C} & 2t E S M2
M3stH, 7t S8 A2 EY EBHEE 235104 Secure AccessE Sall SR A= =F

ot= [t



fodot 2 AtEol XA =Est7| ls CHS Hm|2el|olME AFE ' LIChapplication Priority & SLA.

. 28 Configuration >Policy Groups™> Application Priority & SLA

M
]|

2 CH2 Application Priority & SLA Policy

Policy Groups

Policy Group 4 Application Priority & SLA 4 NGFW 0 Secure Internet Gateway [/ Secure Service Edge 3 DNS Security 0

Application Priority §¢SLA Policy 4
Q Search Table /

IAppIication Priority & SLA Pol icyl

Name Description References Upd:
- M 0|E 2 75t create

Application Priority & SLA Policy

Policy Name

[ SIA-ROUTE ]

Description (optional) \

* Enable Advanced Layout
« 22!+ Add Traffic Policy

Policies * Application Prority & SLA

SIA-ROUTE & & Additional Settings Advanced Layout @0

SLA Class QoS Queue

I H Change made in advanced view won't save to simple view.

Mo SLA Class added, add your first SLA
+ Add Traffic Policy Class in Traffic Palicy



Add Traffic Policy List

Policy Name

[ SSE ]

VPN(s)

[ Corporate_Users ]

Direction

[ From Service v ]

Default action

@ Accept O Drop

* PolicyName: O] EZHE HHM S 50| S0l XA =Hst= 0l
- ven: EEHEE 2R E et RIRI0IAM AERES| MH[A VPNE B4R LICH

e Direction: A H|A0|AM

* Default action: -f-gul'

MR MM AlSHE 4+ YBLich

Ezj

H

adH

0jo

In this way, you are bypassing the routing of specific traffic to Secure Access

A
VPH: Corporate_Users  Direction: From Service  Default Action: Accept
Q) Saarch
MAME MATCH ACTION
LocalNetwor Destination Ip - 172.16.200.0/24 h
g1 K Base action - accept 0]
Source lp - 101.101.101.0/24 .
. BypassSSEP . " ~
i 2 roxy App List - SecureAccessProxy Base action - accept o]
mbrellaDN i
£ 3 Umbralia App List - UmbrellaDNS .
S Base action - accept a8 5
SIA AUTO F Base action - accept  Sse Secure Service Edge - true e
i 4  ULL TRAFFI Source Ip - 101.101.101.0/24 o]
C Sse Secure Service Edge Instance - Cisco-Secure-Access

l

In this way, you are sending specific traffic to Secure Access to be protected

1. Local Network Policy (Optional): 222 101.101.101.0/24, CH& 172.16.200.0/24. O] 2= HER| 3 LY
E2H=!0| Cisco Secure AccessZ MEE|X| St & ghL|Ct 2o 2 LR BIREI2 SD-
WAN T 50| HiEZ BtREHM XMEISt2E 142 o| S s~&5HK| f&LICh o ZAm|2
O|ME ALE st AlLt2|0] k2t of2{8t MEY! 7| LHE EeiTio| 2ot HMAR 2tRE



K| et &LICHAMEY AME, HIER 3 Bt F0 et CHE)

2. BypassSSEProxy (Optional): O| 2242 Secure Client 2! SWGO0i| A Cisco Umbrella 2& 0| & A3}l
LIS HFE{7F ZEA| ECTE 2otRER CHA| MESHX| RIS FLICH ZEA| EBEE
ZE2RER OHA| 2tRE5tE A2 28 Atell2 ZHFEIX| E& L),

3. UmbrellaDNS (Best Practice): O| &2 QIE{HE S M X|2 St= DNS #HE2|7} EHE2 Sl HE /K]
Of 2 #HLI|CH E{de S5l Umbrella 2 Q1XH208.67.222.222,208.67.220.220)04 DNS # 2|
g EUiX| et= Aol E&LCt

4. sIA AUTOFULL TRAFFIC: O] HA2 O o MAMEt SSE B2 S8l &4 101.101.101.0/242| &2
E Eoizlg QeI 2 2t E5t0f o] EEfElo| EEtRENM ES X5 FLCH

E2i=Zlo| o]0O] Cisco Secure AccessE &3l ZEE LT =X & 2l5H2{H E{'d ID 2 EeventsActivity
SearchNetwork-Wide Path Insights®2 O &S 5 7L+ EE{ 21§ L|C}.

Monitor> 2 O[S & L|ClActivity Search.

Activity Search W "
IDENTITY CEX=-PAYG=013-04ed-4eab-De90-calIed TIZZIG X Hest b efault lay LA Saw parch «
1,617 Tota > Viewing actwity from Dec 27, 2025 6:14 AM o Dec 28, 2025614 AM Page: 1 - Results per page: 50 1=-350 Event Details W
o . =
® 4

taccess (2100958)

T YPN-10 {WPN-10)

— GBK-PAYG-0f3-ddo-d4oad-bobl
calBedTF22f6

10190130120

00000

ity out b, eonm

HoF A& - OHIE

Monitor> =2 O | S |%=|I' L—| E" Events.



¥ Fitewall Discannget O nllowad DdceaddsBsacdble CBK-PAYG-0f3-ddo... 110.234.18.177:443 = SD-WAN-Allaw-We... Dec 28, 2025 617 AM

* Fitewall Disesanmel ® Allowed BZbeldbbdealds1de CBK-PAYG-560-5b... 8.8.8.8:53 - For all Internet acce.. Dec 28, 2025 617 AM
> Fitewall Conmect O rllowad 204246075701 2847 CBK-PAYG-560-5b.. agas - For all Internet acce... Dec 28, 2025 617 AM
¥ Firewall Casconnect @ Allowed Bzbedbbdealds1de CBK-PAYG-560-5b... 888853 - For all Internet acce.. Dec 28, 2025 617 AM
» Firgwall Césconnect O Allowad Sdcea396B5acdbic CBK-PAYG-0f3-dde... 110.234.18.177:443 - SD-WAN-Allaw-We... Dec 28, 2025 617 AM
¥ Firewall Casconnect ® Allawed eachif315cdde2 B2 CBK-PAYG-0f3-dde... 110.234.18.177:443 - SD-WAN-Allow-We... Dec 28, 2025 6:17 AM
> Firewall Disconnect O sllowad each39315cdde2B2 CBH-PAYG-DI3-dde... 110.234.18.177-443 - SD-WAN-Allaw-We... Dec 28, 2025 617 AM
W Firewall Déscannect O Allowed Sdoea’ SacdGic CBK-PAYG-0f3-dde... 110.234.18.177-443 - SD-WAN-Allaw-We.. Dec 28, 2025 6:17 AM

=G| o & 1
@ Source & Connection & Security Conrols & Destination
Network Tunnots: CEK-PAYG-OF Type: Network Tunnel r— i FaON;: -
Viptala VPR VON-10 (VPR-10). P — Resoureol Appication Namo: -
Source 1P 10110110120 Dastination 1P 110.234.18.177
Source port: 55240 At Allew Daestination Port: 443

- Destination List: -

Protocok: TCP
Sevsion Dytes Received: 180
Session Dytes Sent: 362
Application Category:
Application Pratacol: -

Egres
Egress Typi: -
Datscenter: Europe (Garmany)

Mo Fi coringl svant Tound

Content Category:

S

ok

1 z=Zo| gdshE 7|2 EAo| Qlofok FLICH Z7|[EXMe = HIE dstE|o] AU&LICH

ok

Catalyst SD-WAN Manager - HIE|3 MEto]| 2%l ZZ2 S
Catalyst SD-WAN ManagerZ O|S & LIC}.

+ Toos> 2 Z2/8FL|C}. Network-Wide Path Insights

° %E—! New Trace



[ Traces & Tasks ] |

[ New Auto-on Task ]

(] Enable DNS Domain Zfiscovery®

Trace Name Trace Duration(minutes)

[ e.g trace_[site Iy/ J ‘ 60

Filters

VPN*
— || EIBES v

Destination Address/Prefix

|1

@ Application O Application Group
® ®

{ 101.101.101.20

« sie EBTO| E7IsHE AlO|ES MEEFLICH
- ven: EEHEO| B7tst 1 = MEUIC| VPN IDE ME{ELICH
* source: IPE E7LE R EHSH0 2 LE| S ZE ECEE LERFH ChSsteSvenMEIEILICH

sightslA E{2 S35 EiZ 0| Z22{Y =1 Secure AccessZ 0|S35tE ECHE R

OHCHR In
g &ols £ &Lt

< INSIGHTS Seleated trace: trace_B0 (Trace Id: 80)
Applicaticns Active Flows Completed Flows Selected Flow I0: 50
Gr)
Search by Demain, Application, Readout, ete. @ * Readout Legend: @- Error, @- Warning, @- Information, @= Synthetic Traffic, @-PCAP Replay.

C

tal Fiows: 10 ok
7 Start - Update Time Flaw ID Insights * VPN .. Source IP Sre Port Destination 1P Dest Port Protoeo! DSCP Up Dawnstrea m App Group Demain
Fi26:05 AM-T:34:05 AM S0 View @ 0 10110010120 54688 172.21.123.249 443 TCP DEFAULT T { DEFALLT & mS-Services m3-cloud-g... NfA I
Direction Hopindex  Local Edge fRemate Edge Local Calar Remate Calor Local Drop{%) WanLoss(%) RemateDrop{%) Jitterims)* Latencyims)* ART CHO{ms)/SND{ms) *

R107-2{TunneN&000003)  SIG BIZ_INTERMET (1G] MfA Q.00 HIA, Nia
ywnstream 0 SIG [TennelGOO00OZIRI0N-2  N/A BIZ_INTERMET (SIG]  NJA MiA 0.00

353 AM-T:35:23 AM 563 View & 10 10110010120 56408 WFZ.21023.248 aa3 TCP DEFAULT T/ DEFALLT 4 ms-services ms-cloud-g... NIA I

) 713735 AM-T:3735 AM (-3 View & 10 1010010720 53175 2888 53 UDPIDMS) DEFAULT + / DEFALLT & dng other TN I

AM-T-37:38 AM 573 View @ 10 10110110120 S&560 37413787 443 TCP DEFAULT + { DEFAULT 4 ProxySecureA... other HiA I
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https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-cisco-secure-access-integration.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sase-sd-wan-secure-access-aag-cte-en.html
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