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Secure Access Dashboard(E2 9t HM|A CHA|EE)E O|S§tL|CT.

+ = 2lconnect>End User Connectivity>Manage Trusted Networks™> +Add

[ & Cisco Secure Client ] [ Manage servers ~ J

End User Connectivity

End user connectivity elsy u define how y r organization’s traffic is steered from
SRAPOINTS 10 SECURE ASCEss of to the internat H.;Ip_,

Zero Trust Access Virtual Private Network Internet Security

Enrcliment methods
nt-based Zere Trust Access, their endpoint devices must be enrclled

n here. Help

Befora

3 550 Authentication  Certificates

Zaro Trust Access Profiles

Manage Zero Trust Access (ZTA) prefiles, which allow you to add users and groups to unique traffic steering configurations for client-based ZTA connections. Help .7

& Manage Trusted Networks + ZTA Profile

# Name Secure Private Access Secure Internet Access Users & Groups Last Used
3 Destinations Ut ZTA o 6 estinations 1 Users
Default Profile
24 Destinations Use ZTA for all destinations All Usars _ .
« MEIE £ U= UHERXHIZ Z2ZO| 0|E2 M35t Cts =71 & 5tLt 0|42 FAFLIC.
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Z- Step 2, Task 2: Defined a trusted network

— 2/4 tasks
-
Home & Trusted Networks
Edit Trusted Networks
° Include as many criteria as required to define a trusted network or network segment. Help (7
Experience
Insights
Trusted Network Name
[ 4
{ TestDNSServer ]
Connect
D Set as default Trusted Network for UZTA &
S
Resources
Inspect
| (®) Physical adapters
Secure () Physical and virtual adapters  Beta
Q
Monitor . . o i
Multiple entries within each criterion are tested as OR: Any of the entered values can match.
Q Criterion DNS Domains (U
Investigate
° DNS Domains ] [ amitlab.com — Remove Criterion
o AND
Admin
Criterion DNS Servers ()
a4 m
Workflows DNS Servers v ] [ 192.168.52.2 ] — Remove Criterion

+ Add Criterion

o
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. Secure Private Access
1 Secure Private Access

1 Destination Add the private destinations and private resources t«

2 Secure Internet Access Traffic Steering  Options

3 Users and Groups

HoF QIES! HAA

) Secure Internet Access
Secure Private Access

1 Destination Add the Internet and SaaS destinations t¢

e Secure Internet Access Traffic Steering Options

3 Users and Groups

(. . .

.« 2 E’—! Options
- ™ 0‘|| Use trusted networks to secure private destinati ons"._'I E—']' %I_I- % Ad Use trusted networks to secure internet
destinations& 2 =I5} HLF & ELICE

- 2 E—! + Trusted Network

Name Inspector Adapters DNS Domains DNS Servers Trusted Servers

No trusted networks added

To add a trusted network, specify the criteria that uniguely defines a trusted network or network segment.
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ZTA profile name Priority Traffic Steering Limits

Testl ) | Testl i0S 19/5¢  Android 19/10k macOS/Windows 19/100%

" Users and Groups
@ Socurs Private Access P
3 Destinations Add a set of users and groups that will be steered to various destinations added to this ZTA profile

@ Secure Internet ACCess

Users 1 Groups ©
o Users and Groups
+ Users and Groups
Mame Email Type Users
A Usar
Rtk
Rows per page --"J "
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1. Physical Adaptor(Z 2|™ 0{HE)E 7|&

o 2 MEHSH CHZ Ethernet Adaptor(O|CHS! O{EHE]) of2H
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2. A= DNS HO[A7F Helklo] =X] & elgL|ct

Ethernet adapter Ethernet0:

Connection- speciFic DNS Suffix . : ==obbebesson

Description . . . « + « « « « .t Intel(R) 8257UL Gigabit Network Connection
Physical Addless . « + + « « . . : B0-8C-29-UF-E6-BD

DHCP Enabled. . . . . A (-

Autoconfiguration Enabled . « « . Yes

IPvl Address. . . . . . . . . . . : 192.168.52.213(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Lease Obtained. . . . . . . . . . : Wednesday, December 17, 2025 8:04:U46 PM
Lease Expires . . . . . . . . . . : Wednesday, December 17, 2025 9:02:07 PM
Default Gateway . . . . . . . . . : 192.168.52.2

DHCP Server . . . . . . . . . . . : 192.168.52.254

DNS Servers . . . e ¢« +« « o o o 3 192.168.52.2

Primary WINS Server e 2 4 a2 . oo 3 192.068.52.2

NetBIOS over Tcpip. . . . . . . . : Enabled

CS ZTA 74| 1281|0|A4 0] Secure Clientoll 2 £ Fof 57|38l ZTA ZE0| A& Trusted
Networks & 5tLI0l| IS 2 ZXIGIH RS2 2 LUA| SX|ELICE
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Zero Trust Access:

Enrolled.

Paused by Trusted Network

General
Status Overview

AnyConnect VPN

Zero Trust Access

ISE Posture

Umbrella

Zero Trust Access

Statistics Advanced Message History

4  Enrollment

Org ID:
Username:

& Sync

Last successful sync:

& Traffic

Secure Private Access:

Secure Internetm:ws:

12/17/2025 7:39:55PM

Paused by TND

Paused by TND

Sync now
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® Cisco Secure Client = x

el Secure Client N
CISCo E
General Zero Trust Access &
Statistics Advanced Message History
Status Overview -
AnyConnect VPN TCP Flows: 0
Allowed UDP Flows: 0
Zero Trust Access Allowed TCP Flows: 0 B
Blocked UDP Flows: 0
ISE Posture Blocked TCP Flows: 0
Authenticated UDP Flows: 0
Umbrella Authenticated TCP Flows: 0
Proxy Configurations: A
Seaure Private Access Paused by TND
Secure Internet Access Paused by TND ™
Network Fingerprints: A
TestDNSServer Matched k.
Collect diagnostic information for all
installed components.
Diagnostics .
| ]

- DART HEOWM - zta22

T8 TND #H0] gisL
2025-12-17 17:53:40.711938 csc_zta_agent[0x0000206¢/config_enforcer, 0x0000343c] I/ ActiveSteeringPolicy.cpp:316

ActiveSteeringPolicy::collectProxyConfigPauseReasons() TND ProxyConfig 'default_spa_config'(T+ 2! @i )ofl 2348t L|Ct.

2025-12-17 17:53:40.711938 csc_zta_agent[0x0000206¢/config_enforcer, 0x0000343c] I/ ActiveSteeringPolicy.cpp:316
ActiveSteeringPolicy::collectProxyConfigPauseReasons() TNDE ProxyConfig 'default_tia_config(T# 2] @4=)0ll @328t

T/SE TND 1#% - DNS AMH - E20|HE =4 Hm o]

25-12-17 20:33:15.987956 csc_zta_agent[0x00000f80, 0x00000ed4] W/ CaptivePortalDetectionService.cpp:308
CaptivePortalDetectionService::getProbeUrl() OFX|2F | E 3 AL S, R HK| Z2E yrl AL

2025-12-17 20:33:15.992042 csc_zta_agent[0x00000f80, 0x00000ed4] I/ NetworkChangeService.cpp:144 NetworkChangeService::Start() 27| HIEY3 A
LH AE.

=H A

O|{ 410: subnets=192.168.52.213/24 dns_servers=192.168.52.2 dns_domain=amitlab.com dns_suffixes=amitlab.com isPhysical=true
default_gateways=192.168.52.2

captivePortalState=2f 4= 932

conditional_actions" :[{" action" :" disconnect” = TND7t ZTA Z 2 Zl0| #+ M EFIS S L2{F LICt.

2025-12-17 17:55:36.430233 csc_zta_agent[0x00000c90/config_service, 0x0000343c] I/ ConfigSync.cpp:309
ConfigSync::HandleRequestComplete() ol A Ml 42 WS L|CE,

{"ztnaConfig":{"global_settings":{"exclude_local_lan":true},"network_fingerprints":[{"id":"28f629ee-7618-44cd-852d-
6ae1674e3cac","label":"TestDNServer","match_dns_domains":["amitlab.com"],"match_dns_servers":

["192.168.52.2"],"retry_interval":300}],"proxy_configs":[{"conditional_actions":[{"action":"disconnect","check_type":"on_network","match_network_fingerp:
7618-44¢d-852d-6ae1674e3cac']},{"action":"connect")],"id":"default_spa_config","label":"Secure Private 24 A|A



7618-44cd-852d-6ae1674e3cac"]},{"action":"connect"}],"id":

2025-12-17 17:55:36.472435 csc_zta_agent[0x000039a8/main, 0x0000343c] I/ NetworkFingerprintService.cpp:196
NetworkFingerprintService::handleStatusUpdate() E2EFHAE HEQ T EHEZZIE AEH: X|2: 28f629¢e-7618-44cd-852d-
6ae1674e3cac QI E{L{| 0| A: O] 4llo

DNS Z=ZOJAM TND € Z &#7|

2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer, 0x0000343c] I/ ActiveSteeringPolicy.cpp:378
ActiveSteeringPolicy::UpdateActiveProxyConfigs() &4 =5 A| Z41|22i0|M 0| E

2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer, 0x0000343c] I/ ActiveSteeringPolicy.cpp:287

ActiveSteeringPolicy::collectProxyConfigPauseReasons() TNDE Z 712 2 QI5H ProxyConfig "Secure Internet Access"2| 12 E B &LICEH

H| £ 3 (_n): 28f629ee-7618-44cd-852d-6ae1674e3cac A=A 7|

2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer, 0x0000343c] I/ ActiveSteeringPolicy.cpp:366
ActiveSteeringPolicy::updateProxyConfigStatus() ProxyConfig 'Secure Private Access'| 1Z40| Z0{%i& LIC} O|R: H|E AHTnd
2025-12-17 17:55:36.729130 csc_zta_agent[0x0000206¢/config_enforcer, 0x0000343c] I/ ActiveSteeringPolicy.cpp:366
ActiveSteeringPolicy::updateProxyConfigStatus() ProxyConfig 'Secure Internet Access'2| ©3Z40| Zo{%i&LICt O|R: HIE A Tnd
7% 8 DNs LA

2025-12-17 17:55:36.731286 csc_zta_agent[0x000039a8/main, 0x0000343c] I/ ZtnaTransportManager.cpp:1251

ZtnaTransportManager::closeObsoleteAppFlows() 2 2H-E! ProxyConfig enrollmentld=7b35249¢-64e1-4{55-b12b-58875a806969
proxyConfigld=default_tia_config TCP destination [safebrowsing.googleapis.com]:443 srcPort=61049 realDestDestDest ipAddr=172.253.122.95
process=<chrome.exe|PID 11904|user amit\amita> parentProcess=<chrome.exe|PID 5220|user amit\amita> matchRuleType=DNS

el ye
« Cisco 7| R LI CIRELE
» Cisco Secure Access Help Center
« Cisco ISE A 7|0|=

,"match_resource_config":["spa_steering_config"],"proxy_server":"spa_proxy_server"},{"conditional_actions":[{"action":"disconnect","check_type":"

on_networl
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