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Welcome to Cisco Sm:u:ity Cloud

no-raply-security@cisco.com cno-reply-security@cisco.com

Welcome to Cisco Security Cloud

Thank you for choosing Ciscol Your subscripticn
DR i now ready b0 ba claimed in Sec ud using claim code CWLG-
IR NH. Yoy will nedd & Security Cloud Sign On account 1o claim your subscription.

Raviiw tha products on this e plion, lizied al the end of this you alrsady hivd one
ol thesa products & H! wold like
product su

To claim your subscripticon:

1. Sign in o & i
time signing In ix o g ted for you
aulomatcally sociale with the ELID'-S&'HF“'DH "':JDJT account ks tad with multiple
organizations, select the desingd crganization fnom the Organizatio P

2 Click Claim Subscription.

3. Enier your subscription claim code ISP and follow the on-screen
nstructions fo review and claim your subscription,

For delaiied instrucsions on claiming your subscription, see the documentatiol
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https://control.security.cisco.com
https://control.security.cisco.com
https://control.security.cisco.com

Select Organization

| Craate néw organization

Mew organization name *

| Jaterosse

50 character imit

Reglon deployment

| Europe

This selection sets the preferred region for all products and services in this

organization. Sea your Product's Privacy Data sheet on the Trust Portal to confirm
regional availability
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Subscriptions

8350166_secure-access Externally managed 0

Claim subscription

End date: —
Product / Region Entitlements Status
Clsco Secure Access Global 0 -
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Claim Subscription

o Enter subscriplion claim code Enter SUh“r]Fhuln Chlm Cﬂd"ﬂ

Tor btgin, @nter your cliim oode below and click Nesxt, For detailed

Instructions please resd cur decumentation (5.

Subscription claim code *
Dbl - 7R NH

£ Cancel

iv. Create new instance(Af 2IAEIA MAM)0ll A Attach existing instance(7|& ¢!

EHSEL EECH2 HIFAIM

@ Enter subseription clalm oot Review products

a Peview produts To use an existing instance instead of creating a rew one, choose Attach existing
instance from the dropdown menu for the product. Post - claim actions may also be
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Risasl documrssntation for nssne Setalls [

Prodscis Creafo new Instance or atiach

wmisting

Cigco Secuns Accass ONS Am.mr.:qe/ l Aftach gtsting instance

Cancel

v. 482 dE&LICH

=
. (71 QIAEA)JI HIZE 0|29 URQIX| 2l
« S QY2 HAZAE Secure Access QIAEIAO| 7

Qiodo 2 A%

- O3 Ho|X|Z o|Sstedd T 0|5 S MEE L—IEP.

z]o{o}



{E:I Enter subssription claim code Review subscription

Ceganization
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Claiming this subscription will associate the subscription details, including
subscription ID and product licenses, with the JalereSSE organization.
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Subscriptions

D subscription successtully claimed. e

Products will appear in the navigation shortly, Once your products are fully activated, you can acoess them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
your role-based access controls to ensure proper user parmissions.

Product and service activation status 1

Cisco Secure Access DNS Advantage Start date 09/16/2025

B8350166_secure-access Extemally managed (0

End date: —
Product Region Entitlemants Status
Cisco Secure Access Global [v] -

f8643562-d914-4582-a95d-49cf392c757d
End date: —

Product Reglon Entithements Status

Cleco Security Cloud Control Firgwall
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Product and service activation status 1 \ -

Cisco Secure Access DNS Advantage Start date 09/16/2025 | Action requined
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Cisco Secure Access DNS
Advantage

Subscription ID

Apply Boense to an existing instanca

Tha following Clsco Secure Access DNS Advantage
instances are associated with your Cisco Security
Cloud organization. Select an instance and click
Apply license.

-@ Cisco Secure Access  Extemnally manasged
Instamnce ID 8350166

Cancel Apply license
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End date; Sep 16, 2026

Product Region Entitlements Status

Cisco Secure Access DN3 Advantage Global 50 & Activated
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Upgrade to Secure Access

Upgrade your ocrganization to Secure Access's next-generation cloud-delivered

Internet protections and access controls.

3. Upgrade Manager(®d12i|0|= & Z2|X}) I O|X[2| Enable Cisco Security Cloud Sign on(Cisco
Security Cloud 212 & 43} 0{|AM Start(A|ZhHE MEIEFLICH




Upgrade Manager

stlvar ],
CISCO

This upgrade process involves migrating data and configurations to your new Secure ACcess organization
0/4 steps complate

Upgrade to Cisco Secure Access
The result is that all curment identity traffic is steered through Secure Access. No protections are lost. Help £

Complete these steps before beginning the upgrade process. If you have previously completed a step, mark it
Start

o Prerequisites
g3
2. Update VAs and AD connectors

1. Enable Cisco Security Cloud Sign
Oon
Enable Security Cloud Sign On as your Update your virtual appliances and Active
§ Directory Connectors to thair latest versions
(] Mark as done

authentication meathod
L Dashboard User Conflguratlon(SAML CHAIEE A& X} 7 4)0ll M ENABLE SAML(SAML
E HAZ@gLIct
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© .5 Authentication e

Sot up single sign-on via SAML for Umbrelia dashboard wsers and chock on the status of bvo-Step verification for your account.

2} Prerequisite 1 : Enable Cisco Security Cloud Sign On

Raturn to Upgrade Manager I
Lipdate your Umbrella SAML proviger 1o Cisco Security Cloud Sign On

SAML Dashboard User Conliguration

a Ciscs Umbrella suppons Secufity Assertion Markup Language or SAML for legins 1o the Umbrella dashboand. This allows you to provide single sign-on (S50) access i
Umbrglla using entérprise idemity providens such as Okia, Onelogin, Azune and Ping identity. SAML 5350 is avallable 10 3l Cisco Umbnela dashboard users. For mong
nlofmation, sed Umbrelia’s Help.

Status @ Dizabled
Provider Mone

' _'_'_._,_,_.—-—'—'_* EMABLE SAML

Two-Step Varification

a This indicates whether two-step vesification {2FA) ks enabled for your user account. If you wish b0 enable this featusne, navigate 10 ABmin > Accounts and expand the accoumnt
you'ne iogged in as by clicking on the: account name, then select Enabie to get starmed. For more infarmation, see Umbnella’s Help

Status @ Enabled

5. TEST CONFIGURATION SM& AF23t0{ SAML +8& EHAESLIC.

SALSL Daskboand User Conliguraton

Werify Cisco Security Cloud Sign On
Using Cisoo Security Cloud Sign On as your SAML provider for Umbrella requires all accounts in this crgantzation 50 alneady have exsting Cico Security Cicaud Sign On
accounts, and for those stcounts 10 hivve the Clico Umnbnela sop assigred. You can omate Chco Security Cloud Sign On acoounts and assign the Cisco LUimbrells app a8

RepacTaigr-on, scurity. clico.com

Piease verify your Cisco Security Cloud Sign On account iy chcking e ” Test Conliguration” ibuthon Below.
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CONMNECTING TO CISCO UMBRELLA

Security Cloud Sign On

Ermail

[ Show

Multifactor authentication

Click on Finish or set up Google Authenticator as
an additicnal MFA option,

@ Duo @ Ercoled

230lo| #FQIE|H 047X &l HIAIX|E #otok ELICH SAML §&0| 72| 2t dxle RI™L|ct

[ ] login.umbrella.com/sso_test_success

= login.umbrella.com/sso_test_success

Success!

You have successfully configured your SAML provider. You may now close this modal.
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SAML Dashboard User Configuration

Verify Cisco Security Cloud Sign On
Using Cisco Security Cloud Sign On as your SAML provider for Umbrella requings all 3ccoums in this organization 1o already have existing Cisco Security Cloud Sign On
accounts, and for thase accounts 1o have the Cisco Umbrella app asslqnur.l. You can create Cisco Sﬂtul‘il'.I Cloud Siﬂh On accounts and asslgn the Cisco Umbrella app at

httpssf fsign-on.security.cisco.com.,
Please verily your Cisco Security Cloud Sign On account by clicking the ° Test Configuration” button below.
TEST CONFIGURATION

& Your SAML settings have been properly configured!

CANCEL | PREVIOUS

HE A E M st ALS XA LRI

SAML Dashboard User Configuration

Save and Notify
After clicking 'Save', all users in your organization will be required to use the single sign-on service rather than a password, Umbrella will send an emall to every

administrative user In the dashboard, stating their password has been removed from their account.

If you disable the single sign-on senvice in the future, all users in your dashboard will be emailed a link 10 reset their passwords and their old passwords are not
restored.

Block page bypass users will no longer work once SAML is enabled. Instead, you must use codes for bypassing block pages. For more information, read here.

| PREVIOUS SAVE AND NOTIFY USERS

Two step verification with Umbrella is not available when SAML is enabled. Instead, use the two factor options available with your S50 provider.

SAML Z1Z|3|0|M 2t=:
SAML Dashboard User Configuration

Cisco Umbrella supports Security Assertion Markup Language or SAML for logins to the Umbrella dashboard. This allows you to provide single sign-on (S50) access o
Umbrella using enterprise identity providers such as Okta, Onelogin, Azure and Ping identity. SAML 350 Is avallable 1o all Cisco Umbrella dashboard users. For more
information, see Umbrella's Help.

Status @ Enabled
Provider Cisco Security Cloud Sign On

DISABLE CONFIGURE
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Start Upgrade S NotSasrted -

Chicking Upgrate gensralss your nenw Seciind ACeds ofganization {and dashboand) and coples your Umbhsla configurations 1o Secuims Access. Umbhrella
continuas 1o aparata during this process and your organization s always protectad. Help CF

Upgrading to Secure Access

Ganerabes a nvew Secure ACcess organization (crganization UAL does not changal,
and copies DNS policikes and components to Secure Access policy rules,

- YIb0|=E& H&E = A&LICH

Start Upgrade @ In Progress

Clicking Upgrade gensrales your niny Secune Access organization jand dashboard) and coples your Umbealla configurations to Secuns Access, Umbralla
continues 1o operate during this process and your organization is always protecied. Help 3

'

Upgrading to Secure ACCESS.,.

You can exit and return to this page at any ima. Changes are automatically saved.

- R E|HChg J2I0 22 HOo|XIE 7hxdetok gLt



Start Upgrade Y p GDone

Clicking Upgrade generates your new Secure Access organization {and dashboard) and coples your Umbrella configurations to Secure Access. Umbrella

continues 1o operate during this procass and your organization is always protected. Help (3

Upgrade Success.

YOUF new Emem-ﬁsonganlzallon has been successiully ﬂmﬁd and i3 now listed
in Umbralla’s navigation menu. To review your new Secure Access deploymaent, click

Secuns ACORSS.

Umirella DNS policies have been copsed and converted 1o Secure Access policy rubes, All
deployment and policy components, inciuding identities (sources) and Admin setlings, ane
shared between Secure Access and Umbrella. Any changes 1o these shared components
are automatically updated in the other organization.

Application seltings and policy ane not shared between the two dashboards, so changes
are not reflected between Secure Access and Umbrella,

Usmbralla and Secure ACCEss ane NoW nunning simultanecusly, but traffic is only steered
through Umbrella. Complete the upgrade process and redirect traflic to Secure Access,

WView rules in Secure Access m

8. EBiEig Hot AMAR 2lc|HM

Redirect Traffic © Mot Started -~

Hedp .
Redirect your nrganlzmh::n's IdEI‘lbﬁ' traffic 50 that it I3 steerad H'Ir'ﬂl.lgh Secure Access. You must mﬂ.mjﬂ]l’g.' galact which ||:|Eﬂ1|'|‘!||' trafic Is upgraded to be stesnad

theough Secure ACCESS.

Redirecting traffic to Secure Access

Upgrades traffic steering so that Identity (Source)
traffic is steerad through Secure Access.

— 3
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Redirect Traffic to Secure Access

Salect which Umbredla identities, upgraded to sources in Secura Access, should have their traffic redirected to Secure Access,

Traffic redirected to Secure Access
To verify redirected traffic, in Secure Access review Activity Search logs.
Metworks & Network devices Roaming compubers

Secure Access 1

5{]% Umbrella o

9. Secure AccessZ22| 1 d|o|= ! ojo|g|o|M gt=
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Complete Upgrade and Close Umbrella

Are you sure you want to close your Umbrella account? Once closed,
all access to Umbredla is lost and cannot be recoverad,

I understand and wish to proceed

Cancal Close Umbrella
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http://login.sse.cisco.com
http://login.sse.cisco.com

2% dashboard.sse.cisco.com

Al Sapure Access

Access Policy
Internet access rules apply to traffic to public internet sites from devices that are an your netwark or that your
. organization manages. Private access rules apply to users and devices accessing applications and other resources on
your internal network. Secure Access applies the first rule in the list that matches traffic. Help .3
Ham
1 by rule name = Filters
- J
Cannact
5 Rules
=
Resources D #  Rulename Action Access Sources Destinations
( : ] 1 3/3 DNS-only-poliey-1(U.. & Allow Internet Any AD Group... +1 Global Allow...
Sacure
] 2 213 DMS-only-poliey-1 (U.. & Block Internet Any AD Group... +1 Alcohal  +28
(]
Manitar
| 3 1/3 DNS-only-policy-1D... &) Allow internat Any AD Group... +1 Any
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- 71 x| Y B M - Cisco Systems



http://docs.umbrella.com
http://docs.umbrella.com
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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