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« Windows 11(TPM 7% 2.0 £ )

« ZTNA 2! DUO 2 =0]| &43}El Secure Client HH 5.1.10.17
* Microsoft Active Directory 2022

- CIEM MdE 2IEt Openssl E

Ol Mol W= 5 ® #Eo| ClHto|AE EOiz A EER&LICH o] EMo AFEE 2 E Cldt
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1. Dashboard(CHAIE E) -> Connect(21Z) -> End User Connectivity(Zl& AF& X}t ©4Z) -> Zero
Trust(M 2 A2)2 o|SgLICt.


https://docs.sse.cisco.com/sse-user-guide/docs/zta-enroll-with-certificates

End User Connectivity

[ & Cisco Secure Client ] [ Manage servers ~ ]

End user connectivity lets you define how your erganization's traffic is steered from
endpoints to Secure Access or to the internet. Halp C°

Zero Trust Access Virtual Private Network Internet Security
Enroliment methods

Before users can access resources using client-based Zero Trust Access, their endpeint devices must be enrolled,
Manage enrcliment methods for your organization here. Help 3

Windows and macOS devices enrcll using: 550 Authentication  Certificates

Androld and (05 devices enroll using 550 Authentication only.

Default Profile
If no other ZTA profile is applied to traffic, the default profile applies. The default profile includes all traffic steering rules that are automatically created when private resources are enabled for client-

based zero trust access.

Name Private Resources Destination Lists Last Used

Default ZTA Profile 15 1 2025/06/10 &

4. 24 915 J|B0|M CA LIBME CIREZESH0{ YEZEFLICE
5. 58 1Mdg te2cstn 2 Ao et c|2E2|ol B x|&FL|Ct.

-&: C:\ProgramData\Cisco\Cisco 2 ¢ 20|21 E\ZTA\enrollment_choices
- macOS: /opt/cisco/secureclient/zta/enrollment_choices

6. M&o| ¢t 2 £|™ X{ZtsHofF gfL|Ct.

Windows and macOS devices

Use S50 Authentication
Enroliment requires user action,

1. Install Cisco Secure Client on user devices.
2. Give your users instructions for enrolling in Zero Trust Access.

Use Certificates
Enroliment accurs without user action.

1. Upload a CA Certificate if necessary
At least one uploaded root certificate or certificate ¢chain must be able to validate identity certificates on endpoint devices during zero trust enroliment and renewal,

CA Certificates

View 2 CA certificates (3 1, Upload a CA Certificate

2. Download the enroliment cenfiguration file

The file is regenerated each time a new CA certificate is uploaded.
Deplay this file to user devices.

ad | 774 _Enroll_Certjson

You can also download this configuration file and Cisco Secure Client from the Download Clsco Secure client page.

m Cancel
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Hot AN A0lE CHET 22 e QISM HEZ HR Lo

- AH X} RFC-822 20+ O|MH|Y FA = UPN(User Principal Name)2 Z & st= & CHA| O|&
(SAN)

of:

=M 1: RFC822 £ &t O|H &
email.1 = username@domain.local

ZM 2: (CHAl): UPN(Microsoft 48)
7|E} 0|8:1.3.6.1.4.1.311.20.2.3;UTF8:username@domain.local

0| oflofl A= Microsoft AD2| AFE A QIS M EHIZSIE AL 5104 QIS M

mlm
:I:
_L

%

L

]

III|I=

1Et7A|: Microsoft ADZ 0| & 5104 Certificate Managerg 3L|C}

2CEHA: A& E 21 mme(Microsoft Management Console)E 1248t LIC}.

I Run X

7 Typethe name of a program, folder, document, or Internet
== resgurce, and Windows will open it for you.

gpen [ .

QK Cancel Browse...

3CEHA: File(Tt )2 =!8t CHE Snap-in F7HA| 7
ATHA: QIB M HEX F7}

SEHAl: B2 AL QIS A

LIRS I
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ol Sguster | raeil
ol Tt ard Logss

ol Smatcard Lhar

1 1<t -l 2 108 Chored Authvrstetit=n, Torve
# L1 tigrang-scok 2 100 Lproar Rutbarbobon
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OEtAH: MEEI CHE MM FAIEHLICH

O|&: (General)(&EH B0l Q= ztna-client-enroll(ztna-client-enroll)

2. (Subject Name) E{0{ X (Supply in the request)E& MEEFL|CE,

S

S ko] %" 1I 524 SAN(Service Alternative Name) 2t 22 openssl RIZ2/0|M MBS 3st= =
Mol s==HELCt

AlSH
= o

ok
C
[l

1. certsrv.mscE&

2 . Certificate Templates(21E M HIEZ)E O0IRA LEZ HESE 22511 New(ME BHET]) >
certificate template to issue(21E M HEX)E MEALIC

3. MZ s yEBlEE M

File Action Wiew Help

=2 a = | B

;g Certification Authority (Local)
N ol falasoulCA

Reveked Certificates
Issued Certificates
Pending Requests
Failed Requests

Ctﬂrf saka

Toos mlasdas

Manage

Mame

& Ana-chient-ennoll

& sse-sub-auth-temp

 55%-signing-reot

H sse-server-client

3 futhenticated Sessian
tv:mr:. Email R:pl-{ ation

EHEtLICH(ztna-client-enroll).

Intended Purpose
Client Authenticatio
< All>

Server Authenticatio
Client Authenticatio
Client Authenticatio
Directony Service Em

.

Authenticatio

I Mewe

» ':'_ertufu:a'le Templa‘le te Issue

Iﬁ-l.rthtnh{at-o

Wiew
Refresh

Export List..

Help

OpenssIg AL

1EHAH: 2

[ req ]

default_bits =
prompt =
default_md =
distinguished_name =
reg_extensions =

» i Recovery Agent
sic EF5
main Centraller
tb Server
mputer
wms wrall
3 Subordinate Cerification Authonty
3 administrator

BHX2 san.cnf I} Y OHS 7|

2048

no
sha256
dn
reg_ext

5104 QIZ A 44

File Recovery
Encrypting File Syste
Client Authenticitio
Server Autherticatio
Client Authenticatio
Encrypting File Syste
< Gl >

Microscft Trust List

Ad
o



[ dn ]

cC =US

ST = Texas

L = Austin

0 = exampleusername
ou = IT

CN = exampleusername

[ reg_ext ]
subjectAltName = @alt_names

[ aTt_names ]
# Option 1: RFC822-compliant email
email.l = user@domain.local

# Option 2 (alternative): UPN (Microsoft-specific)
#otherName:1.3.6.1.4.1.311.20.2.3;UTF8:user@domain.local

2Bl HIE 2 E AL835to] 215 M WY

openss1 genrsa -out user.key 2048
openss1 req -new -key user.key -out user.csr
openss1 req -new -key user.key -out user.csr -config san.cnf

CAZTNA HIZSIo 2 AI2X QIZE M MH
1EHA|: user.csr T Q| LIS S A LICE

2EHAH: 22 AD ME 7| (https:http://<ip-address>/certsrv/)2 2 O[S EFL|C},

3EH7H|: Request a Certificate(2153 M %) -> Advanced Certificate Request(ZL& 2I1BZ M %) >
select ztna-client-enroll template(ztna-client-enroll &|Z 3! Meyg Z 2/t |C}.

Saved Request:

PTIP— 7¥s TORDXAxNAAXSnE210/ TVNL Lrvodg L0 7N LORBFERS
E:,iﬁ;;:aqum KV LvAo ICCGANTAUATY jwd0BYUDDS 1 pkPmyexgnlXaM|
[CMG or arj xHHNoUSuVAtMSdahO T dnx rhudb@nso3rFOJAS2d,
PKCS #10 or TitUDuECYTMP2aVBy e/ Uo7 LINPW/ 40 1kT vhakesq
PKCS #7) TrygRiDNi5eVIdadPte)2eDoescoWiHi+Bx3Bie57]

-————END CERTIFICATE REQUEST--—--

Cartificate Template:
| ztna-client-enrll |

Additional Attributes:

Alttributes:

Submil >

4E7|: Base64 A2 QIS ME CI2Z st AFSAF 7HQ) AMZ| KE A S Mol Dx[EfLICH

5EHA: 2B Mol 2HIE 27 JU=X| =l gh ot


http://%3Cip-address%3E/certsrv/)
http://%3Cip-address%3E/certsrv/)

=]

a '
B File Action View Favorites Window Help

e M 4L XE | HED

= Console Root A || Issued To Issued By Expiration Date
v G Centificates - Current User B falasoul_sa falasoulCA 6/17/2027

v [ ] Personal /
| Certificates
| Trusted Root Certification A
5> || Enterprise Trust
» || Intermediate Certification Ay
> [ Active Directory User Object
> | Trusted Publishers
> ] Untrusted Certificates
> || Third-Party Root Certificatio
> || Trusted People
5[] Client Authentication Issuers
> [ Other People
7| Local NonRemovable Certifis
| Certificate Enroliment Reque
| Smart Card Trusted Roots
Certificates (Local Computer)
| Personal
“ Certificates
Trusted Root Certification Av
Enterprise Trust
Intermediate Certification A
Trusted Publishers
Untrusted Certificates
> || Third-Party Root Certificatiol
> || Trusted People
| Client Authentication lssuers
> [ 7] Preview Build Roots
> ] Test Roots v

W
| el N

< >

Intended Purposes
Client Authenticati...

RFC822 Name -—

Edit Properties...

ersonal store contains 3 certificates.

Copy to File...

Frie
<N
m

e Root CA 7/31/2025 Client Authentication <M
a  Certificate X
General Detals Certification Path
Show: | <All> v
Field value A
[Z]valid to Thursday, June 17, 2027 11:4...
[ |subject falasoul_sa, IT, falasoul, Austi...
[ ublic key RSA (2048 Bits)
[ |public key parameters 0500
Subject Alternative Name RFC822 Name =falasoul_sa@c...
@]smject Key Identifier £907185ab821acd96ddodc7af. ..
1| Authority Key Identifier KeyID=chd2c93bech9f630d3f. .
Feilrei nigtrib tinn Baints T117B1 Nigtribe itinn Brint= Nigtr  *

1 —
6CtA: SE 2 AlZIS2dH ZTNA ZE 2 CHA| A|ZHSHAAI2.
o O S =
Ct&2 & elghL|ct.
Mol SHtEA| St=X| &elste{™ o] Mg &5 MAIR
18 S5 M= o2 FHE M ZTNA 2 & HA[X]
Zero Trust Access
Statistics Adverced Configration Message Mstory
Zevo Trust Access Enrollments:
To unregister from the Zero Trust Access service, dick the Unennol button. This will iniiate the
process of LNNegRTErmng VOUS SC00UNT And remaving any A5500ated conSgurancn Hom e
sarvice,
Urerral This setling is managed by your administrator.
2CHA|: ZTNA 2 E2 X3 A8 F o= ZTNAO XIS SEXIUS 2 &HE &= JU&LIc



Zero Trust Access:
Zero Trust Access is active.

3EH7A: SAN HEE 7[|Ho 2 &5 HMo| ALl SHIE ALSXHE = QlELICH

692 Total (  Miewing activity from Jun 23, 2025 12:22 AM 10 Jun 24, 2025 12:22 AM Page: 1 - Results per page: 50 « 1-50 > E\fent Deta“s

Connection Method

ZTNA Client-based

A falasoul_sa (falasoul_s: GO L [f2iasoul_sa (falasoul_sa ) | 202021 ... Time

Jun 23, 2025 2:27 PM
4 falasoul_sa (falasoul_sa AR L falasoul_sa (falasoul_ssCquEENNNEENEENENES' 20-2021 -

Request Sournce Rule 1dentity @ Destinal 3

Action
ZTHA CLIENT-BASED A falasoul_sa (falasoul_ss @i | A falazoul_sa (falazoul_so@(NNNENENEGEGEGEGEGEGEGEGNS 20202 - Allowed
ZTNA CLIENT-BASED A falasoul_sa (falasoul_sa@c /NN 1 faasoul_sa (falasoul_sap( ) 20.20.2 -
Access details
- = = — = =
ATHA: QIB Mol SHIE HQE I U=X| & elghLct.
B File Action View Favorites Window Help
o | Console Root A || Issued To Issued By Expiration Date  Intended Purposes  Frie
v ) Certificates - Current User i falasoul_sa

falasoulCA 6/17/2027 Client Authenticati... <N

v [ Personal /’
~ Certificates

| Trusted Root Certification Av

“| Enterprise Trust

> || Intermediate Certification Au

> [ Active Directory User Object

| Trusted Publishers

T/31/2025 Client Authentication <N

W

»  Certificate X

General Detals Certification Path

W

> ] Untrusted Certificates Show: | <All> v|
> ] Third-Party Root Certification
> ] Trusted People Field Value ()
» |1 Client Authentication Issuers |j\"ﬂd to Thursday, June 17, 2027 11:4...
> [ Other Peaple []subject falasoul_sa, IT, falasoul, Aust...
| Local NonRemovable Certifis 2] Public key RSA (2048 Bits)
> [ Certificate Enrollment Reque | |public key parameters 0500
» || Smart Card Trusted Roots «11 Subject Alternative Name RFC822 Name =falasoul_sa@c...
w -n}l Certificates (Local Computer) &}]Sd:pd’ Key Identifier £907185ab821acd96dd0dc 7af. ..
v [ Personal i3] Authority Key Identifier KeyID=cbd2c93bcch9f630d3f...
9 Certificates Jeclrm_nigtribatinn Printe [110R1_Nictribu tinn Peints Nictr

> J Trusted Root Certification Av RFCB22 Name _—‘
> [ Enterprise Trust

> | Intermediate Certification A
» || Trusted Publishers

> 7] Untrusted Certificates

> | Third-Party Root Certificatios
> [ ] Trusted People

> || Client Authentication Issuers
> [ ] Preview Build Roots Edit Properties... Copy to File...

> ] Test Roots v
¢ > <

ersonal store contains 3 certificates.
1 - | : | R

=X &4



ol dMoiM= A 2Xl a2l Ar8E = Ue HEE M3 gL
164 SHE SE7F QMo e SHHE AUB M ME A0 dR|Elof UeEX| = lF Lt

@
@ File Action View Favorites Window Help
|2 R XE = o3
| Console Root A || Issued To a Issued By Expiration Date  Intended Purposes Frie
v 3 Centificates - Current User Bl falasoul_sa falasoulCA 6/17/2027 Client Authenticati.. <N
v || Personal | @ . . ) . m

_ Certificates / ¢

| Trusted Root Certification Av
| Enterprise Trust

| Intermediate Certification Ay
| Active Directory User Object
| Trusted Publishers

T/31/2025 Client Authentication <N

n  Certificate X

General Detals Certification Path

| Untrusted Certificates Show: | <All> v

_| Third-Party Root Certificatio ) i
| Trusted People Field Value =
| Client Authentication Issuers [ valid to Thursday, June 17, 2027 11:4...

*| Other People [ |subject falasoul_sa, IT, falasoul, Austi...
| Lecal NonRemovable Certifis | _\Ptbk key RSA (20483 Bits)
| Certificate Enroliment Reque |- |Public key parameters 0500

31 Subject Alternative Name
{1 | subject Key Identifier

| Smart Card Trusted Roots
W _ﬁil Certificates (Local Computer)

RFC822 Name =falasoul_sa@c...
£307185ab821acd96dd0dc 7af. ..

v [B Personal {1 Authority Key Identifier KeyID=cbd2c93bcch9f630d3f...
Certificates kel P mictribetinn Brintke 1101 Nictriks ihinn Daints Nictr v
| Tusted Root Certification Av RFC322 Name =_'
| Enterprise Trust

| Intermediate Certification Av
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certificatiol
| Trusted People

| Client Authentication lssuers

| Preview Build Roots Edit Properties... Copy to File...
| Test Roots v
£ > <
ersonal store contains 3 certificates.
T o T wr

2EH7|: DARTE AF2 8t QIS M @7 AHEol CHaH S 50| Alulfst x| et =X| &QlghL|Ct.
3EHAH: UZTNAE A2 52 B FTD 2|F QIE{H0|AE SHIZ 7| &2lE £+ UeX| &lghL|ct

olHl ©

=.
= IT.

2025-06-16 05:44:45.609237 csc_zta_agent[0x00001638, 0x00000e58] T/ NetworkTransportStateTracker.cpp:1l1l
609237 csc_zta_agent[0x00001638, 0x00000e58]
609237 csc_zta_agent[0x00001638, 0x00000e58]
609237 csc_zta_agent[0x00001638, 0x00000e58]
609237 csc_zta_agent[0x00001638, 0x00000e58]
610238 csc_zta_agent[0x00001638, 0x00000e58]
610238 csc_zta_agent[0x00001638, 0x00000e58]

2025-06-16
2025-06-16
2025-06-16
2025-06-16
2025-06-16
2025-06-16

S

rk

144
144
144
144
144
144

HI

45.
45.
45.
45.
45.
45.

T/ AppSocketTransport.cpp:231 AppSocke
T/ NetworkTransportStateTracker.cpp:11
I/ TcpTransport.cpp:114 TcpTransport::
T/ NetworkTransportStateTracker.cpp:11
T/ TcpTransport.cpp:150 TcpTransport::
E/ TcpTransport.cpp:166 TcpTransport::
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