Cisco Secure AccessOlA Al E{d T Ad

=K

294

HE 23 Ctojo{a Y

M T M

[=} ALSH

Ir

AE 5|
HiZd A
AlAE] E{d &Hq
MNSt ALE
T
dhed 1 - AL Xt machine@sse.comQE M4 E{d 74
1CHA| - bt Adxy
2CHA| - Al QI Mol CHEt OIF
3 - Epf=! _75_7:-1(¢£E| E:|'—“)
4TH7| - Cisco Secure Client 47| 2{|0|4d

Mo

5Ct7| - machine@sse.comuser0| Cisco Secure AccessH =] EQIFL|Ct

6TH7 - machine@sse.comO| CHEF CA ME QIS M 44
727 - EIAE AAEIM HA QIS M 7K@ 7

8CHA - |:|:|A| E:|‘—"0‘i o474

W2 -QEXQIE QISME ME5to HAI Hd 74

5Ct7| - Cisco Secure AccessOHM EZQIES 7S 4= UITE AD HHEIE T MFL|CE

6CHA - =X QIE ClHIO|A QIF T4
707 - HEZOIE OIS M M4 3l 71X 7
8|:|-71 - []:|A| E:l‘—"01 o479

uted 3 U ALK OIE ME AR50 Al B A

5Ct7| - Cisco Secure AccessH M AFSAHE 7HX{2 = QTS AD HUEE F4FIL|CEH

6EHA - AF2 K} O1F A
7oA -AEXQIE OIS MM A IR 7

8CHA| - |:|:|A| E:|‘—"O-| o474

28 a1z

A7

o]

o| HAZAE sEtste Wgdo] CHal AHELICH

SMo|Me HOoF HMAE VPN HOIEQO|IR A5t VPN Al B
(@] =]



T | I
VPN Client | | I
L _ _ _ ‘oaos002s | |
I I
I I
| RAVPN HE- A R =T |
.

Machine Tunnel | I

s
e — T —R |

iy

| | N
N I
| |
| |
| |
! CNHE-A CNHE -B |
I I
I ) | L I
I I
[ |

!
@ ‘ Muitiple |PSec Tunnets

Private App
10.10.10.0/24 I

AN 2F ALE
o |- OHA-I|/\O-I|A-| 7(-|7;.|| 4-|‘E|X|- %
. CISCO Secure AccessOfl £ El StLF O|& 2| AFE X VPN Z 21}
« Cisco Secure Access2| AIZX}IP &

mO

A=)
MO
x
lo
0z
H
rr
1

l2 AZEQ 0] L 5= o] HEES 7|E o2 3L}

» Cisco ot UM A

» Cisco Secure Client 5.1.10
* Windows 11

* Windows Server 2019 - CA

Ol EMel W= 5 ® #Eo| ClHto|AE EOHE A EER&LICH o] EMo A8 El 2 E Clbt
|Z2Bf0[Me 2 AR E|RA&LICH M HELZI 28 S 8¢9 2E
BE o HAXQ S 0|2l SXIStA|IZ| HHEfLICH

o
>
rr
B
N
Loj
O
E
ol rHI
I
El



\|

HiE HE

Secure Access VPN &l E{'E2 %|F AFEX7H VPN A4S MY st Z<#EH ofLlzt Ecto|2
E ANa®Ro| Mao| AZ miotct 7| HIER{F ol CHEF 2SS BT LICH AAF A 2F A=zl
£35| ALEXI7F VPNE Sall AT A HESIZof ddst= Bl 7t W2 ClHho|£0oi CHs Zi x| 2
et = UAELICH 2AL HIER{3 40| Hest =EXQIE 0Ss 2O A5BIER 0] 7|
= UGLICHL MABA 4 E 58 §l0| O] E{dE ddstti™ 15 A 7|8 2l& 0| ALEE L

=1

=
H|
—

e L[R!
ol

A
=
=2
[=)

met o

F

Timo & m |

2 E2|Xt= Secure Access HA ' 2 S5l AFE X7 20151 7| THoi| AFEXFQ| 2Hd @10] Cisco

Secure ClientE 14& &= U&LICH 2ot HMA HA EH'H2 A EEZQIET Exh0/A0 A1

AZRE7E AlEHEE VPNOIIA ©4Z40] 220{Zl B E2|H{ELICH Secure Access VPN Hal E{ e 2l

E XA FH5H AL XH7F VPNS AlZHStH AHS2 2 4Z20| 22 Lt

AMAE B 2

Secure Client VPN Agent AH|AE= A|ARI 2B A| XIS 22 A[ZHEL|CH 2o Z22+0|1E VPN of
O|MEE= VPN Z2EZE AI85t0{ HA HE 7|sS0| EMEEIRES B X[ELICH HAl B 7|S0|

M3 E 42 olo|HEE &l 2CI0|ME o EC|Fo|Me Aestod A E{d 43S A|=HEFL

Ct. 22| 22I0|HE OHEE|F0|M2 VPN T2 EO| SAE 582 AI85t0{ 1A E A|ZEHLICH

O3 CHS VPN 0| BAXME MHEE|M & 7FX| 0|7t /U &LICH A|IAE B2 ALEXO|H &
HH MBI 22 A|AE BE{d 42 Solle AZEQ o YHIO|E7F £+ E|X| et &LIC}.

A-BTIE 2ot S2L0I2I=8 B3 VPN SIS TS0, Ol Dt Bl B2 8 SEELIC o

M EHo| SEE|H ASA BE A0 BAXEH AHSELCH
ALEXE7E VPN EEe| 128 HoM AlAHE EEol Xts MAdH™Eo| EE|HE LI
0s User VPN Agent Management Client UI Client Downloader VPN Server

| 3. Notify agent of MGMT. Connection

i 4. Reply with Conntction Parasetars 5.Complete Machine Cortificate Authenticatien (Ne User Interaction)
T 7. Update just MGMT
6. Launch Downloader : Profile

B. Send tunnel start parameters

F .

9. Establish Management VPN tunnel

18. User logs in and initiates a VPN tunnel

11 MHF! agent of wser tunnel connection

W 3 I3

13. sShort delay, then agaim notlf}' Ilent ef user (umel eemee!len

14. MGMT Tunmel termination is complete, reply with conmection parameters

16, User disconm ects the VPN tunnel

17. Launch MGMT Client to trigger MGMT
Tunnel 18, Establish Mamagesent 1
.................. Tuindl 35 above |
g
—-— J

15. Establish User Tumnel 1




Xt ALE

- AR &E 82 X|HEIX| et&LICH

« Windows(Machine Certificate Store)& S8t 2I5 M 7|8+ 2150 x| ELICH.

o HZAE M AB M AAZE AIREELICE

- Il ZE A= XIHEIX| pE&LCt.

« B8 ZEA7} XIHEIXK| E&LICH ProxyNative Zf2 7|2 ZEA| 0| HEIR KoM A
ZIX| otE ESHEAM X[RHELICH

- 2ot ZEI0|E A8R XIH AT R E &= X|BE[X| f&LICH

Ad
o

1

0%

2 1 - A& X machine@sse.com 2 M4 EE 74

187 - gk A4

O| A|IAE] B0 AFESlE EHOOI L Z2E

M
ffo

ok
[e][]
-
o
-l

= Ui ¥ FIELICh

1. Connect(21Z) > End User Connectivity(%X|& AFE Xl 24Z) > Virtual Private Network(7+2} At
2 Z o|sSELIct

2. VPN Profiles(VPN Z 2 It ) 2 0|&S35t04 M4l EH'Eol CHEt MEE 4 ELICt
a. Settings(A&%)E Z =28t CtS =& CH20 A Manage Machine Tunnel(H 4! E'd #2|)S
EHSFLICE.
End User Connectivity [ & Ctsco Securs Cliomt ] [.‘r’..‘m.\gc:.ﬂ\.cr‘i -
Zero Trust Access .\firlual Prival‘cl.Nt::;is- Internet Security
FQDN N - o X . ) Regions and IP Pocls .
] Help
- one
Namé Display Aame Ganaral ication, Authorization & A ing  Tralfic Stesring Securs Client Configimation  Profile URL g Monsge Maching Tunnel
3. Default Domain(7|& =My =g L|ct.
4. Manage Regions and IP Pools(¥<3 2! |IP £ #t2|) HO|X|E S35 of &= DNS M7t 7|2
M2 SEELICH 71 DNS MSIE 213710}, SBCHEOIM CHE DNS A4 t1atst>
Lt, + AddE 26101 A DNS M 42 FI7He £ AU &LICt CHE DNS MHE MEistHLE

—1—>

M DNS AMHHE F7t5tH 0| 7|2 AMEHE FHo{&LIct
5. 1P Pools(IP &) EECI20M 2™ stLte| IP E2 MEHEILICH VPN T2 Eol= &8 7
TazolME flal 2 ol stk o4 o] IP E0| &Y E[ofof &Lt
6. O| ZAFE| E{M AF2Sl= Eld T2 EZ 2 MENSHLICTH
« TLS/DTLS


mailto:machine@sse.com

* IPSec(IKEv2)
StLt O|& ol Z2EZE MEHGHOF & LICE.
7. MEHXMO 2 Include protocol€ MEHSI0{ 2EI0|ME 5 Z2EEZE MEFLICH

a. P EEE%Nl CH3H Client Bypass ProtocolO| 43t E(01 Qin Y Z2EZ 0 CisH =4 20| +AE
mgg 2(F, ASAUM sl Z2EEZ0f CHEH IP FATL ZE2I0|HUEN EHE| H
22 Ar85t= IP EBfEH2 VPN EEE Sall S E[X| A &LICH IR 2 B §fe 2 ELHX{oF BtCt,

b. Client Bypass Protocol(220|ME 5| Z2EZ)0| H|2-85tx|n g T2 EZ0
CHall =4 E0| FEEIX| pi2 B2, VPN E'E0| MHE[H Z20[UE= T IP ZEE
Z0i| et 2 & ESEE AFAIELICH

+ End User Connectivity

Machine tunnel

. mapping of drives and secure connections at startup before a user signs ino the system_Melp 07
General settings
@ General setiings : A
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Default Domain
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+ End User Conneclivity

Machine tunnel

- it giggneed i allews for th o
Help
— . Authentication for Machine Certificate
@ ¥) General settings -
= e Ugpload a CA certificate which can then be used by this ma
e Defau ¢
CA Certificates
el o Authentication for Machine
Connact Certificate View 1 CA certificate & & Upload CA Cantificats
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Include Machine Tunnel

This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it

[) Select an existing VPN profiles
[ ivoungta-tast
[ ouo-samL

[ cenr
) RAVPN-ISE

) samL

6. AlAE E{d Z2 00| AFEX VPN Z2 It of| HAZAE[R=X| = I FLICH.

AVPH profie s prenvides your with ConnEet b your petwidk thicugh a VPN, abiributes and & msthing tunnil Hilp 5

@ Genersi settings General zattings

Datutt M" com | OME Select and confligure the network, protocol and pasture that this VPN profile will use.Help ¢
Sorver: 0 | Frotocot: TLS / DTLS.
Display nama
@ :rmmmm [WN-IE
o Tiis narmss il b cibgiryeed i1 Ciso SecLtn Gent applcation,
() Trattic Steering (Spit Tunner) Dot Domain
Connect 1o Securs Acoess | 10
Erowptions [uam
DHS Sorvers O
Cisco Secure Client Configuration
@ (@) Bagien Specifies
View DNS servers magped to regions
Custom Specified
DONS Servers updates:
1P Poots @
Edlit assigned IP pocis.
Profile Settings

B e maching tunnel for this profe ()
[] tehude regional FODN ()

5EA| - machine@sse.com AL X7} Cisco Secure AccessOll Q= X| & QIEFLICY,

1. Connect(?1Z) > Users(At&Xt), Groups(1 &) & Endpoint Devices(RI=EZQIE C|HFO|A) >
Users(At&XHZ O|S&LICt
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= Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help
-
Home Users Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Insights
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
t
Ll AL ary time, you can disconnect of unenroll a user's device. Help C7
Connact r . - -
[ @ machine | [ sowce~ || Drecioryv | 1resuis
=
Rt Hame User Principal Name (UPN) Auth Property Source Directory @ [zTha) & Associated Rules
maching machinedsse.com machineg@sse.com manmial Manual Profis ] 0 - [

2 . machine@sse.com AIEXt7t =822 7HX{7|E M35 K| = 2 RMEt &2 =8 A
X 3 O 71X 7|E HESAMAIL

6EHA| - machine@sse.comOi| CHEH CA M QIS A MM

a. 25 22121 CSR MAM7| AT EQ|0] CSR MM 7| EE= openss| CLIE Al2E £ l&L|Ct

openssl req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
inte your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '."', the field will be Tleft blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-5tate]:North Carolina

Locality Name (eg, city) []:RTP

organization Name (eg, company) [Internet wWidgits Pty Ltd]:TAC
organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:[}

2. CSRE SAtstn Hl QIS ME dIFLICH
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p Certificate

General petails Certification Path

l : a Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: csa-AD-CA

valid from 7/1/2025 to 7/1/2027

Install Certificate...  Issuer Statement




a Certificate X

General Details Certification Path

Show: | <All> v
Field Value A
: [ssuer csa-AD-CA, csa, local
)| valid from Tuesday, July 1, 2025 10:23:...
= Valid to Thursday, July 1, 2027 10:33:...
Subject machine @sse.com, machine@...
|-~ | Public key RSA (2048 Bits)
|~ |Public key parameters 0500
Subject Key Identifier f89bc7557ef7a01e08a43a3ea. ..
5l Auitharity Kev Tdentifier KeulN=ArfrdeRQs52150a5h5a
E = machine @sse.com
CN = machine @sse.com
OU =TAC
O = Cisco
L =RTP
S = North Carolina
C=US
Edit Properties... Copy to File...
oK

3. OIF EFAI(1EMA| 2 2EHA)0IA Z42E AT 7| U QIS ME A8 5104 Al QIS AE PKCS12
Moz wWarehic

openssl pkcs12 -export -out Machine.p12 -in machine.crt -inkey cert.key



root@ftdl: /home/admin# openss] pkcsl2 -export -out Machine.pl2z -in machine.crt -inkey cert.key
Enter Export Password:

Verifying - Enter Export Password:

root@ftdl: /home/admin#

7EHA - E|IAE A|A”EIIM HAI QIS M 7FK{27|

a. 24 &= HAl ME A ot2fof PKCS12 HAl QIS ME 7S L.

B ;onwle Root lssued To - Issued By Expiration Date  Intended Purposes  Friendly Name
v (E_Eftpff|=ﬂt¢5 I(l°€5| Computer) 2127001 127.0.0.1 7/1/2028 Server Authenticati.. duo-endpointhe
v [ Persona Bl machine@sse.com csa-AD-CA /172027 Client Authentication <None>
s

| Certificates . L
] Trusted Root Certification Authorities n  Certificate X A5 Chent Athenbicsiom 4Nanes

7| Certificates
~| Enterprise Trust General Details Certification Path
| Intermediate Certification Authorities
| Trusted Publishers
| Untrusted Certificates = a. Certificate Information
| Third-Party Root Certification Authoritis
[ Trusted People
| Client Authentication Issuers
| Preview Build Roots
| Test Roots
[ €5IM Certification Authorities
[ OEM eSIM Certification Authorities
[ Passpoint Trusted Roots
] Remote Desktop Issued to: machine @sse.com
[ Certificate Enrollment Requests
| Smart Card Trusted Roots Issued by: csa-AD-CA
[ Trusted Packaged App Installation Auth
| Trusted Devices
| Windows Live ID Token lssuer
~| WindowsServerUpdateServices ? You have a private key that corresponds to this certificate.

<

This certificate is intended for the followi (s):

* Proves your identity to a remote computer

Valid from 7/1/2025 to 7/1/2027

WOW W OW W W W W W W W W W W W W W W W

Issuer Statement

[ ]

8CHA| - HAl E{ o &
a. Ar& Xl E{ol| 9345t HAl xml Z2 1t 0| CtR2Z=E L|C},
® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | €8 Cisco Secure Client —

Please enter your username and password.,

AnyConnect VPN:
Please enter your username and password.,

Username: jay@csa.local

Password: | RAVPN-ISE - TLS - Auto Select Ne Connect

oK Cancel



G J > -+ CiscoSecureClient > VPN > Profile > MgmtTun Search MgmtTun Q

TL Sort = View wae ([ Details
Name Date modified Type Size
D AnyConnectProfilexsd 6/6/2025 3:15 PM XSD File 100 KB
e VpnMgmtTunProfile 7/1/2025 12:00 PM Microsoft Edge H... 4KB
9 Cisco Secure Client - X

m M- onne L
p Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.
RAVPN-ISE - TLS - Auto Select Me Disconnect
00:01:15 (3 Hours 58 Minutes Remaining) Pva
b. AlAE Efd 0174 2l
€9 Cisco Secure Client (release) — *

atfean] e, :
asco Decure Client

General Virtual Private Network (VPN)

; : Preferences SttiSHcs Route Details Firewall Message History

Status Overview

AnyConnect VPN Connection Information -
State: Disconnected

Zero Trust Access Tunnel Mode (TPv4): Not Available
Tunnel Mode (TPvE): Mot Available

Umbrella Dynamic Tunnel Exdusion: Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
~aeanon Disronnerts Liose
Management Connection State: Connected (en 1.552, CiSC0.Com)

Address Information ~
Client (IPv4): Mot Available
Client (IPve): Mot Available
Server: Not Available
B -~
Collect diagnostic information for all p )r_tes .
installed components.
Diagnostics Reset Export State




Remote Access Log

| FILTERS Q
MACHINE TUNNEL  Machine_Turnel_Profie

CONNECTION EVENT

F T L]
iy
2l 2- IS EOIE QISAE AR5H04 Di4l Eig 74
0| B2 Primary(Z7|8) E=0M QI535t24H EIHPOIA O|&(HFE 0|§)0|
MEHSHL|C}. Secure AccessOllA{= C|H}O|A O|&
Oo| A2 MEHSH ZX| AlYdX}o| & Alnb x|S0k °*L—|EP

REMEE LHE 2

- Cisco Secure AccessOA{ =

On-Perm Active Directory S8

£ HA Ed AERZ A

A HI| 330|404 CHEH 1A A 4T AHI7FR| &8 gL,

Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control puposes. Help CF
Usars 8 Groups and Organizational Units 3 Endpoint Devicas 2

Endpoint Devices

Manage your endpoint device connections an

d AD device enroliments. To add new AD devices, go 1o Configuration management > Integrate directories. Help

B a5t 20 HOURS *

Event Details x
> Jul 1, 2025 T:58 PM

us-west-2

4 machine (machine@sse.com)

& Connecied

& Configuration management

2 results
Name Device Type Auth Property Directory Associated Rules
ISE.c8alocal AD Davice ise.csadocal Active Directory Profile 1]
wirl.csalocal AD Davice Winl.csa.local Active Directory Profile ]

6EHAl - AI=ZQIE ClHtO|A Q1T T

1. Connect(?1Z) > Users(AH&A}), Groups(1&

SgfLch.

2. 7+ 2| 28lghLct.

) & Endpoint Devices(2!

CXQIE C|H}O|

Rows per page | 10 v
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