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Include Machine Tunnel
This machine tunnel has been seccessfully configured. Select the VPN profiles
that will include it
[) Select an existing VPN profiles
[0 ivoungta-test
[ ouo-samL
[ cenr
) RAVPN-ISE

) samL

6. AlAE E{d Z2 00| AFEX VPN Z2 It of| HAZAE[R=X| = I FLICH.

VPN Profile name

- RANPN-ISE

w®
— [ taciab.com ]
Ganeral sottings s
] @ Default Domain: taclat com | DMS oS °
‘e Server: 0 | Protseot: TLS /DTLS (® Region Specified
Experiance View DS servers mappisd 10 regions
Lol Authentication, Authorization,
P — Custom Specified
- RADIUS.
DONS Servirs updstes
L @ Traffic Steering (Split Turinel)
Connact to Secwo Access | 10 1P Pocls
[ Exceptions =
Edit a ned P s
Resourcas () cisco Secura Clant Configuration seianed | poct
U Profile Setti
Settings
Secure
B inctude machine tunael far this prafile T
Ta [C]l inctude regional FQON (0
eonitor
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1. Connect(1Z) > Users(At&X), Groups(1E) & Endpoint Devices( EZQIE C|HIO|A) >
Users(AHEAHE O|SgFLCH
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= Users, Groups, and Endpoint Devices

Provision and manage the authentication of users, groups, and endpoint devices, for access control purposes. Help
-
Home Users Groups and Organizational Units 3 Endpoint Devices 4
@
Experience Users
Insights
Manage your organization’s users and their devices connections and enroliments. To add users, go to Configuration management » Integrate directories
t
Ll AL ary time, you can disconnect of unenroll a user's device. Help C7
Connact r . - -
[ @ machine | [ sowce~ || Drecioryv | 1resuis
=
Rt Hame User Principal Name (UPN) Auth Property Source Directory @ [zTha) & Associated Rules
maching machinedsse.com machineg@sse.com manmial Manual Profis ] 0 - [

2 . machine@sse.com AIEXt7t =822 7HX{7|E M35 K| = 2 RMEt &2 =8 A
X 3 O 71X 7|E HESAMAIL

6EHA| - machine@sse.comOi| CHEH CA M QIS A MM

a. 25 22121 CSR MAM7| AT EQ|0] CSR MM 7| EE= openss| CLIE Al2E £ l&L|Ct

openssl req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr

root@ftdl: /home/admin# openss] req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
inte your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '."', the field will be Tleft blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-5tate]:North Carolina

Locality Name (eg, city) []:RTP

organization Name (eg, company) [Internet wWidgits Pty Ltd]:TAC
organizational Unit Name (eg, section) []:CiscoTAC

Common Name (e.g. server FQDN or YOUR name) []:machine@sse.com

Email Address []:machine@sse.com

Please enter the following ‘extra' attributes

to be sent with your certificate request
A challenge password []:[}

2. CSRE SAtstn Hl QIS ME dIFLICH
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a  Certificate K

General Details Certification Path

La " Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: machine @sse.com

Issued by: tadab-AD-CA

Valid from 6/16/2025 to 6/16/2027

Install Certificate... | Issuer Statement

o]




s Certificate X

General Details Certification Path

Show: | <All> hd

d Value A

Serial number 290000006858f841dcde90385...

Signature algorithm sha256RSA

Signature hash algorithm sha2se

Issuer tadab-AD-CA, tadab, com

Valid from Monday, June 16, 2025 11:26...

Valid to Wednesday, June 16, 2027 1...
machine @sse.com, machine@...

= | by bl lem RSA (7N4R Rite)

Fiel
E
E
Bl

——

E = machine@sse.com
CN = machine @sse.com
OU = CiscoTAC

0O =TAC

L =RTP

S = North Carolina
C=US

Edit Properties... | Copy to File...

o]

3. O EHAI(1EH | 2 2Bk H)0llA Z02E M43l 7| DU QIBAME AL 5tod D4l 9B AE PKCS12 &
Moz waLc

openssl pkcs12 -export -out Machine.p12 -in machine.crt -inkey cert.key



root@ftdl: /home/admin# openss1 pkcsl2 -export =-out Machine.pl2 =-in machine.crt =-inkey cert.key
Enter Export Password:

verifying - Enter Export Password:

root@ftdl: /home/admin#

7TEHA - EIAE A|AEIOIM A QIS M 7HRX{2 7]

a. 24 &= HAl ME A ot2fof PKCS12 HAl QIS ME 7S L.

@ Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] — O »
5
3 File Action View Favorites Window Help - &8 X
o AE 4R XE = HE
v [ Certificates (Local Computer) Issued To - Issued By Actions
v p'_”‘g“r:i'f_m 251127.0.0.1 127.00.1 Certificates =
.| Lertihicates .
. machine@sse.com taclab-AD-CA .
» [ Trusted Root Certification 4 w More Actions 4
> || Enterprise Trust s Certificate X
- m .
5 || Intermediate Certification £ t e
» | Trusted Publishers General Details Certification Path More Actions 4
s [ Untrusted Certificates
> [ Third-Party Root Certificati : ) )
5 | Trusted People ) Cestificate Information
» ] Client Authentication Issue This cortilicate is intonded far the falloniag pupase(s):
’ -'_' Preview Build Roots # Ensures the identity of a remote computer
» [l Test Roots * Proves your identity to a remote computer
y -] AAD Token lssuer
5 || Other People
» ] eSIM Certification Authorit
s [ ] Local MonRemovable Certi
y [ OEM eSIM Certification Au
5> || Passpoint Trusted Roots Issued to: machine @sse.com
» [| Remote Desktop
> |1 Certificate Enrollment Requ Issued by: tacab-AD-CA
Personal store contains 4 certificates. Valid from 5/14/2025 to 5/14/2026
‘ﬁj You have a private key that corresponds to this certificate.

8EHA| - HAl B{dof d4

a. ArE Rt Efdol| A M Hl xml ZE2 0t U0l CH2 2= E LT

. Please enter your username and password. AnyConnect VPN:
Please enter your username and password.

Username: jaiyadav@tacab.com

Password: | RAVPN-ISE - TLS - Auto Select Ne

oK Cancel



c 0 » -+ CiscoSecureClient > VPN » Profile » MgmtTun Search MgmtTun

T Sort ~ = View ~ see
Name Date modified Type Size
D AnyConnectProfilexsd 4/8/202512:13 PM XSD File 100 KB
B VpnMgmtTunProfile 6/16/2025 9:11 AM XML File 4 KB
9 Cisco Secure Client - X

n Connected to RAVPN-ISE - TLS - Auto Select Nearest

Location.
RAVPN-ISE - TLS - Auto Select MNe

00:00:29 (3 Hours 59 Minutes Remaining)

b. Al&E B 44 & ¢l

B Cisco Secure Client — %

vtfrar]n : o
asco  Oecure Client

General Virtual Private Network (VPN)
_ Preferences Statistics Route Details Firewall Message History
Status Overview -
AnyConnect VPN : Connection Information A
State: Disconnected
Zero Trust Access Tunnel Mode (TPv4): Mot Available
Tunnel Mode (IPveE): Not Available
Umbrella Dynamic Tunnel Exdusion; Mot Available
Dynamic Tunnel Indusion: Not Available
Duration: 00:00:00
et ol e
Management Connection State: Connected (entry36-845d.vpn.sse, dsco.com) I
Address Information ~
Client (IPv4): Not Available
Client (IPvE): Not Available
Server: Not Available
Collect diagnostic information for all Bytes ) °
installed components.

Diagnostics Reset Export Stats




Remote Access Log

- IS

CONNECTION EVENT .
=} 23 Bvents
annectid
Disconnected

*
MACHINE TUNNEL L
Maching_Tunnel_Profile 2
-
1 m
05 TYPES AND VERSIONS
Windows 10.0.26100 i m
{ 1
e SECURE CLIENT VERSIONS 1
5.1.10.47
a F 3
Manitar N N .
EVENT DETAILS . 1 jaiyadav (|aiyadav@taciat
Administrator Reset i

42 IZZOIE QB ME ALS 510 Al Efd 7
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5EtA| - Cisco Secure AccessOIAM IEXZQIEE 712 = UEE

gfLct.

KEAIEH LI 2 On-Perm Active Directory S8 X sHAAIL

Users, Groups, and Endpoint Devices

585, Help C7
o~
Users 10 Groups and Organizational Units 2 Endpoint Devices 4
Endpoint Devices
Manage your endpont deves connections and AD devios envallments. To add new AD devices, §o to Configuration managemant > ilegrate directornes. Help [
&
4 resulls
Connect
= Mame Device Type Auth Property Directary
1SE.taclab.com AD Device se.1a¢lab. com Active Directory Profie
WIN1 tactab.com AD Device WinL taclab. a0 Active Directory Profie
WINZ taclats.com AD Device Win2.1aclabi.com Active Directory Profie
WINDOWS11.taclab, com AD Devica Windows11.1aclab.com Active Diractaory Prafia
o

6EHA - Q=2 QIE ClHtO|A 21T Fd

1. Connect(®1Z8) > Users(AF& Al), Groups(1&) & Endpoint Devices(=

SgfLch

2. 74 2elg =g

e Q5 WES
BLICH HEE Ol

B Last2amouRs *
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Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates] a Certificate X
B8 File Action View Favorites Window Help
o 2@ &0LIXE | HE
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General Details Certification Path

This certificate is intended for the following purpose(s):
+ Proves your identity to a remote computer

Issued to: winl. tadab.com

| AAD Token lssuer

] Other People valid from 5/6/2025 to 5/6/2027
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~| Certificate Enrollment Requ
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AnyConnect VPN:
Please enter your username and password.

3

Please enter your username and password.

Username: jaiyadav@tacab.com
|
Cancel
m Zero Trust Access:
MgmtTun

® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | 8 Cisco Secure Client
RAVPN-ISE - TLS - Auto Select Ne

Password:
0K
C D > - CiscoSecure Client > VPN > Profile >
T Sort - = View ~ sas
~
Date modified Type
4787202512113 PM X5D File
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Mame
[ AnyConnectProfilexsd

E VpnMgmtTunProfile
@ Cisco Secure Client
{AnyConnect VPH:

Connected to RAVPN-ISE - TLS - Auto Select Nearest

M
po Location.
RAVPN-ISE - TLS - Auto Select Me

00:00:29 (3 Hours 59 Minutes Remaining)
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Size
100 KB
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Status Overview
AnyConnect VPN Connection Information A
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Zero Trust Access Tunnel Mode (IPv4): Mot Available
Tunnel Mode (TPvE): Not Available
Umbrella Dynamic Tunnel Exdusion: Not Available
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Iam . L eSS
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n Certificate X

General petails Certification Path

i. n Certificate Information

This certificate is intended for the following purpose(s):
* Proves your identity to a remote computer

Issued to: jaiyadav@tadab.com
Issued by: taclab-AD-CaA

Valid from 6/16/2025 to 6/16/2027
Q? You have a private key that corresponds to this certificate,
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Show:  <All> w

Field Value

=] serial number 290000006a5f4 1bba4as5boe. ..
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AnyConnect VPN:

® Cisco Secure Client | RAVPN-ISE - TLS - Auto Select.. X | 8§ Cisco Secure Client
Please enter your username and password.

Please enter your username and password.
(@) A
Username: jaiyadav@tacab.com p|
Password: | = RAVPN-ISE - TLS - Auto Select Ne Connect
oK Cancel
m Zero Trust Access:
C QD > Cisco Secure Client > VPN > Profile > MgmtTun Search MgmtTun
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|j VpnMgmtTunProfile 6/16/2025 %:11 AM XML File 4 KB
- X

@ Cisco Secure Client

‘Connected to RAVPN-ISE - TLS - Auto Select Nearest

po Location.
RAVPN-ISE - TLS - Auto Select Ne
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