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1. Admin(Z2l) > Log Management(21 &2|)Z 0|58t Amazon S3 2230l A Use a Cisco-
managed Amazon S3 bucket(Cisco0ll A & 2|5H= Amazon S3 HZ! AFE)S MEHEFLICH
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Amazon 53

s , - .
() We're sending data to your Cisco-managed Amazon $3 storage

l Cmco-managed Amaron 53 buckets require that you regenerate the keys every B0 days. Note that this would validate any existing keys. H you would Fee 1o avoid this, use your company-

l managed 53 bucket. You méy also regenarate them if you Iongol your exeting kiys. To keam mone view our guide

Atter this time, your logs will still be sent to your Amazon 53 bucket but you will no lenger be able to sccess them, In order (o avold loss of access, click "Reganerate Keys".

|
1 Your Cisco-managed Amazon 53 bucket kiys expire in 30 days.
|
L=

Storage Region US Wast (M. Califonnda)
Retention Duration 30 days  Edit
Admin Audit Log Include Admen Audit Log in 53
L_(®)
Data Path 53/ /cisco-managed-us-west-1/
Last Sync Feb 13, 2023 at 610 PM
Schema Version V&  Upgrade View Dotads
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STOP LOGGING REGENERATE KEYS
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Mew keys have been generated
I to regenerate keys, old kays will|

Your keys are ready. Please keep them in a safe place, If you need
immediately and permanently lose access.
Data Path 131 /S lsco-managed-us-wes t- 1 I FEI
Access Key EEE————— ()
SecretKey GG ()
[ Gotit!
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$ aws configure
AWS Access Key ID [None]

AWS Secret Access Key [Nonel]
Default region name [None]

Default output format [None]
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$ aws s3 1s s3://cisco-managed-us-west-1/[org_id]_[s3-bucket-instance]/dnslogs
PRE dnsTlogs/

$ aws s3 1s s3://cisco-managed-us-west-1/[org_id]_[s3-bucket-instance]/auditlogs
PRE auditlogs/
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https://docs.sse.cisco.com/sse-user-guide/docs/manage-your-logs
https://docs.sse.cisco.com/sse-user-guide/docs/manage-your-logs
https://docs.sse.cisco.com/sse-user-guide/docs/log-formats-and-versioning

o] HHofl &5t
Cisco= ™ M| AFEXI0f| A CIe 012 X 2 i% M5

b7 loi 71A HE T|s0 2y
HAS HASI0 0| ZME HAMSLICL OfF 2| FEO| =2 7|H HIol2t: ME HATIS| H
o A2 0tE MESIK|= & LICE Cisco Systems, Inc.= 0] Z2 tHHof| CHal| of st MU
XXl 2o eat 2 72 EM(E3 M3 E)E &xe AS AL CHL



