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IPsec Feature Template

Interface Name: It can be any of your choice

L+

IPv4 Address: 169.254.0.0/24
IPsec Source Interface: YPNO Loopback Interface

Tunnel Route-via Interface: VPNO Internet Circuit
|Psec Destination: SSE Primary Tunnel Public IP

TCP MSS: 1350

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public

IPsec 7|s HIEE!: 7|2 Y
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Eld 2t E BR UE{H0|A: SSEO dZ8t7| I8 AHBO|Z AL8E == /U= AUEH0|AE Tt
2|ZLICHQIE{S AM AT} 2{oqok 7).

IB{m[0|A & Holg

IPsec CHa: 7|2 {E IP F4&
2| 7: Secure Access Network Tunnel Group US(H{X|L|O}) 35.171.214.1882 & =3 AAIL.

TCP MSS: 13500]0{0F & L|CH& X https://docs.sse.cisco.com/sse-user-guide/docs/supported-
ipsec-parameters).

of: SSE Virginia 7|2 ${2& &3l= DC1-HE1
QIE{H| O|A O|F: ipsec201

MH: Cisco0l CHEH IPSEC E{'Eo| F = 44
IPv4 3=4~: 169.254.0.x/30

IPsec &4 QIE{H|O|A: & X HH201

Tunnel Route-via Interface: GigabitEthernet1
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IPsec CHAF IP A /FQDN: 35.XXX.XXX.XXX
TCP MSS: 1350

1% 12: IPsec 7|5 EE£3!: IKE IPSEC

Cisco WA o Configuration - Templaes

|IPsec Feature Template

DPD Interval: Keep this default

IKE Version: 2

IKE Rekey Interval: 28800

IKE Cipher: Default which is AES-256-CBC-SHA1
IKE DH Group: 14 2048-bit Modulus

Preshared Key: Passphrase

IKE ID for local End Point: Tunnel Group ID

IKE ID for Remnote End Point: Primary Hub IP Address
IPsec Cipher Suite: AES 256 GCM

Perfect Forward Secrecy: None

© 2024 Cisco andfor its affiiates. All rights reserved. Cisco Public

IPsec 7| ®IEZ3! IKE IPSEC
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DPD 7+4: 0| 7|24t K|

IKE EH™: 2

IKE 7| {447 7t24: 28800

IKE & 5: 7|22} (AES-256-CBC-SHA1)
IKE DH 15: 14 2048H|E R EEHA
MEAdBSR I3

EZHA=EZQIEQ| IKEID: E{&d 2& ID

713 7: Secure Access Network Tunnel Group US(Virginia), mn03lab1+201@8167900-
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|T

HAAMEZQIEO| IKE ID: 7|2 5
IPsec &% 1&: AES 256GCM
PFS(Perfect Forward Secrecy): 87
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of:

IKE & 2

IKE 7| Ri-dH 7+Z3: 28800

IKE & 3: AES-256-CBC-SHA1

IKE DH 11 &: 14 2048H|E 2 E2{A
|_x-| —IO 9' *kkkk

S a3 yEes Blg a8 Sotol 6B

2Z A= xZ QIE 9| IKE ID: mn03lab1@8167900-638880310-sse.cisco.com
HA AMEZQIE Q| IKE ID: 35.171.XXX.XXX

IPsec &% 1&: AES 256GCM

PFS(Perfect Forward Secrecy): 81

7|82 L B X Secure Access Hub 250 228t {2 #dsle{td B AHE ghSehL|ch.2x2 AH 9|
AL B 4710 E{dg MME £ %J*l—lEP
« DC1-HE10{| M 7|2 Secure Access s{EE 0|5 5t= E{ 274
« DC1-HE10l| M E = Secure Access s{E 2 0|5 5t= E{ 274
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Catalyst Manager: Head end VPN1 Template

= Cisco SD-WAN

Clky_VPNO_WO1

CBKv_VPNO_INTERNET_irtg

CBKv_VPNO_MPLS._intsriac

_ba_wv01

ssecint_be_vil |

lod0i-ase-inti_be_vbi |

Iad303-sne -int_be_v01

2EH7: T4 VRFOI A R

94 VRF(Virtual Routing and Forwardlng) EHO|goM F=

Configuration - Templates

Cisco BGR
Cisco VPN Iterfacs Etharmaet
Cinco VPN Interfaco Ethernet

Cisea VPH kierfses Psee

Gisco VPN interface Psec

Cisco VPN kterface IPs

-Ip_|

2 1A 0| A AT IPSec Ef'E2| &4 QIE{H|O|A

1B A M B EElE BE &

IP &4 2E RFC1918 &

I HHe
= =C

Aol M Golg = A&

12l 14: Catalyst SD-WAN Manager: VPNQO 5 = &4

2 QIE{H| O A

=28 VRFOI|M Ho|xz|o{oF & L|Ct.

isco VPN Templates

o tas. All ights reserved.  Clsco Public

g FAELICH O 7



Catalyst Manager: VPNO Loopback

= Cisco SD-WAN o Configuration - Templates

pursion Qroupa. | | Fabtars Prafies Feahws Tossplbes
Transport & Management VPN
Zinc 'R prR T =

al Clsco VPN 0 Templates

interface Loopback201
description SSE SD-WAN Loopback Interface
ip address 172.16.100.201 255.255.255.255
end

© 2024 Cisco andlor its affliates. All rights resorved. Cisco Public
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Use BGP feature template(BGP 7|5 BIZ3! At2)2 ZE E{'d QIE{m|0|A0i CHE BGP 0|4
2 ®olstL|ct BGP ZtS FAI5tE{™ Cisco EOF MM A ZEo|A 2 HIEST E{d 12 BGP A
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32l 15: Secure Access Network Tunnel Group US(EHX|L|0})



Secure Access Network Tunnel Group US (Virginia)

‘G Secure Access ¥ @ 2 amedaugustin

Network Tunnels

Ruviaw this matwerk tunmel group's IPse

Tunnels T Poer Device IP Address o Data Conter I Address

© 2024 Cisco and/or its affliates. All rights reserved. Cisco Public

Secure Access Network Tunnel Group US(EHX|L|0})
ol ool M= & 15(& A 1)2] HEE Ar85t01 7|5 ’EZIE Ar85t01 BGPE ™o|gfLCt.

112 16: Catalyst SD-WAN Manager BGP 2173 C|H}O|A
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router bgp 998

bgp Tog-neighbor-changes

I

address-family ipv4 vrf 1
network 10.10.128.1 mask 255.255.255.255
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighborl
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254. remote-as 64512
neighbor 169.254. description SSE Neighbor?2
neighbor 169.254. ebgp-multihop 5
neighbor 169.254. activate
neighbor 169.254. send-community both
neighbor 169.254. next-hop-self
neighbor 169.254.0.105 remote-as 64512
neighbor 169.254.0.105 description SSE Neighbor3
neighbor 169.254.0.105 ebgp-multihop 5
neighbor 169.254.0.105 activate
neighbor 169.254.0.105 send-community both
neighbor 169.254.0.105 next-hop-self
neighbor 169.254.0.109 remote-as 64512
neighbor 169.254.0.109 description SSE Neighbor4
neighbor 169.254.0.109 ebgp-multihop 5
neighbor 169.254.0.109 activate
neighbor 169.254.0.109 send-community both
neighbor 169.254.0.109 next-hop-self
neighbor 172.16.128.2 remote-as 65510
neighbor 172.16.128.2 activate
neighbor 172.16.128.2 send-community both
neighbor 172.16.128.2 route-map sse-routes-in 1in
neighbor 172.16.128.2 route-map sse-routes-out out

4
2
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maximum-paths eibgp

distance bgp 20 200
exit-address-family
DC1-HE1#

Ol

—_

gLl

DC1-HEl#show ip route vrf 1 bgp | begin Gateway
Gateway of Tast resort is not set

35.0.0.0/32 is subnetted, 1 subnets

B 35.95.175.78 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

44.0.0.0/32 1is subnetted, 1 subnets

B 44.240.251.165 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

100.0.0.0/8 1is variably subnetted, 17 subnets, 2 masks
B 100.81.0.58/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h

B 100.81.0.59/32 [20/0] via 169.254.0.9, 3d0lh
[20/0] via 169.254.0.5, 3d01h



B 100.81.0.60/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.61/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.62/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.63/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.64/32 [20/0] via 169.254.0.9, 3dO1lh
[20/0] via 169.254.0.5, 3d0lh
B 100.81.0.65/32 [20/0] via 169.254.0.9, 3dOlh
[20/0] via 169.254.0.5, 3d0lh

DC1-HEl#show ip bgp vpnv4 all summary
BGP router identifier 172.16.100.232, local AS number 998

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.0.5 4 64512 12787 13939 3891 0 0 4d10h 18

169.254.0.9 4 64512 66124 64564 3891 0 O 3d01lh 18

169.254.0.13 4 64512 12786 13933 3891 0 0 4d10h 18

169.254.0.17 4 64512 12786 13927 3891 0 O 4d10h 18

172.16.128.2 4 65510 83956 84247 3891 0 0 7w3d 1

DC1-HEl#show ip interface brief | include Tunnnel
Tunnell 192.168.128.202 YES TFTP up up

Tunnel4 198.18.128.11 YES TFTP up up
Tunne1100022 172.16.100.22 YES TFTP up up
Tunne1100023 172.16.100.23 YES TFTP up up
Tunne1100201 169.254.0.6 YES other up up
Tunne1100202 169.254.0.10 YES other up up
Tunne1100301 169.254.0.14 YES other up up
Tunne1100302 169.254.0.18 YES other up up

S
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12 17: BGP 21 ClHo| Ao CHE /8 d AlLtE|2

DCl-Core-Switch#show ip bgp

BGP table version is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f£ RT-Filter,
X best-external, a additional-path, c¢ RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

fad 1Ll alicp 172.16.128.5 65935 998
*> 172.16.128.1 65535 998
172.16.128.5 65535 998

*> 172.16.128.1 65535 998
=l 172.16.128.5 65535 998
172.16.128,1 65535 998
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DCl-Core-Switch#show ip bgp

BGP table wversion is 62893, local router ID is 172.16.128.6

Status codes: s suppressed, d damped, h history, * walid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
X best-external, a additional-path, c RIB-compressed,
t secondary path,

Network Next Hop Metric LocPrf Weight Path

Lol il il Sz 172.16. 5 (HEEsE) 998
172.16. . 65535 998

172.16. : 65535 998

172.16. . 65535 998

: 172.16. 5 65535 998

*> 172.16. . 65535 998

<snip%
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