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Decryption

Traffic must be decrypted for effective security control, but you can temporarily disable it for troubleshooting purposes. Help 7

This setting affects the following functionality:

« For internet traffic: Inspection for intrusion prevention (IPS); all traffic to internet applications and application protocols
« For private traffic: Inspection for intrusion prevention, file inspection, file type blocking

() Enabled
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o Configure Security

fig t 1 allowed, Help 3
Intrusion Prevention (IPS)  Rule Defaults ‘3 Enabled
Traffic will be decrypted and inspected based on the selected IP5 profile. Transactions involving destinations on the Do Not Decrypt List ' will not be decrypted. Help .7
Profile: Balanced Security and Connectivity  Intrusion System Mode: prevention | Signatures: (%) 9402 Block (3 488 Log Only (%) 40928 Ignore ™
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+ Add Custom Web List
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1 Wb Profiles 0 0 1 Det 23,2024
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rstem Proi Wot Decrypt List ~
System Provided Do Not Decrypt Lis 2 Wab Prafiles , IPS Profiles 0 1 Sep 20, 2024
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IPS Profiles

Create and manage groups of known threats and define profiles 1o specify how the threats
n ¢ach group should be handled. Profiles let you quickly specify a collection of settings
when creating policies. Help 7

4 System Defined

nese profiles cannot be modified, but you can create custom profiles, below.

Name Intrusion System  Signatures
Made
Connectivity Over Securily Prevention @ 472 Block @ 112 Log Only
Balanced Security and Connectivit i
N N ¥ f Prevention @ 9402 Block @ 488 Log Only
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Security Over Connectivity Prevention @ 22106 Block

Maximum Detection Prevention @ 39777 Block
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© 9675 Ignare
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Network Tunnel J Decrypt for IPS
(Global Settings)

[
On

System Provided Default Do Not . :
[ Decrypt P '7 Yes 4)' No Decryption ]
Off

l NO

Decrypt
[ IPS Settings Enabled (Policy) ]— Yes —b[ dimitad) ]
No
Security Profile (Decryption) J— Off —)[ No Decryption ]
On
Umbrella Roaming i
Module (SWG) [Se:u rity Profile (Do not Decrypt List}Ji Yes ‘PL No Decryption ]
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Decryption Logging
Log decrypted traffic. Help .7

Private Resources

Log decrypted traffic to private resources.

@D Enables

Internet Destinations
ffic to internet destinations.

Log decrypt
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m Q Search by domain, identity. o URL Advaneed cLEAR Saved Searches = i Customize Columns Decryption =
DECRYPTION ACTIONS Decrypt Error X m
@, Search filters 4147 o Viewing activity from Sep 29, 2024 12:00 AM 1o Oct 28, 2024 Paga: 1 = Results per 50 - 1- Event Details %
Total 1100 P e page: 50 >
Time
Decryption Actions 5
s Oct 23, 2024 12:53 AM
Decrypt Inbound Source Dwstinaticn IP Protacel Server Nama Indicatian Date & Time

[ Deerypt Outbound

= B0 o ) = TCRITLS Oct 23, 2024 12:53 AM Identity
J Deatyp = fd-static
Decrypt Error (-] = fidestatic TCRLS Oct 23, 2024 12:52 AM
Destination IP
© fg-statie TCRITLS Oct 23, 2024 12:52 AM
= frd-static TCRTLS Ot 23, 20241252 AM
Sarver Hame Indication
= frd-static oo TCRITLS 0 Oct 23, 2024 12:52 AM
= fid-stati TCRTLS . Oct 23, 2024 12:52 AM
Deeryption
* fid-static TCRITLS Oct 23, 2024 12:52 AM © Decrypt Error
= frd-static TCRTLS Oct 23, 2024 12:52 AM
Decrypt Action Reason
= fid-statie TCRITLS . Oct 23, 2024 12:52 AM Outbound
= fid-static TCRITLS Oct 23, 2024 12:52 AM

Dacrypt Errar

= fudsstatie TCRITLS Oct 23, 2024 12:52 AM TLS error; 140ED197:55L
routings: SSL_shutdewn:shutdown while in init

= fd-statie TCRTLS N Oct 23, 2024 12:52 AM ey
= fid-static TCRTLS N Ot 23, 2024 1252 AM
= fad-statlc TCRITLS Oct 23. 2024 12:52 AM
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