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crypto ikev2 proposal sse-proposal
encryption aes-gcm-256

prf sha256

group 19 20

crypto ikev2 policy sse-pol
proposal sse-proposal



1M h7fHs~E JA EAIELICH

https://docs.sse.cisco.com/sse-user-guide/docs/supported-ipsec-parameters
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crypto ikev2 keyring sse-keyring

peer sse
address 35.179.86.116
pre-shared-key local <boring_generated_password>

pre-shared-key remote <boring_generated_password>
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cat8k-dmz+tunnel1@8195165-622405748-sse.cisco.com & cat8k-dmz+tunnel2@8195165-
622405748-sse.cisco.com

Zt 2 X (tunnel1 ! tunnel2)oll F7HE HOIALE & QlghL|ct
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crypto ikev2 profile sse-ikev2-profile-tunnell

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnell@8195165-622405748-sse.cisco.com
authentication remote pre-share

authentication local pre-share

keyring local sse-keyring

dpd 10 2 periodic

crypto ikev2 profile sse-ikev2-profile-tunnel2

match identity remote address 35.179.86.116 255.255.255.255

identity local email cat8k-dmz+tunnel2@8195165-622405748-sse.cisco.com
authentication remote pre-share



authentication local pre-share
keyring local sse-keyring
dpd 10 2 periodic

crypto ipsec transform-set sse-transform esp-gcm 256
mode tunnel

crypto ipsec profile sse-ipsec-profile-1
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnell

crypto ipsec profile sse-ipsec-profile-2
set transform-set sse-transform
set ikev2-profile sse-ikev2-profile-tunnel2
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interface Loopbackl

ip address 10.1.1.38 255.255.255.255
ip nat inside

end

interface Loopback?2

ip address 10.1.1.70 255.255.255.255
ip nat inside

end

S %1 NAT Access-Control List 2! NAT QHZE HHES Mo|ghL|Ct.

ip access-Tlist extended NAT
10 permit ip 10.1.1.0 0.0.0.255 any

ip nat inside source 1list NAT interface GigabitEthernetl overload

7te B QIEm|0|AE FEFLICH

interface Tunnell

ip address 169.254.0.10 255.255.255.252

tunnel source Loopbackl

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-1
end

|
interface Tunnel2

ip address 169.254.0.14 255.255.255.252

tunnel source Loopback2

tunnel mode ipsec ipv4

tunnel destination 35.179.86.116

tunnel protection ipsec profile sse-ipsec-profile-2
end
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<#froot>

router bgp 65000

bgp log-neighbor-changes

neighbor 169.254.0.9 remote-as 64512
neighbor 169.254.0.9 ebgp-multihop 255
neighbor 169.254.0.13 remote-as 64512
neighbor 169.254.0.13 ebgp-multihop 255
!

address-family ipv4

network 192.168.150.0

neighbor 169.254.0.9 activate

neighbor 169.254.0.13 activate

maxi mum pat hs 2

31 % Tofol M S AIBH HEE eS| SUMoF BLICH 7R MO BHLEE 22T B
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il Secure Access

 Network Tunnel Groups

catBk
S
Review and edit this network tunnel group. Details for each IPgec tunnel added Lo this group are Bsted including which tunnel hul it is a member of. Hellp
Summary Last Status Update  Sep O 2024 2:32 M
" A Warning Primary and secandary huts mismatch in number of tunneis.
sight
Reglon Urited Kingdom Rauting Type Dynamic Aouting [BG)
- Devica Type (57 Device BGR A5 B5000
Connect Paer [Secure Access) BOP AS Ba812
BOP Poes (Socure Accens) IP Addresser 16025405, 18925405 View sdvanced satlings
-
Primary Hub Secondary Hub
. & Hub Up 0 Hub Down
2 i}
Active Tunnets & Actbve Tunnels
Tunnel Group 1D CHBl-amzBE195165-62 2405748 550 cisco.com Tunnel Growg ID catBk-dm2@8105165- 62240574 6-se.Cieca com
Data Contar e-pu-2-1-1 Data Conter 2
1P Asdress 3517886116 1P Address

Network Tunnels
Review this netwark tunnel froup's P wunhels. Help o7

Tunnels Paer 1D Poor Device IP Address Data Centor Namo Data Center IF Address Status Last S1atus Update
Primary 1 9327 173.38.154194 S5E-2IW-2-1-1 3I5179.86118 Sep 03, 2024 2:32 PM
Primary 2 ¥BI2IE 173.38.154.194 sse-euw-2-1-1 35.179.86116 Sep 03, 2024 2:32 PM

Cisco |I0S XE 2+ E

Cisco I0S XE &0i|M & E{'d0| =25 READY S E{QIX| & QIgfL|Ct.

<tfroot>

wbrzyszc-cat8k#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 10.1.1.70/4500 35.179.86.116/4500 none/none READY
Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/255 sec
CE id: 0, Session-id: 6097
Local spi: AL5E8ACF919656C5 Remote spi: 644CFD102AAF270A

Tunnel-id Local Remote fvrf/ivrf Status
6 10.1.1.38/4500 35.179.86.116/4500 none/none READY



PSK, Auth verify: PSK

Encr: AES-GCM, keysize: 256, PRF: SHA256, Hash: None, DH Grp:20, Auth sign:
Life/Active Time: 86400/11203 sec

CE id: 0, Session-id: 6096

Local spi: E18CBEE82674E780 Remote spi

39239A7D09D5B972

olIx| & olatL|C}.

=1

BGP QI%] C|HIO|A 7} F Z[o{Qt 25 UP

<#root>
wbrzyszc-cat8k#

show i p bgp sumary
Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd

169.254.0.9 4 64512 17281 18846 160 0 0 5d23h 15
169.254.0.13 4 64512 17281 18845 160 0 0 5d23h 15

B2t E{7F BGPUM MAE Z2E &&5t=X| &I LICHEIRE HO|E2d TS &0 24
x|Elo] UR).
<#root>

wbrzyszc-cat8k#

show i p route 192.168. 200.0
2 known subnets

Routing entry for 192.168.200.0/25
B 192.168.200.0 [20/0] via 169.254.0.13, 5d23h
[20/0] via 169.254.0.9, 5d23h

.0. 5d23h

B 192.168.200.128 [20/0] via 169.254.0.13
[20/0] via 169.254.0.9, 5d23h

wbrzyszc-cat8k#
show i p cef 192.168.200.0

192.168.200.0/25
nexthop 169.254.0.9 Tunnell

nexthop 169.254.0.13 Tunnel2
X| EelgtLict & B 250 CHal
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m
Ml
o

FH
=

27H M

=1t C

FH
=

ol

Ol



<#root>
wbrzyszc-cat8k#

show crypto i psec sa | i peer|caps

current_peer 35.179.86.116 port 4500
#pkts encaps: 1881087, #pkts encrypt: 1881087, #pkts digest: 1881087
#pkts decaps: 1434171, #pkts decrypt: 1434171, #pkts verify: 1434171

current_peer 35.179.86.116 port 4500
#pkts encaps: 53602, #pkts encrypt: 53602, #pkts digest: 53602
#pkts decaps: 208986, #pkts decrypt: 208986, #pkts verify: 208986

MEiMo 2 EEfE 0| VTl Zhofl 2= YWHAEEF F VTI A EHH 0|A0 M IHZ! HMHE

& LICH Cisco 10S XE C|HEO|A 0| A Embedded Packet CaptureE T4345l24™H 0] E A2 X|
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O| ool A &AA IP 192.168.150.12 AFE 3= Clsco 10S XE B E Fe| SAEE
192.168.200.0/24 MES0| A 042H IPOf| ICMP 22 M&j&LICt

EAICHAZ] ICMP 22 Ed 7tof SYotAH 2= WA & EL|CH

<#root>
wbrzyszc-cat8k#

show nonitor capture Tunnel 1l buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
1 114 0.000000 192.168.150.1 -> 192.168.200.2 0 BE ICMP
10 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMP
11 114 26.564033 192.168.150.1 -> 192.168.200.5 0 BE ICMmP

wbrzyszc-cat8k#

show nonitor capture Tunnel 2 buffer brief

# size timestamp source destination dscp protocol
0 114 0.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
1 114 2.000000 192.168.150.1 -> 192.168.200.1 0 BE ICMP
10 114  38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMP
11 114 38.191000 192.168.150.1 -> 192.168.200.3 0 BE ICMmP


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
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