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https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
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Secure Access2| #Z|AI IEZ 0|S&rL|CT.

Network tunnel groups o

4 pisconnected o 3 warning ® 1 Disconnested

2 connected -]

Data Transfer [y zarous v
| J
TOTAL USAGE

Usage data - delayed up to 30 min,

1.33 GB Total traffic

202.13 MB " Increase (last 24 hours)

366.26 MB Raceived

221.14 MB " incroass (last 24 hours)

Resource conndctor groups o

0O overioaded (in Last 24 Hours)

1etal

=] 0 warning L]
) 1 connected -]
B — Branch
B —* Cisco Secure Client
—& RAVPN

B — Browser-based ZTNA
961.01 MB sent @ — Client-based ZTNA
19,01 MB "~ Decrease (jast 24 hours) l l
. [l il -
IPM - 4PN 5PM- 7 PM 8 FM - 10 M MPM- 1AM TAM - 4 AM 5 AM - 7 AM 3 AM - 10 AM TWAM - 1PM
Silct All
32 .
+ 2 2] connect > Network Connections > Network Tunnels Groups
52 Overview Overview
The Overview dashboard displays
5
» Connect Essentials
Managt conneetions Betwien your data centirs and SSE
- Network Connections Connector Groups MNetwork Tunnel Groups
31. Resources Connect data centers, tunnels, —
FESOUFCE CONMNBcLors
= Netweork Tunnel Groups o ..
) Secure Users and Groups a 3 2
Provision and manage users and o e Sors o
o qro ps for use in access rules
K Monitor
End User Connectivity
Manage traffic steering from
e Admin endpoints to Secure Access
o 0i|A Network Tunnel Groups 2 2| + Add
Netwaork Tunnel Groups
A network tunnel group provides a framework for establishing tunnel redundancy and high
availibility, Connect tunnels 1o the hubs within a network tunnel group 1o secufely control
user aceuss 1o the Internet and private ressurces. Help of
@ Search | regior w w ] 9 Tunnel Groups
[

T ATunnel Group Name, Region & Device Type

«  ZE2 Next


https://login.sse.cisco.com/
https://login.sse.cisco.com/

@ SansrsiEsitings | General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel

@ Tunnel ID and Passphrase group will use.
. Tunnel Group Name
@ Routing
[ Fortigate ® ]
@ Data for Tunnel Setup Region
[ Europe (Germany) v ]
Device Type
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@ General Settings

@ Tunnel ID and Passphrase

@ Routing

@ Data for Tunnel Setup

o UHELIM FAHF M Secure AccessE Sl ECi=

« Z22|save

@ General Settings

@ Tunnel ID and Passphrase

o Routing

@ Data for Tunnel Setup

Edol Cigt HESsave 7t ZAIE|H CHS BHAIE 2ol s HE

Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this
tunnel group.

Tunnel ID Format

@® Email IP Address

Tunnel ID

[ fortigate ® J Ii@ﬁ;:t.::}tf.>sStt:.c:iscrwom
Passphrase

The passphrase must be between 16 and 64 characters long. It must include at least one
upper case letter, one lower case |letter, one number, and cannot include any special
characters.

Confirm Passphrase
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Routing options and network overlaps

Configure routing options for this tunnel group.

Network subnet overlap

(] Enable NAT / Outbound only

Select if the IP address space of the subnet behind this tunnel group overlaps with other IP address spaces in your network,
When selected, private applications behind these tunnels are not accessible.

Routing option

@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

192.168.100.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

XME 35t AIL. Configurethe VPN Siteto Site on Fortigate.
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Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel
devices. This is the only time that your passphrase is displayed.

Primary Tunnel ID: @ -sse.cisco.com [
Primary Data Center IP Address: 18.156.145.74 (1

Secondary Tunnel ID: @ -sse.cisco.com [

Secondary Data Center IP

Address: 3120.45.23 [0

Passphrase: PO

Fortigate0l A VPN AFO|E Ll AFO|E T4

Fortigate CHAI2 E2 0|5 &fLCH.

22| VPN > |Psec Tunnels

Ll VPN
IPsec Tunnels

IPsec Wizard

|Psec Tunnel Template

VPN Location Map




o 22! Create New > IPsec Tunnels

4 Createnew +

" IPsec Tunnel

|Psec Aggregate

=— _USLOUIT

@ VPN Setup

Mame 2 | Cisco Secure 1

Template type  SitetoSite Hub-and-Spoke Remote Access

< Back Next > Cancel
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Network Network

IP Version IPv4 RIS IP Version 1Pv4
Remote Gateway Static IP Address i Remote Gateway Static IP Address
IP Address 0.0.0.0 IP Address 18.156.145.74
Interface v Interface | # waN (port1)
Local Gateway o Local Gateway o J
Mode Config Mode Config
MNAT Traversal Disable Forced MNAT Traversal E Disable Forced
Keepalive Frequency 10 Keepalive Frequency 10
Dead Peer Detection Disable  On ldle Dead Peer Detection Disable Onldle
DPD retry count 3 DPD retry count 3
DPD retry interval 20 § DPD retry interval I 10 Is
Forward Error Correction ~ Egress | | Ingress Forward Error Correction  Egress | | Ingress
B Advanced... & Advanced...
Add route LY © Disabled Add route O Disabled
Auto discoverysender @ Enabled Autodiscoverysender @ Enabled JlxRoltr sG]
Auto discovery receiver @ Enabled Autodiscoveryreceiver @ Enabled
Exchange interface IP @ Enabled Exchange interface IP ® Enabled

Device creation € @ Enabled JxNolEElNEN| Device creation © ® Enabled =15 on o

Aggregate member @ Enabled J{xNeEEES|

¢ Network

IPVersion : IPv4

+ RemoteGateway : 118 IPF 4

« IPAddress: E{'= C|O|E{ EtH|0d M Primary IP Datacenter IP Address, X| & E IPALS
+ Interface: E{'dg AH3st7| 2l AHE35tEd= WAN E{HO|AE MEFTLICH
« Local Gateway : 7|27t 2 ALS O &

+  ModeConfig: 7|BZt2 2 AFS O &

+  NAT Traversal : AH&

*  Keepalive Frequency :10

+  Dead Peer Detection : 2LC|THE

e DPDretry count :3

e DPDretryinterval :10

+  Forward Error Correction : 2QI2t2 MEIF K| O A2,

* Advanced.... O|0|X|2 FE&LICH
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Authentication Authentication
Method Pre-shared Key - Method
Pre-shared Key Pre-shared Key
IKE IKE
Version 2 Version
Moce Aggresive
¢ Authentication
Method : At 3R] 7|18 7|22
+  Preshared Key : E{'d Ol O|E{ PassphraseEt A0l A X|HE HOJE{ A S
« |IKE

Version: HM 28 MEEFLI|CEH

| Pre-shared ey
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Phase 1 Proposal @ Add

Encryption AES128 v Authentication = SHA256 i
Encryption AES254 » Authentication  SHA256 -
Encryption AE5128 ¥  Authentication  SHA1 -
Encryption AES256 v Authentication  SHA1 -

32 31 30 29 28 27
21 ()20 ()19 (118 [ 17 (] 16
15 [ 14 |3 5 2 1

86400

Diffie-Hellman Groups

Key Lifetime (seconds)
Local ID

¢ Phase 1 Proposa

Encryption : AES256 ~1E4

o  Authentication : SHA256 ~1EH

o

+  Diffie-Hellman Groups: &

«  Key Lifetime (seconds) : 7|2 22 2 86400

X X X X

© Add

AES256 = | Authentication | SHA256 -

32 31 30 29 28 27

Phase 1 Proposal

Encryption

Diffie-Hellman Groups

86400
| fortigate@8195126-621099508-sseci |

Key Lifetime (seconds)

Local ID

219 & 202 MEELICE.

+ Local ID: E{'d CIOIE] Primary Tunnel ID EtHIIM MBS E 2 ALSELICEH

O|X| £ Phase 2 Proposal Tt A&t LIC}.
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New Phase 2 @ O

Mame CSA
Comments Comments p
Local Address addr_subnet «  0.0.0.0/000.0
Remote Address addr_subnet «  0.0.0.0/0.0.00

New Phase 2
B Advanced...

MName CSA
Phase 2 Proposal @ Add

Comments
Encryption AES128 ~  Authentication ~ SHA1 - x ST mmer p
Encryption AES256 = Authentication = SHA1 - x Local Address addr_subnet = 0.0.0.0/0.000
Encryption AES128 = Authentication  SHAZ25& - Remote Address addr_subnet «  0.0.00/0.000
Encryption AES256 = Authentication = SHA256 v x & Advanced...
Encryption AES128GCM = % Phase 2 Proposal @ Add
Encryption AES256GCM + % Encryption AES128 « | Authentication | SHA256 -
Encryption CHACHA20POLY1305 = X Enable Replay Detection
Enable Replay Detection [ Enable Perfect Forward Secrecy (PFS)
Enable Perfect Forward Secrecy (PFS) 2 Local Port Al
32 31 30 29 28 27 Remote Port All
Diffie-Hellman Group 21 (] 20°[] 19 18 17 16
15 M 14 M5 Gl 1 Protocol All

Auto-negotiate
Local Port All £

Autokey Keep Alive
Remote Port All 2

Key Lifetime Seconds -
Protocol All 1

Seconds 43200

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds -
Seconds 43200

* New Phase2

Name: 7|2Z[S 2 A™HELICHVPN OI§0IM 7t S).

» Local Address: 7|22t 2 4%(0.0.0.0/0.0.0.0)

+ RemoteAddress: 7|22/ 2 447%(0.0.0.0/0.0.0.0)

¢ Advanced

Encryption : AES128 &4

«  Authentication : SHA256 MEH
+  EnableReplay Detection : 7|22t 22 M (& AMsHE)
«  EnablePerfect Forward Secrecy (PFS) : QI8 MEi g F|ABHL|CH

e Local Port:



Remote Port: 7|22t 2 MY (EM5HE)

« Protocol : 7|22t 2 MH(EMEHE)

r
o

+ Auto-negotiate: 7|2ZfS 2 ME(FEA| o
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+  Autokey Keep Alive: 7|BZt2 2 ME(
+  Keylifetime: 7|28/ 2 HH(X)

+ Seconds: 7|2ZfS 2 H%(43200)

O ChS Eolg SRIgLIcH ¥ 2 % Secure AccessE S35l VPNO| MHEQIS S &QlE £~ Qo O S BHAZ AKE & &t

—_= |
. Configurethe Tunnel Interface.

O CsA [#] WAN (port1) O Up

Efd 2lE{mH oA T4
E{'=0| Y E|H Secure Accesset S4157| /5 WAN QIE{H[0|AZ A8 QI ZE F{off M QIE{m0|&7} JI§E & + AU&LICH

&ol5le{™ 2 0|55 A2 Network > Interfaces.
2% FortiGate VM6&4-AZURE 1

[+ Create New~ | # t tegr Search Q

Administrative Access 5

IF/Metmask =

Name =

] 8 802.3ad Aggregate @

s fortilink s B02.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

[ # Physical Interface @
B LAN (port2) [ Physical Interface 192.168.100.5/255.255.255.0 PING

= WAN (port1) = Physical Interface 10.3.4.4/255.235.235.192 PING

B @ Tunnel Interface €

i1 NAT interface (nafroot) %) Tunnel Interface 0.0.0.0/0,0.00

Secure Access?t & AI5tE O AASSte ZEE SHEELICH 0| 22 QIE{HO|ATF WAN =EELICH

= ® WAN (port1) [®™ Physical Interface

------ ® () CSA (#) Tunnel Interface

e ———




1]
iy

2l3l T Tunnd Interface S 228 LIC} Edit

+ Create New~

Name <

Integrate Interface Seart

Type

[-] 3e 802.3ad Aggregate @
de fortilink

[E] M Physical Interface @

™ LAN (port2)

ﬂ: ™ WAN (port1)

e (@ CSA

«  Fg8fiok st CHE olOlX|7t }A&LICH

Name 2 CsA

Alias

Type (=) Tunnel Interface

Interface ™ WAN (port1)

VRFID @ 0

Role € Undefined -
Address

Addressing mode Manual

IP 0.0.0.0

Netmask 255.255.255.255

Remote IP/Netmask  0.0.00

de 802.3ad Aggregate

™ Physical Interface

™ Physical Interface

(<) Tunnel Interface

Name @ CSA

Alias

Type @ Tunnel Interface

Interface ™ WAN (port1)

VRFID @ O

Role ©@ Uncefined -
Address

Addressing mode Manual

P | 169.2540.1 |
Netmask 255.255.255.255

Remote [P/Netmask [ 169.254.0.2 255.255.255.252




e Interface Configuration
« IP:UHE®|Z0 iz 2t 87 IPE T ELICH169.254.0.1).

Remote IP/Netmask : #Z4 IPE QIE{H|0|A IPQ| CtHg IPE #4351 HotA 3 30(169.254.0.2 255.255.255.252) & AtE &
Lt

JHCHS OK

o

22504 ZHu|aso|ME K&t chS B (Configure Policy Route Origin-based routing) & TI&4 & LICH.
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& M Network > Policy Routes

Dashboard + Create New

Seq.#

Static Routes

Policy Routes

SRS




If incoming traffic matches:

Incoming interface +
Source Address

IP/Netmask

Addresses +

Destination Address

IP/Netmask
[+]

Addresses +

Internet service +
Protocol TCP UDP SCTP Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action S EIGHIE (s Stop Policy Routing
Outgoinginterface @ @ CSA v
Gateway address
Comments Write a comment... £ 0/255
Status [+ ANELIELE © Disabled

¢ If Incoming traffic matches

If incoming traffic matches:

Incoming interface F LAN (port2) x
+
Source Address
IP/Netmask I 192.168.100.0/255.255.255.0 I
[+
Addresses +

Destination Address

IP/Netmask

Addresses = all x

Internet service

Protocol TCP UDP SCTP PN E Specify

Type of service 0x00 Bit Mask 0x00
Then:
Action I HTE i Stop Policy Routing
QOutgoing interface @] = CSA 'I
Gateway address 169.254.0.2
Comments Write a comment... £0/255
Status (A ELERN O Disabled

Incoming Interface : E 202 Secure Access(Origin of traffic)2 CHA| 2R ElE QIE{H|0|A S MEHEHL|CT

¢ Source Address

IP/Netmask : 2/E{H| 0| A 9| MELID 2t 2 BIStE B

< ol EMe Ar8E Ut

*  Addresses: 4% 7t MEE|T EfZ AATtoi3] QAE{HO|A L of2] AELA 2= HL of SME2 AL FLICH

e Destination Addresses

Addresses; MEH 4|



e Protocol: MEH ANY

¢ Then

Action: Choose Forward Traffic

«  Outgoing Interface : Configure Tunnel Interface(E{'e QIE{TH O|A T A) EHA[0IA =8 ' QIE{H 0| A S MESHL|CE
«  Gateway Address: Remotel PNetmask EH7A|0f| M 448 2173 IPE 2AIfL|CH

+  Status: Enabled(Z&d3tE)E MEHENLICH

Zu|3efo[MoK & MY stedH S =Ff LIt O|A| ClHtO|A E2HE 0| Secure AccessZ CHA| R RIZIIEX| &g &H|7F =&

ZFE ol E2HHO| Secure AccessZ CHA| 2HRRIEIIE K| B QI5t2dH QB0 {&5t0{ 3 & IPE AL O BEE curl2

=
Alglst 4 Q)= £ JK| 2M0| Y&

<tfroot>

C:\Windows\system32>curl ipinfo.io { "ip": "151.186.197.1", "city": "Frankfurt am Main", "region": "Hes

EiE = e 37 Hele oEn Z &Lt

fijo

=
=

Min Host:151.186.176.1

Max Host :151.186.207.254
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