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Hot AN AM BHE T4

Secure Access2| Z2|AF I Z O|SEL|C}.

B Overview Overview

Ther Ovarview dashboard displays status, usage, and health metrics for your organization. Uise this infarmation 1o addness security threats and menitor system usage. Help

&¥  Connect

Resources Data Transfer | L.:70s

1 Secure TOTAL USAGE
= i 69.52 MB Total traffic . .
725.98 MB " Decraase (last T days} 4

- B —e Citco Secure Client

16.45 MB Received L 8 —s RaEn

35.39 MB “ Decrwase (5t 7 days) . o
A —& Browser-based JTHA

53.07 MB sent
690.58 MB " Dacreass (last 7 days) p I I
W B select

A Workfiows

Hot HMA - 7|2 HolX|

° % E—! Connect > Network Connections.


https://login.sse.cisco.com/
https://login.sse.cisco.com/

B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections

Resources

Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

I~"  Monitor
End User Connectivity

Manage trafhic steanng from

a Admin endpoints to Secure Access

Hot AL - HEST HY

«  Of2Holl A Network Tunnel Groups £ 2 2!|8tL|CH Add.

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups

A netwark tunnel group provides a framework for establishing tunnel redundancy and high
availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of

[\’A Saarch | ( Region W i tatus v] 2 Tunnel Groups

Primary

Netwaork Tunnel Group Status Region Primary Hub Data Genter Tunnels Secondary Hub Data Genter Secondary Tunnels
HOME @ Disconnected Europe [Genmany] sse-euc-1-1-0 [+] sse-euc-1-1-1 o
SAD A Wasning Europe (Garmany) sse-auc-1-1-0 1 sse-auc-1-1-1 ]

Rows per page mv] < >

HotHMA - HERXT EHL O

«  FMTunnel Group Name, Region & Device Type.

« B ZEELICH Next.



General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

Hot HAA - Bl T8 - Ut M
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Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ L R R Y Show @]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

HotlNA-EHE IS -EHE DX &ZE

ZAEE FEELICH

rr

IPF4 e E

rir

o UHESQIFM FAFH oM Secure AccessE: Safl ECiZlg MEsted

+ B SaveZ=IELICHL

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router,

HotHAMA - B OE - 2t*E =M
Eidol CHet MESave 7t ZAIE|T Chg HAE fl&l Y HEE XME A AI2Configurethe tunnel on Sophos.

E{d dlolH



Data for Tunnel Setup

Review and save the following information for use when setting up your network tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID: csasophos@ -sse.cisco.com (O
Primary Data Center IP Address: 18156.145.74 O

Secondary Tunnel ID: csasophos@ -sse.cisco.com [J
Secondary Data Center IP Address: 3.7120.45.23 O

Passphrase: I

Hot HMA - B O& - An| o] RH7H
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Reports Intorfaces VPN
Zero-day protection
I"‘ e N ir
P U0 U/l
Diagnostics RED Wirgless APS
0 0
Connected remote Live users
Rules and policies usem
Intrusion prevention 12% E1%
CcPU Mamary
Web 61B/s 0
Bandwidth Sessions

Applications o% o
N Decryption capacity Decrypt sessions
Wireless

Traffic insight

]
High availability: Not configurad

Email

Web server Running for 0 dayl(s), 3 hour(s), 52 minutels)

Advanced protection

Remote access VPN

Sita-to-sits VN Active firewall rules Reports

Network 0 ~ 1 3 R 4 0
WAF Scanned

Routing
Y 0 )

Sophos Central M

Profiles

Sophos - 22| THd

o EFM profiles

+ 28| IPsecProfiles ¥ Z2Add

jorithm

Phase 2

Feedback WM How-toguides Logview

User & device insights
Security Heartbeat®

0 Monitor endpaint health
and systams at risk

At risk
Click hare

Synchronized Application Contrgl™

0 Identify unknown apps on
your network

Apps

o Zero-day protection
0 0
Recent Incidents Scanned
Bla ATP uTQ
0 s 0
] Sources blocked Accounts at risk

Configure

S5L/TLS connections

0w Ox% 0
Of traffic Decrypted Failad
Messages
0 Alert
Warning
0 Alert
Mew Click b

Device access

Delete
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Sophos - |Psec ZZ2 &

T4 General Settings OF2HO{| M:

e Name: Cisco £ 0F HA|A H2Hof Ciet &= o|FLIC

r

¢ Key Exchange: IKEv2

e Authentication Mode: 7|2 2=

* Key Negotiation Tries.0

Name Description
S
“
?e-kL‘-vcunnnct'un
O IKEvl (® IKEv2 0 ]

D Pass data in compressed format
Authentication mode (
\®) Mainmode () Aggressive mode '

A

) SHAZ with 96-bit truncation

Sophos - IPsec T2 El - lHt M

7 Phase 1 ot 20| A:

« Key Life:28300

«  DH group(key group): 19 2! 20 AEH
e Encryption: AES256

e Authentication: SHA2 256

+  Rekey margin: 360(7|£2})

«  Randomize re-keying margin by: 50(7|£2})



Phase 1

Key life Re-key margin
28800 ] 360 L]

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ 3% SHA2 256 [ 2%

© You can add up to 3 different algorithm combinations

Sophos - IPsec Z2E! - 1EHA|

T4 Phase 2 ot 204 M:

»  PFSgroup (DH group): IEtA|It S
*  Key life:3600
* Encryption: AES 256

e Authentication: SHA2 256

Phase 2
PFS group [DH group) Key life
Same as phase-| Qv 3600
Encryption Authentication
AES256 (2% SHAZ 256

oYou can add up to 3 different algorithm combinations

Sophos - IPsec T2 - 2EHA|

T Dead Peer Detection OF2H0i| A:

«  Dead Peer Detection: M2 MEHSHL|CE
¢ Check peer after every:10
«  Wait for response up to: 120(7 £ 2})

+  When peer unreachable: CHA| A|ZH(Z|E2))

Randomize re-keying margin by

S0

O



BEFORE

D Dead Peer Detection

Check peer after every Wait for response up to ‘When peer unreachable
(] L] [~
AFTER
G Dead Peer Detection
Check peer after every Wait for response up to When peer unreachable
10 (] 120 -] Re-initiate [ 2%
Sophos - IPsec ZZZ! - Of| = T|0o{ ZHX|
I3 CH2 € Save and proceed with the next step, Configure Site-to-site VPNZ 2|8t L|C}
Site-to-Site VPN T4
VPNe| AL adio|ME AlEfstedH & 228t CHF Siteto-site VPN 2 AddZ =& LICH
'eports
Zero-day protection Show additional properties Delate Wizard
Diagn 1
P Status
0O Name a  Group name Profile LONNEconTHe Manage
Rules and policies Active Connection
Int n prevention
Web Mo records found
Applications
Wireless
Ermiail
server
ed protection r .
allover group
Site-to-site VPN Add Delete

Metwork

Sophos - AFO|E 7} VPN

T General Settings OF2H01| A:

»  Name: Cisco Secure Access |Psec 2ol CHSF 2 X 0|& lLCh
¢ |Pvesion: IPv4
«  Connection type: E{'d QIE{m|0|A

«  Gateway type: 212 A|Xt




Active on save:

ol

| M2 Activeon save AF2KI7F AFO|E ZFH VPN

0

Nk



Name IP version Activate on save

SecureAccess (] @ IPvd O IPvB O Dual
[:] Create firewall rule
Description Connection type
This is the IPsec Policy for Sophos Tunnel interface [ R
Gateway type
Initiate the connection [v 2%

1 EHd QIEH0|A SM2 XFRMO|EtE 0|§ 22 Sophos XG a0 chet 7Hat E{'d QIE{T|0|A E A ELCt



T Encryption OF2H0d| A:

+  Profile: BFAO A 4Ad5H = 2 ot IQIL|Ct. Configure | Psec Profile

«  Authentication type: AH 28 7|

*  Preshared key: EtAH|0llM 7 A48HE Z|ILICH Configure the Tunnel on Secure Access

¢ Repeat preshared key: Preshared key

Encryption

Profile

CSA

Sophos - Ste-to-Site VPN - & 5 3}

Authentication type

Preshared key

A

-3

configure Gateway Settings Local Gateway and optionsRemote Gateway OF2H0lA] O] El0|E 2 & X2 At &L CH.

Z2Z Ho|ESO|

7 Ho|ES] 0]

441 QIE{H 0] A

Wan-21E{:! QIE{m| 0| A

HO|IEQ 0| =4

EA M dEE HEZ] IP, Tunne Data

Z24ID fY
Email

e
I
S
0%
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o
O| CFAH|0I M AA=E] o<l
| ) :" '“ -l oo | '||E,Tunnel Data EI'7:”0'I|A-I gg% IH%E—! |P, Tunnel Data
(=]
EEZDISIE] HH MEH
=
25 o=
Gateway settings

Local gateway Remote gateway
Listening interface Gateway address

PortB - 192.168.0.33 (v % 18.156.145.74 [v]
Local ID type Remote ID type

Email [ R IP address (R
Local ID Remote ID

csasophos@ -sse.cisco.com (] 18.156.145.74 (V]

Local subnet
Any

S

Add new item

Sophos - Ste-to-Site VPN - 0| E 0] A&

S
O ChE 2=/6tH SaveE{'d0| MY E W U = U&LICH
IPsec connections
Show additional properties
a Name ° a Groupname Profile %/ Connection type 5
D SecureAccesS CSA Tunnel interface

Sophos - Site-to-Site VPN - |Psec 9173

Remote subnet
Any

Add new item

“ Delete Wizard
Status
. o ) . Manage
Active Connection
1 ra A
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MONITOR

Control center

Current activities

Reports

Zero-day protection
Diagnostics

Sophos - 2L

[m]
Efg
Live users

Live connections

No tunnel established to Secure Access

Live connections |IPvB IPsec connections Remate users
! D Name Local server _ocal subnet Usernam Remote server/host Remote subnet Manage
No records found
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote s Remote subnet Manage
a SecureAccess-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 o
Sophos- 2LIEE 2 2 - % |Psec
JH O HHE HlS RI-E = U&LICH Configure Tunnel Interface Gateway.
Efd QlE{Ho|A T4

O|Eo 2 714 E{d Network QIE{HO|AE HHE

st24H vPNoi| £ El QIE{H 0| A2 0|5 5t0{WAN

=i o]

2Ok L|Chxfrm.
QIE{H|O|AE xfrm 2 2IgFLICH.



il L =YL |

Email
Il:r WAN
Web sarver
_ _eth RFTEYN
Advanced protection
Physical

zl’r_nﬂ.

Remaote access VPN
tuneiel JERYTST]

Site-to-site VPMN
Metwork

Routing PortC
ECY Unbound
Physical

Authentication

System services

Sophos - HIE Q|3 - E{d QIE{m|o|A

o UHELIFHAMEIRE E7FIPE QEHOIAE F/EELICH oE S0 2t2E E7F S7t2 IPR] 169.254.x.x/302 ALSE
£ ol&Lct o] ool ME 169.254.0.1/302 Ab2EHLCH

General settings

Name * xfrm1
Hardware xfrml

IPsec connection SecureAccesS
Network zone VPN

IPv4 configuration

IPvd/netmask * 169.2540.1 /30 [255.255.255.252) hd

Sophos- LIES/F - E{'d QIE{H|0]A - Zdx| 2 8j[0]4

Alo|ESo| 4

7t QIE{H| O] A (xfrm)0i| CHEF 7H|O|E 0| T &5t ™

«  EFM Routing > Gateways

iy
Ju

Add



S0-WAN routes  SD-WAN profiles Gateways Static routes BGP 0SPF 05PFva Information Upstream proxy ss=

Rules and policies 1PV catewan
Ve g

Intrugien prevention

Web

Wireless E Delete

Email & i el e g . Haal " Shatie " :
Wb sarici O Name IP addrass Interface Health check Status Manage

Advanced protection

P _Por W 182.168.01 WAN On L] ra

Remote
Site-to-site
MNetwork
Routing

1D Aatas

Sophos - 22 & - HOIEL O]

T Gateway host OF2H 01 M:

«  Name: VPNOI CHal 4G E 7He QIEIH|O|AE & EsHE OIF

+  Gateway IP: 2|2 B 169.254.0.2= O|0O| A EE 8t HE L3 169.254.0.1/302] IPRILICE. Configure Tunnel
Interface

o Interface; VPN 7}t QIE{H| 0| A

«  Zone AZ2(7I2%)

Gateway host

Name * CSA_GW

Gateway IP 169.254.0.2

Interface xfrm1-169.254.0.1 v
Zone None v

Sophos - 2t & - HO|E{0] - HO|ESO]l 3&

[m

o H|2 443} Health check AFEHO{|A] & QI



Health check

Health check

Sophos - EF2 & - HO|EO| - &fEH =2l
ZuasolMe MEE = HOo|EQole] HEHE BHEY + UALICH
IPvd gateway
O Name ° IP address ¥ Interface °
O CSA GW 169.254.0.2 xfrml
192.168.01 WAN

DHCP PortB GW

Sophos - B} & - HO|ES0] - & EH

|
il

SD-WAN ZZ 7
An|aefold T2 HAE 2A=252{H EBY

£ M Routing > SD-WAN routes.

2 Secure AccessZ MEeE £

Add Delete
Health check < Status T/ Manage
off ® ST
on L d
AE B2 E BHS0{oF ELCH



Diagnostics SD-WAN routes] SD-WAN profiles Gateways Static routes BGP 0SPF 0sF

Rules and policies
Intrusion prevention .

Wehb Poli 2 also applies Jeagated and reply C ge the cc
Applications

o the online help

Wireless

Email

Web sarver
Advanced protectica

Remote accer s VPN

Site-to-site VPN

Network

Routing

Authentication ]

Sophos - SD-Wan E 2

Destination = Application i

T Traffic Selector OF2Hoi| A:

«  Incoming interface: RA-VPN, ZTNA £ Clientless-ZTNAOI M M ASHE AFEAF E& ECEE B QIE{H0[AE MEH
it
=

DSCP marking: O| of|&f|ofl CH&F LIS O] gi&LCt.

« Sourcenetworks E{'E2 S5l CIREE FAE MEEL|CH

o Destination networks: @& = CHA 2 XX £+ l&LCh

e Servicess 25 EE MH|

[>
nin
bal
o
]
4>
20
I
C
o

+ Application object: A7t FHE B 88 T2 IALICH

e Useror groups. EBHEI2 Secure AccessZ 2R EISHY| QI8 EX AR 2EE F7l6ieiE B9

Traffic selector
Incoming interface DSCP marking

LAN-192.168.0.203 n Select DSCP marking n
Source networks Destination networks Services

Any (-] Any (-] Any (-]

Add new item Add new item Add new item

Application object User or groups

Any ° Any °

Add new item

Add new item

Sophos - SD-Wan A2 - EZ{f= MEH7|

HO|ELO] Link sclection settings 743 OF2HOIIA] CHS 2 & ELICH



+  Primary and Backup gateways: S A2 ME43!
*  Primary gateway: EtAH0IMH 7 4E! HO|EL|O|E HEY

« 22 save

Link selection settings

ok

FLIC}. Configure the Gateways

O Select SD-WAN profile o @ Primary and Backup gateways

Primary gateway

CSA_GW .

[:] Route only through specified gateways 0

I
Save Cancel

= AEH

Sophos - SD-Wan A2 - ECfE MEH7| - 7| 4l 2Heq H[0|E 0]

= =
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EF M Resour ces > Private Resour ces

* ==

I

Backup gateway

None

& 4= Ql&LIC} Configure Private App.


https://login.sse.cisco.com/

B® Overview

' Secure
I  Monitor
o Admin

4  Workflows

Private Resources Private Resource Groups

Private Resources

Q

Private Resource

HOot M A - ZELO|H! BlAA 2

Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks

Point your networks to our servers

Internal Networks

Define internal network segments
to use as sources in access rules

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

@ Last 24 Hours ~
i 4 Private Resources + Add
Accessed by Rules Total Requests



o M General 0}2Hoi| M Private Resour ce Name

General

Private Resource Name

SplunkSophos

Description (optional)

'

2ok ANl - Zatold Blaa - Yt

T4 Communication with Secure Access Cloud OF2H01| Ad:

« Internally reachable address (FQDN, Wildcard FQDN, |P Address, CIDR): HAMASIE{E BlAAS MEASHL|CH



HLEAM RS R
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22 Configurethe Tunnel on Secure Access7 |23t A A|2.
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Communication with Secure Access Cloud
Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help o7

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges
TCP - (HTTR/HTTPS 8000 + Protocol & Port

192.168.0.40

+ |P Address or FQDN

EHOot M A - ZEO|H! B|AA - Secure Access Cloud2t 2| S Al

LHoll A Endpoint Connection Methods Secure AccessE S3ll Z2tO[&! 2|A A HMAE 5= Q)

g Meisct

il

e Zero-trust connections; ZTNA HAMAE &4

Remotely Reachable Address: 7HQ! 9| |PE A& LICH

«  Browser-based connection: HE S &4d3l5t0d 221K 7|8t ZTNASE {2 tL|ct.

Public URL for this resource: ztna.sse.cisco.com =H|Q!1} &7 A& 0| S FIHELICH.

Protocol: HEt S XE Sl AMASHT| et ZEEZE HTTPE&= HTTPSE ME4E

* VPN connections; RA-VPN HMAE & Ast5te{m &QoIEts MEdshL|C]



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

c Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

ﬂ Cancel

HOot HAA - 0|8 B|AA - Secure Access Cloud?t 2| S 412

Zuaso|Mo| 2r= x| ChSnt 22 A7t LHEHEfLICH

Connection

Private Resource ] Private Resource Group Mathed Accessed by Rules Total Requests
VPN
Browser-based
SplunkSophos - ZTNA 1 2 16
Client-based
ZTHA




O|X| EtHIE TI&gr &=~ QU&LICH Configurethe Access Policy.
HMA HH 7Y

HMA HAg 7452 2 Secure > Access Policy O|S &Lt

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations

HOF OHAJ|A - QHA|A KIxH

[ | o T

o 22| Add Rule> Private Access



Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

e 1. Specify Access

. Action:5&

+ Rulename: HAMA F=/0| 0| K|HELICY.
o From: HAMA HEHS FoiEt AFS R}
o To HMAE 5{835t2{= o EE/FH0|M

»  Endpoint Requirements: (7| £2})



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

ok HMIA - HAA B - HAA X|F



&1 20 2. Configure Security 2t EHA0OI A &£

Profile2t Q& LICH

# Rule name Access Action

O OhS BHHE DY = Veify J&ELICH

rr

Splunksophos Private Allow

£(£) Intrusion Prevention (IPS)& 445}l sl x| Tenant Control

Sources

Any

Destinations

SplunkSophos

Security

Status



HMAE &Ql5te{H AT EQ|0{ CIR2 2 E - Cisco Secure Client0ll A CH2 ZE 8 = Q1= Cisco Secure Client2| M|O|FEE M |3l of
grulct.

RA-VPN

Cisco Secure Client Agent-VPNS S35 2318 L|Ct.

€8 Cisco Secure Client — b

AnyConnect VPN:
Ready to connect.

7 VPN, S5E, CSCO, COm

Zero Trust Access:

Registration is required to access
SECUre resources.,

3 @ alate



https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

@ Cisco Secure Client - Legin

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

H Ot M| A - VPN - SSO

Bd Login | Splunk X + 8 Cisco Secure Client — X

A Mot secure | . 0.40:¢ ‘accour

. Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4
Zero Trust Access:

Registration is required to access
SECUre resources,

2 @
splunk

Username Password

Eot HHA - VPN - QIF

CHE 22 oS & LCt.Monitor > Activity Search



siok

=

OH
H

b=

HA -

vpn user (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)
vpnuser (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

Ste= 74 AH
=S T

- RA-VPN

AE X7 RA-VPNE S8l CISStES

Zeto|HE 7| ZTNA

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

Cisco Secure Client Agent - ZTNAS Sall 21918 C}.

AERE ooz S5 LIC

€ Cisco Secur

Event Details

Allowed

Mowv 23, 2023 1:09 AM

RDP (373192)

4 vpn user (vpnuser@ciscosspt.es)

192.168.50.130

192.168.0.40

50226

8000

Uncategorized

Dispute Categorization

e Client
N,

Zero Trust Access:

Registration is required to access
SECUre resources.,




€9 Cisco Secure Client - Zero Trust Access

m

Hot ZCI0|¢IE - ZTNA- 55

¢ SSOMZAtoIM Q1B

[4E1]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]




€ Cisco Secure Client - Zero Trust Access

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

B Login | Splunk b +

& O A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F =y

@ Cisco Secure Client

Zero Trust Access:
Zero Trust Access is active.

Hot HMA - ZTNA- 7|5 E

n

222 0|5 LIk Monitor > Activity Search
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vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vph user (vpnuser@ciscosspt.es)

ZTNA CLIENT-BASED vpn user (vpnuser@ciscosspt.es)

ZTNA CLIENT-BASED vpn user (vpnuser@ciscosspt.es)
ZTNA CLIENT-BASED vpn user [vpnuser@ciscosspt.es]
ZTNA CLIENT-BASED vpn user (vpnuser@ciscosspt.es)

ZTNA CLIENT-BASED

vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

= PP

vpn user (vpnuser@ciscosspt.es)

HIoH oML - BS ZM - ZTNA 2EH0IIE T4

AEXRL7H 2EHOIME 718t ZTNAE S35l 2I1B6tES HE XIS S &g

Halx| 7|8t ZTNA

URL2 7IX{22{™ £ 0|S3loF & LICIResources> Private Resour ces.

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None



H R
s esources

SplunkSophos

OF HM|A - ZEFO|E! E|AA - SplunkSophos

. olgjE2 A3 E

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access

rules

Registered Networks

Point your networks to our servers

Client-based
ZTNA

Browser-based
ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status

@ Success 5

Blocked 18

EHOFHMA - THRI B|AA - OfE2 AT E


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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