RADIUSE Al25t04 Bl0jo{ 2 Bl Z2 EZE O

5 74

RADIUS MH #4138 o|M

HE2/3 ctojo{ 24

LAC RADIUS Z1T| 28| 0]M - UNIXE Cisco Secure ACS
LNS RADIUS Z1T| 22| 0]M - UNIXE Cisco Secure ACS
LAC RADIUS Z11|72{|0|4 - Windows& Cisco Secure ACS
LNS RADIUS 711|228 0]M - Windows& Cisco Secure ACS
LAC RADIUS Z4I|18|0|M - 7 RADIUS

LNS RADIUS Z4I|1280|M - 7 RADIUS

ot E Z4u[ago|M

CtS2 =rolgt|ct

EAXN siZ

EC %_IJ_\I_EI 0424

ClHa &&=

LAC 2t E{|AM SHIE C|HTa

LNS 2t E0|AM CIHZS 7| EF

What Can Go Wrong - LACS| E& C|HI

What Can Go Wrong - LNSOH{M £2F C|HT

LNS o{7}2E8l I =

Bed ye

:

|

O] Mo M= RADIUS MM Ct22E8 BEf'd §4&8 AFE35104 L2TP(Layer 2 Tunnel
Protocol) VPDN(Virtual Private Dialup Network) A|LIE| & Tdst= W2 MHEELICH O] of o]
ME LAC(L2TP Access Concentrator)7t £0{2= 9122 41504 LAC RADIUS A{tEHoi| o4 Z24& L
Ct. RADIUS MEHE AF&XEo| = HIQI(0dl: cisco.com)ol CHEH B EMHE = &|5t1 LACOH| E{d &
Mg MEELICE o|2st EME2 7| Z LACE L2TP WE T MB(LNS)ol| CHet D2 AlEHE
LIt E{'20| MHE|H LNSE= AHAl RADIUS MHHE AL&35t0d %|F AF8XHE QB ELIC.

o

I =
Aote gedof cHst XEMIEH L8 2 Clo| el 22to|2HEof CHEH 7|& AAA RADIUS A E & X

o
=

1 Ol EX0lA= NAS(LAC)7t L Cto|d HMA8 o= FEHE W2 JHEefLICt Cho|d
° -
A

'O:II_UD

—
—
AMR.


//www.cisco.com/warp/customer/793/access_dial/basicradius.shtml
//www.cisco.com/warp/customer/793/access_dial/basicradius.shtml
//www.cisco.com/warp/customer/793/access_dial/basicradius.shtml
//www.cisco.com/warp/customer/793/access_dial/basicradius.shtml

e

it}
Q'I_l
| el
>
X0

L2TP 2! VPDNO]| CHEt R MISH LIS R ClS EME
- VPDN 03

C 2N A HESIS B

- BOolj2Hd =2 EZ

M T ALE
2T MY

o 2ol CHet &

oA
0]
r\l
o
20
o>
-
[ul

MNBElE FE A

Ol Mol HE= s AZEQ0] X st=f0{ HHE 7Igte =z gLt

HO

« Cisco 2511 2+ <XE{ 27H
« Cisco 10S® AZE Qo] ZIZ|A 12.0(2).T
« Cisco Secure ACS for UNIX, Cisco Secure ACS for Windows 5= Merit RADIUS

Ol Mol W= &Y ® #Eo| ClHto|AE EOiz A EER&LICH o] EMol AFEE 2 E Clbt
| |I2BolMMe 2 AR E|RELICH X HIEXZTH 5E &2 B2, ZE
BEo{e| MM I O|2| SKIstAlZ| HFEfLICH

Loj
rn
N
L
I
El

o
x
=
o
[=)
]
o
P2l
=
o
L
0
o
@)
(7]
(@]
o
N
13
m
EKl
N
=1
i
o
o2
M
Q'I_l
>
>
o

%
K
o
HO
x
2
>
oo
H
02
o
=
]
rok
b
N
0
HL
M
HL
o
e

3

U
M
ol
H
o

Hu
ul
kl
N
=}
g|=|
onl
M
>

HE L3 Ccto|o{1=H

Ol EMolA= O] Cholo{a ol Liet = HELZ dEE AFSELICH


//www.cisco.com/warp/customer/471/vpdn_20980.html
//www.cisco.com/warp/customer/471/vpdn_20980.html
//www.cisco.com/en/US/docs/ios/12_1/dial/configuration/guide/dcdvpn.html
//www.cisco.com/en/US/docs/ios/12_0t/12_0t1/feature/guide/l2tpT.html
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

LAC - : LNS

T

1 | VPDH L2TP Tunned

PSTH L.
HMobikl) —, J— 10398 M . 10318
17 1 kzer Disle In anid proces -, —
AR Y ML ] A _
! 2 crederfs far afhehicdm T o
4 LAC eslabizhes Lunel 10 LhE &
. . FIZarer respordswih S LHE sunberlicates Fhe L Bltzer i successily
NLac CuUErEs the RADILE turnel etribunes _':l Wik LIS #ad e e a e

Sarver far unned siulss

LA REDIUS Saryer

LHE RADIZ Serwar

LAC RADIUS Z1I|28|0|M - UNIXZ Cisco Secure ACS

LAC RADIUS ZAx|22f|o| Mol = AFE Rl "rtp.cisco.com"(E 20| E A AFESHE THIQ)o| Z &
ElLIC} o] Ar&Ate| HIZYU#H S = cisco0{0F & L|C}.

# ./ViewProfile -p 9900 -u rtp.cisco.com
user = rtp.cisco.com{

radius=Cisco {

check_items= {

2="cisco"

}

reply_attributes= {

6=5

9,1="vpdn:tunnel-id=DEFGH"
9,1="vpdn:tunnel-type=12tp"
9,1="vpdn:ip-addresses=10.31.1.9"
9,1="vpdn:12tp-tunnel-password=ABCDE"

S
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# ./ViewProfile -p 9900 -u janedoe@rtp.cisco.com
user = janedoe@rtp.cisco.com{

radius=Cisco {

check_items= {

2="rtp"

}

reply_attributes= {

6=2

7=1

}
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rtp.cisco.com Password = "cisco"
Service-Type = Outbound-User,
cisco-avpair = "vpdn:tunnel-id=DEFGH",
cisco-avpair "vpdn:tunnel-type=12tp",
cisco-avpair "vpdn:ip-addresses=10.31.1.9",
cisco-avpair "vpdn:12tp-tunnel-password=ABCDE"

LAC2| RADIUS Z1x|1aio|/of CHEF RkMIEH LHE 2 Layer 2 Tunnel Protocol LS| LACHIA] AtS
8 RADIUS Profile for Use(RADIUS T 21} Ql) MME R X FHAIAL.
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janedoe@rtp.cisco.com Password = "rtp",
Service-Type = Framed,
Framed-Protocol = PPP
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« LAC E}2F 7u|T30|M

« LNS 22 H 71|32 o[

LAC 2t E{ Z1x|1ai 0|

<{#froot>

LAC#

show run

Building configuration...

Current configuration:

I

version 12.0

service timestamps debug datetime
service timestamps log uptime

no service password-encryption

I

hostname LAC
!
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I--- AAA commands needed to authenticate the user and obtain !--- VPDN tunnel information.

aaa new-model

aaa authentication login default Tocal

aaa authentication ppp default 1if-needed radius
aaa authorization network default radius

aaa accounting exec default start-stop radius
aaa accounting network default start-stop radius
enabTle secret level 7 5 $1$Dj3K$9jkyuJR6fIV2]0./Qt01C1
enable password ww

|

username cse password 0 csecse

username john password 0 doe

ip subnet-zero

no ip domain-Tookup

|

jnjo0=tfdfr
vpdn enabl e

!
I--- VPDN tunnel authorization is based on the domain name !--- (the default is DNIS).

vpdn search-order domain
|

|

!

interface LoopbackO

no ip address

no ip directed-broadcast
|

interface Ethernet0

ip address 10.31.1.6 255.255.255.0
no ip directed-broadcast
|

interface Serial0

no ip address

no ip directed-broadcast
no ip mroute-cache
shutdown

|

interface Seriall

no ip address

no ip directed-broadcast
shutdown

|
interface Asyncl

ip unnumbered Ethernet0
no ip directed-broadcast
ip tcp header-compression passive
encapsulation ppp

async mode dedicated
peer default ip address pool async
no cdp enable

ppp authentication chap
|
interface Group-Asyncl
physical-layer async

no ip address

no ip directed-broadcast




ip local pool default 10.5.5.5 10.5.
ip local pool async 10.7.1.1 10.7.1.
ip classless

ip route 0.0.0.0 0.0.0.0 10.31.1.1
!

5.50
5

I-—-- RADIUS server host and key.

radius-server host 171.68.118.101 auth-port 1645 acct-port 1646
radius-server key cisco
|

Tine con 0

transport input none
Tine 1

session-timeout 20
exec-timeout 0 0
password ww

autoselect during-login
autoselect ppp

modem InOut

transport preferred none
transport output none
stopbits 1

speed 38400

flowcontrol hardware
Tine 2 16

modem InOut

transport input all
speed 38400

flowcontrol hardware
Tine aux 0
Tine vty 0 4

password ww

|
end

LNS 2tE Z4x|2aj o]

<{#froot>

LNS#

show run

Building configuration...

Current configuration:

!

I Last configuration change at 12:17:54 UTC Sun Feb 7 1999
I==m6knr5yuibytbegv2wr25nfdlrsion 12.0=4rservice exec-callback
service timestamps debug datetime

service timestamps log uptime

no service password-encryption

!

hostname LNS

|

aaa new-model




aaa authentication login default Tocal

aaa authentication ppp default radius Tocal

aaa authorization network default radius Tocal
aaa accounting exec default start-stop radius
aaa accounting network default start-stop radius
enabTle secret 5 $1$pnYM$B.FveZjZpgA3C9ZPq/cma/

enable password ww
|

username john password 0 doe

I--- User the_LNS 1is used to authenticate the tunnel. !--- The password used here must match the vpdn:

usernane the_LNS password 0 ABCDE

ip subnet-zero
|

I--- Enable VPDN on the LNS.

vpdn enabl e

!-—-- VPDN group for connection from the LAC.

vpdn-group 1

!I--- This command specifies that the router uses !--- virtual-template 1 for tunnel-id DEFGH (which ma
accept dialin |I2tp virtual-tenplate 1 renote DEFGH

!--- The username used to authenticate this tunnel !--- is the_LNS (configured above).

| ocal nane the_LNS

interface EthernetO
ip address 10.31.1.9 255.255.255.0

no ip directed-broadcast
|

!I--- Virtual-template that is used for the incoming connection.

interface Virtual - Tenpl atel

ip unnumbered Ethernet0
no ip directed-broadcast
peer default ip address pool default
ppp authentication chap
|
interface Serial0

no ip address

no ip directed-broadcast
no ip mroute-cache
shutdown

no fair-queue




interface Seriall

no ip address

no ip directed-broadcast

shutdown

|

interface Asyncl

ip unnumbered Ethernet0

no ip directed-broadcast

encapsulation ppp

async mode interactive

peer default ip address pool async

ppp authentication chap

|
ip local pool default 10.6.1.1 10.6.1.5
ip local pool async 10.8.100.100 10.8.100.110
ip classless

ip route 0.0.0.0 0.0.0.0 10.31.1.1
!

!--- RADIUS server host and key information.

radius-server host 171.68.120.194 auth-port 1645 acct-port 1646
radius-server key cisco
|
Tine con 0
transport input none
Tine 1
session-timeout 20
exec-timeout 5 0
password ww
autoselect during-login
autoselect ppp
modem InOut
transport input all
escape-character BREAK
stopbits 1
speed 38400
flowcontrol hardware
Tine 2 8
Tine aux 0
Tine vty 0 4
password ww
|
end
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« debug aaa authorization(aaa T2t £04 C|HH1) - AAA/TACACS+ Teh 2o{of CHEt HEE &
AlgrLct.

- debug aaa accounting(aaa 017} 2% C|H) - o7} R E7t WM I o{7t2E0| et HEE
EAFLLC ol BHEo 2 EAIL=E HEE MHol| of7I 28 MEE ™M&E5t= o A8 k= of
FI2s T2 EZ0 #Eo| gLt

- debug radius - RADIUS S} ZtEE XHA|E CIHE HEE EA[ELIC.

- debug vtemplate - 7t&f HAM|A CIEH|O|A T} 7Hef RIESIMM SN El= AIHRE Z£0| 5
S 7t HMA CQIEHO|AT BREIE AIETK|Q] 7+ HMA QIE{H O|A 0| CHE SA|
HEE EAIELCH

« debug vpdn error(C|HH1 vpdn 2F) - PPP E{'0| MHE|X| St £ 8§ dt= 2F T MHE
E{d0| 23| S 35tl= L7 E E |3 LICt.

« debug vpdn events(vpdn O|HIE C|H) - &2l PPP E{d HH = S22 UF QI ofHl
Eof cigt HIAIXIE EAIRLICH

« debug vpdn I2x-errors - 2{|0[0{ 2 MHE Halist7{L DA™l 252 Walst= oifojo{2 =
EEZE QFE EAIFLICH

- debug vpdn I2x-events - £i|0[0{ 20| CHEt H&XQI PPP EHE HH E= SEO| UF QI OfH
Eof CHEF HIAIXIE EAIRLICE

« debug vpdn 12tp-sequencing - L2TPO1| CHSF MH|A|X|S FE A|EfLIC.
ClHO &3

L2TP CIHZ ol ChEt RhMIEH LIg2 Lo2TP B M3 3l SHX & HASAAIR.

LAC 2tE0|MH 2HIE CIHO

<#froot>

LAC#
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show debug

General 0S:
AAA Authentication debugging is on
AAA Authorization debugging is on
AAA Accounting debugging is on
VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on
VPDN events debugging is on
VPDN errors debugging is on
L2TP data sequencing debugging is on
VTEMPLATE:
Virtual Template debugging 1is on
Radius protocol debugging is on
LAC#
Feb 7 12:22:16: Asl AAA/AUTHOR/FSM: (0):
LCP succeeds trivially
2d18h: %LINK-3-UPDOWN: Interface Asyncl,
changed state to up
Feb 7 12:22:17: Asl VPDN: Looking for tunnel
-- rtp.cisco.com --
Feb 7 12:22:17: AAA: parse name=Asyncl 1idb
type=10 tty=1
Feb 7 12:22:17: AAA: name=Asyncl flags=0x11
type=4 shelf=0 slot=0
adapter=0 port=1 channel=0
Feb 7 12:22:17: AAA/AUTHEN: create_user (0x25BA84)
user='rtp.cisco.com' ruser='"' port='Asyncl' rem_addr=""
authen_type=NONE service=LOGIN priv=0
Feb 7 12:22:17: AAA/AUTHOR/VPDN (6239469):
Port="Asyncl' list="'default' service=NET
Feb 7 12:22:17: AAA/AUTHOR/VPDN: (6239469)
user='rtp.cisco.com'
Feb 7 12:22:17: AAA/AUTHOR/VPDN: (6239469)
send AV service=ppp
Feb 7 12:22:17: AAA/AUTHOR/VPDN: (6239469)
send AV protocol=vpdn
Feb 7 12:22:17: AAA/AUTHOR/VPDN (6239469)
found 1ist "default"
Feb 7 12:22:17: AAA/AUTHOR/VPDN: (6239469) Method=RADIUS
Feb 7 12:22:17: RADIUS: authenticating to get author data
Feb 7 12:22:17: RADIUS: ustruct sharecount=2
Feb 7 12:22:17: RADIUS: Initial Transmit Asyncl id 66
171.68.118.101:1645, Access-Request, len 77

Feb 7 12:22:17: Attribute 4 6 0A1F0106

Feb 7 12:22:17: Attribute 5 6 00000001

Feb 7 12:22:17: Attribute 61 6 00000000

Feb 7 12:22:17: Attribute 1 15 7274702E

Feb 7 12:22:17: Attribute 2 18 6AB5A2B0

Feb 7 12:22:17: Attribute 6 6 00000005

Feb 7 12:22:17: RADIUS: Received from id 66
171.68.118.101:1645, Access-Accept, len 158

Feb 7 12:22:17: Attribute 6 6 00000005

Feb 7 12:22:17: Attribute 26 28 0000000901167670

Feb 7 12:22:17: Attribute 26 29 0000000901177670

Feb 7 12:22:17: Attribute 26 36 00000009011E7670

Feb 7 12:22:17: Attribute 26 39 0000000901217670

Feb 7 12:22:17: RADIUS: saved authorization data for user
25BA84 at 24(C488

I--- RADIUS server supplies the VPDN tunnel attributes.



Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn: tunnel - i d=DEFCH"

Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn: tunnel -type=| 2t p"

Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn:i p-addresses=10.31.1.9,"

Feb 7 12:22:17: RADIUS: cisco AVPair
"vpdn: | 2t p- t unnel - passwor d=ABCDE"

Feb 7 12:22:17: AAA/AUTHOR (6239469): Post
authorization status = PASS_ADD

Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing
AV service=ppp

Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing
AV protocol=vpdn

Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing
AV tunnel-id=DEFGH

Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing
AV tunnel-type=12tp

Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing AV
ip-addresses=10.31.1.9,

Feb 7 12:22:17: AAA/AUTHOR/VPDN: Processing AV
12tp-tunnel-password=ABCDE

Feb 7 12:22:17: Asl VPDN: Get tunnel info for
rtp.cisco.com with LAC DEFGH, IP 10.31.1.9

Feb 7 12:22:17: AAA/AUTHEN: free_user (0x25BA84)
user='rtp.cisco.com' ruser='"' port='Asyncl' rem_addr=""
authen_type=NONE service=LOGIN priv=0

Feb 7 12:22:17: Asl VPDN. Forward to address 10.31.1.9

Feb 7 12:22:17: Asl VPDN: Forwarding...

Feb 7 12:22:17: AAA: parse name=Asyncl 1idb
type=10 tty=1

Feb 7 12:22:17: AAA: name=Asyncl flags=0x11 type=4
shel1f=0 slot=0 adapter=0 port=1 channel=0

Feb 7 12:22:17: AAA/AUTHEN: create_user (0xB7918)
user="'janedoe@rtp.cisco.com' ruser='"' port='Asyncl'
rem_addr="async' authen_type=CHAP service=PPP priv=1

Feb 7 12:22:17: Asl VPDN: Bind interface direction=1

Feb 7 12:22:17: Tn1/C1 51/1 L2TP: Session FS enabled

Feb 7 12:22:17: Tn1/C1 51/1 L2TP: Session state change
from idle to wait-for-tunnel

Feb 7 12:22:17: Asl 51/1 L2TP: Create session

Feb 7 12:22:17: Tnl 51 L2TP: SM State idle

Feb 7 12:22:17: Tnl 51 L2TP: O SCCRQ

Feb 7 12:22:17: Tnl1 51 L2TP: Tunnel state change
from idle to wait-ctl-reply

Feb 7 12:22:17: Tnl 51 L2TP: SM State wait-ctl-reply

Feb 7 12:22:17: Asl VPDN: janedoe@tp. ci sco.com
is forwarded

Feb 7 12:22:17: Tnl 51 L2TP: I SCCRP from the_LNS

I--- Tunnel authentication is successful.

Feb 7 12:22:17: Tnl 51 L2TP: Got a challenge fromrenote
peer, the_LNS

Feb 7 12:22:17: Tnl 51 L2TP: Got a response fromrenote
peer, the_LNS

Feb 7 12:22:17: Tnl 51 L2TP: Tunnel Authentication
success



Feb 7 12:22:17: Tnl 51 L2TP: Tunnel state change from
wait-ctl-reply to established

Feb 7 12:22:17: Tnl 51 L2TP: O SCCCN to the_LNS tnlid 38

Feb 7 12:22:17: Tnl 51 L2TP: SM State established

Feb 7 12:22:17: Asl 51/1 L2TP: O ICRQ to the_LNS 38/0

Feb 7 12:22:17: Asl 51/1 L2TP: Session state change from
wait-for-tunnel to wait-reply

Feb 7 12:22:17: Asl 51/1 L2TP: O ICCN to the_LNS 38/1

Feb 7 12:22:17: Asl 51/1 L2TP: Session state change from
wait-reply to established

2d18h: %LINEPROTO-5-UPDOWN: Line protocol on Interface
Asyncl, changed state to up

LAC#

LNS 2t E{o|H CIHASH 7| £

<#root>
LNS#
show debug

General OS:
AAA Authentication debugging is on
AAA Authorization debugging is on
AAA Accounting debugging is on
VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on
VPDN events debugging is on
VPDN errors debugging is on
L2TP data sequencing debugging is on
VTEMPLATE :
Virtual Template debugging is on
Radius protocol debugging is on
LNS#
Feb 7 12:22:16: L2TP: I SCCRQ from DEFGH tnl 51

Feb 7 12:22:16: Tnl 38 L2TP. New tunnel created for
renote DEFGH, address 10.31.1.6

Feb 7 12:22:16: Tnl 38 L2TP: Got a challenge in SCCRQ,
DEFGH

Feb 7 12:22:16: Tnl 38 L2TP: O SCCRP to DEFGH tnlid 51

Feb 7 12:22:16: Tnl 38 L2TP: Tunnel state change from
idle to wait-ctl-reply

Feb 7 12:22:16: Tnl 38 L2TP: I SCCCN from DEFGH tnl1 51

Feb 7 12:22:16: Tnl 38 L2TP: Got a Challenge Response
in SCCCN from DEFGH

Feb 7 12:22:16: Tnl 38 L2TP: Tunnel Authentication
success

Feb 7 12:22:16: Tnl 38 L2TP: Tunnel state change from
wait-ctl-reply to established

Feb 7 12:22:16: Tnl 38 L2TP: SM State established

Feb 7 12:22:17: Tnl1 38 L2TP: I ICRQ from DEFGH tnl 51

Feb 7 12:22:17: Tn1/C1 38/1 L2TP: Session FS enabled

Feb 7 12:22:17: Tn1/C1 38/1 L2TP: Session state change
from idle to wait-for-tunnel



Feb 7 12:22:17: Tn1/C1 38/1 L2TP: New session created

Feb 7 12:22:17: Tn1/C1 38/1 L2TP: O ICRP to DEFGH 51/1

Feb 7 12:22:17: Tnl1/C1 38/1 L2TP: Session state change
from wait-for-tunnel to wait-connect

Feb 7 12:22:17: Tn1/C1 38/1 L2TP: I ICCN from DEFGH tnl
51, c1 1

Feb 7 12:22:17: Tnl1/C1 38/1 L2TP: Session state change
from wait-connect to established

Feb 7 12:22:17: Vil VTEMPLATE: Reuse Vil, recycle
queue size 0

Feb 7 12:22:17: Vil VTEMPLATE: Hardware address
00e0.1e68.942c

I--- Use Virtual-template 1 for this user.

Feb 7 12:22:17: Vil VPDN: Virtual interface created for
j anedoe@t p. ci sco. com

Feb 7 12:22:17: Vil VPDN. Set to Async interface

Feb 7 12:22:17: Vil VPDN. Clone fromVWtenplate 1
filterPPP=0 bl ocking

Feb 7 12:22:17: Vil VTEMPLATE: Has a new cloneblk vtemplate,
now it has vtemplate

Feb 7 12:22:17: Vil VTEMPLATE: ¥k CLONE
VACCESSl TR AR A hhhhfddddddd

Feb 7 12:22:17: Vil VTEMPLATE: Clone from
Virtual-Templatel

interface Virtual-Accessl

default ip address

no ip address

encap ppp

ip unnum eth 0

no ip directed-broadcast

peer default ip address pool default

ppp authen chap

end

Feb 7 12:22:18: janedoe@rtp.cisco.com 38/1 L2TP: Session
with no hwidb

02:23:59: %LINK-3-UPDOWN: Interface Virtual-Accessl,
changed state to up

Feb 7 12:22:19: Vil AAA/AUTHOR/FSM: (0): LCP succeeds
trivially

Feb 7 12:22:19: Vil VPDN: Bind interface direction=2

Feb 7 12:22:19: Vil VPDN: PPP LCP accepted rcv CONFACK

Feb 7 12:22:19: Vil VPDN: PPP LCP accepted sent CONFACK

Feb 7 12:22:19: Vil L2X: Discarding packet because of
no mid/session

Feb 7 12:22:19: AAA: parse name=Virtual-Accessl idb
type=21 tty=-1

Feb 7 12:22:19: AAA: name=Virtual-Accessl flags=0x11l
type=5 shelf=0 slot=0 adapter=0 port=1 channel=0

Feb 7 12:22:19: AAA/AUTHEN: create_user (0x2462A0)
user="janedoe@rtp.cisco.com' ruser='"' port='Virtual-Accessl'
rem_addr="" authen_type=CHAP service=PPP priv=1

Feb 7 12:22:19: AAA/AUTHEN/START (2229277178):
port='Virtual-Accessl' list='"' action=LOGIN
service=PPP

Feb 7 12:22:19: AAA/AUTHEN/START (2229277178):
using "default" 1ist

Feb 7 12:22:19: AAA/AUTHEN/START (2229277178):
Method=RADIUS



Feb 7 12:22:19: RADIUS: ustruct sharecount=1

Feb 7 12:22:19: RADIUS: Initial Transmit Virtual-Accessl
id 78 171.68.120.194:1645, Access-Request, len 92

Feb 7 12:22:19: Attribute 4 6 0A1F0109

Feb 7 12:22:19: Attribute 5 6 00000001

Feb 7 12:22:19: Attribute 61 6 00000005

Feb 7 12:22:19: Attribute 1 23 6464756E

Feb 7 12:22:19: Attribute 3 19 34A66389

Feb 7 12:22:19: Attribute 6 6 00000002

Feb 7 12:22:19: Attribute 7 6 00000001

Feb 7 12:22:19: RADIUS: Received from 1id 78
171.68.120.194:1645, Access-Accept, len 32

Feb 7 12:22:19: Attribute 6 6 00000002

Feb 7 12:22:19: Attribute 7 6 00000001

Feb 7 12:22:19: AAA/AUTHEN (2229277178): status = PASS

Feb 7 12:22:19: Vil AAA/AUTHOR/LCP: Authorize LCP

Feb 7 12:22:19: AAA/AUTHOR/LCP Vil (1756915964):
Port='Virtual-Accessl' list='"' service=NET

Feb 7 12:22:19: AAA/AUTHOR/LCP: Vil (1756915964)
user="'janedoe@rtp.cisco.com’

Feb 7 12:22:19: AAA/AUTHOR/LCP: Vil (1756915964)
send AV service=ppp

Feb 7 12:22:19: AAA/AUTHOR/LCP: Vil (1756915964)
send AV protocol=1lcp

Feb 7 12:22:19: AAA/AUTHOR/LCP (1756915964) found
Tist "default"

Feb 7 12:22:19: AAA/AUTHOR/LCP: Vil (1756915964)
Method=RADIUS

Feb 7 12:22:19: AAA/AUTHOR (1756915964): Post
authorization status = PASS_REPL

Feb 7 12:22:19: Vil AAA/AUTHOR/LCP: Processing
AV service=ppp

Feb 7 12:22:19: AAA/ACCT/NET/START User
janedoe@rtp.cisco.com, Port Virtual-Accessl, List

Feb 7 12:22:19: AAA/ACCT/NET: Found Tist "default"

Feb 7 12:22:19: Vil AAA/AUTHOR/FSM: (0): Can we
start IPCP?

Feb 7 12:22:19: AAA/AUTHOR/FSM Vil (1311872588):
Port='Virtual-Accessl' list='"' service=NET

Feb 7 12:22:19: AAA/AUTHOR/FSM: Vil (1311872588)
user="'janedoe@rtp.cisco.com’

Feb 7 12:22:19: AAA/AUTHOR/FSM: Vil (1311872588)
send AV service=ppp

Feb 7 12:22:19: AAA/AUTHOR/FSM: Vil (1311872588)
send AV protocol=ip

Feb 7 12:22:19: AAA/AUTHOR/FSM (1311872588)
found 1ist "default"

Feb 7 12:22:19: AAA/AUTHOR/FSM: Vil (1311872588)
Method=RADIUS

Feb 7 12:22:19: AAA/AUTHOR (1311872588): Post
authorization status = PASS_REPL

Feb 7 12:22:19: Vil AAA/AUTHOR/FSM: We can start
IPCP

Feb 7 12:22:19: RADIUS: ustruct sharecount=2

Feb 7 12:22:19: RADIUS: Initial Transmit Virtual-Accessl

id 79 171.68.120.194:1646, Accounting-Request, Ten 101
Feb 7 12:22:19: Attribute 4 6 0A1F0109
Feb 7 12:22:19: Attribute 5 6 00000001
Feb 7 12:22:19: Attribute 61 6 00000005
Feb 7 12:22:19: Attribute 1 23 6464756E
Feb 7 12:22:19: Attribute 40 6 00000001
Feb 7 12:22:19: Attribute 45 6 00000001
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7 12:22:19: Attribute 6 6 00000002

7 12:22:19: Attribute 44 10 30303030
7 12:22:19: Attribute 7 6 00000001

7 12:22:19: Attribute 41 6 00000000

7 12:22:19: Vil AAA/AUTHOR/IPCP: Start. Her
address 0.0.0.0, we want 0.0.0.0

7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing
AV service=ppp

7 12:22:19: Vil AAA/AUTHOR/IPCP: Authorization
succeeded

7 12:22:19: Vil AAA/AUTHOR/IPCP: Done. Her
address 0.0.0.0, we want 0.0.0.0

7 12:22:19: RADIUS: Received from id 79
171.68.120.194:1646, Accounting-response,

len 20

7 12:22:19: Vil AAA/AUTHOR/IPCP: Start.

Her address 0.0.0.0, we want 10.6.1.1

7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing
AV service=ppp

7 12:22:19: Vil AAA/AUTHOR/IPCP: Authorization
succeeded

7 12:22:19: Vil AAA/AUTHOR/IPCP: Done.

Her address 0.0.0.0, we want 10.6.1.1

7 12:22:19: Vil AAA/AUTHOR/IPCP: Start.

Her address 10.6.1.1, we want 10.6.1.1

7 12:22:19: AAA/AUTHOR/IPCP Vil (2909132255):
Port='Virtual-Accessl' list='"' service=NET

7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255)
user="'janedoe@rtp.cisco.com’

7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255)
send AV service=ppp

7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255)
send AV protocol=ip

7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255)
send AV addr*10.6.1.1

7 12:22:19: AAA/AUTHOR/IPCP (2909132255)
found 1ist "default"

7 12:22:19: AAA/AUTHOR/IPCP: Vil (2909132255)
Method=RADIUS

7 12:22:19: AAA/AUTHOR (2909132255): Post
authorization status = PASS_REPL

7 12:22:19: Vil AAA/AUTHOR/IPCP: Reject
10.6.1.1, using 10.6.1.1

7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing
AV service=ppp

7 12:22:19: Vil AAA/AUTHOR/IPCP: Processing
AV addr*10.6.1.1

7 12:22:19: Vil AAA/AUTHOR/IPCP: Authorization
succeeded

7 12:22:19: Vil AAA/AUTHOR/IPCP: Done.
Her address 10.6.1.1, we want 10.6.1.1

02:24:00: %LINEPROTO-5-UPDOWN: Line protocol on

Interface Virtual-Accessl, changed state to up

LNS#

What Can Go Wrong - LACS| & C|H1

<tfroot>



LAC#
show debug

General 0S:
AAA Authentication debugging is on
AAA Authorization debugging is on
AAA Accounting debugging is on
VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on
VPDN events debugging is on
VPDN errors debugging is on
L2TP data sequencing debugging is on
VTEMPLATE:
Virtual Template debugging is on
Radius protocol debugging is on

MEXL7t janedoe@sj.cisco.com2 £ & 012 X| Bt (janedoe@rtp.cisco.com CH£l) LAC RADIUS AH
7t o] =Helg Rl4AlstK| Z&LICt

<#froot>

Feb 7 13:26:48: RADIUS: Received fromid 86
171.68.118. 101: 1645, Access-Reject, len 46
Feb 7 13:26:48: Attribute 18 26 41757468
Feb 7 13:26:48: RADIUS: failed to get
aut hori zation data: authen status = 2
%/PDN- 6- AUTHORFAI L: L2F NAS LAC, AAA authorization
failure for Asl user janedoe@j.cisco.com

Ol{3t CIHZI Bl M7t S AIE|XIBH Edo| CHE Bofl CHal RE5HKI of2 IP FA7H Qe &
g2 2oiELIch AASA7E MM BEE AE5HR|BH 48 = gi&LICh
<#root>

Feb 7 13:32:45: Asl VPDN: Forward to
address 1.1.1.1

Feb 7 13:32:45: Asl VPDN: Forwarding..

Feb 7 13:32:45: Tnl 56 L2TP: Tunnel state
change fromidle to wait-ctl-reply

Feb 7 13:32:46: Asl 56/1 L2TP: Discarding data
packet because tunnel is not open

Olzd8t CIHZ S Eld &5 7t YUx|SHR| ot = Atghg Hod FL|CH LNSO|A "username the_LNS
password ABCDE"7} "username the_LNS password garbage"2 f4ZZ|0o{ E{'d 2150| A|=E!
AlmfgfLCt,

<#root>



Feb 7 13:39:35: Tnl 59 L2TP: Tunnel Authentication
fails for the_LNS

Feb 7 13:39:35: Tnl 59 L2TP: Expected
E530DA13B826685C678589250C0BF525

Feb 7 13:39:35: Tnl 59 L2TP: Got
EO9DO0EB8A91CF1014C91D56F65BDD052

Feb 7 13:39:35: Tnl 59 L2TP: O St opCCN
to the_LNS tnlid 44

Feb 7 13:39:35: Tnl 59 L2TP: Tunnel state
change fromwait-ctl-reply to shutting-down

Feb 7 13:39:35: Tnl 59 L2TP: Shutdown tunne

What Can Go Wrong - LNSO|MH E& C|HO

<#root>
LNS#
show debug

General OS:
AAA Authentication debugging is on
AAA Authorization debugging is on
AAA Accounting debugging is on
VPN:
L2X protocol events debugging is on
L2X protocol errors debugging is on
VPDN events debugging is on
VPDN errors debugging is on
L2TP data sequencing debugging is on
VTEMPLATE :
Virtual Template debugging is on
Radius protocol debugging is on
LNS#

o| ofloll M= "Z&F Z 7| 12tp virtual-template 1 remote DEFGH &{&"0| "X&} Z 7| 12tp virtual-
template 1 remote junk 318" 2 HZEELICH LNSOIM E{'d DEFGHE 0|4 3t £ iaLct
(EHAI_I llxgau).

<#root>

Feb 7 13:45:32: L2TP: | SCCRQ from
DEFGH tnl 62

Feb 7 13:45:32: L2X: Never heard of
DEFCGH

Feb 7 13:45:32: L2TP. Could not find info
bl ock for DEFGH

LNS o7} 28 HZ =



10.31.1.9 janedoe@rtp.cisco.com 1 - start
server=rtp-cherry time=09:23:53
date=02/ 6/1999 task_id=0000001C
Sat Feb 6 12:23:53 1999
Client-Id = 10.31.1.9
Client-Port-Id = 1
NAS-Port-Type = Virtual
User-Name = "janedoe@rtp.cisco.com"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
User-Service-Type = Framed-User
Acct-Session-Id = "0000001C"
Framed-Protocol PPP
Acct-Delay-Time 0

10.31.1.9 janedoe@rtp.cisco.com 1 - stop
server=rtp-cherry time=09:24:46
date=02/ 6/1999 task_id=0000001C
Sat Feb 6 12:24:46 1999

Client-Id = 10.31.1.9
Client-Port-Id = 1
NAS-Port-Type = Virtual
User-Name = "janedoe@rtp.cisco.com"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
User-Service-Type = Framed-User
Acct-Session-Id = "0000001C"
Framed-Protocol = PPP
Framed-Address = 10.6.1.1
Acct-Terminate-Cause = Lost-Carrier
Acct-Input-Octets = 678
Acct-Output-Octets = 176
Acct-Input-Packets = 17
Acct-Output-Packets = 10
Acct-Session-Time = 53
Acct-Delay-Time = 0

FERSI=
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