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+ ZBFW(Zone-Based Policy Firewall)



* VRF(Virtual Routing and Forwarding)
* NAT(Network Address Translation)
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vrf definition WebVRF
rd 65010:10

!

address-family ipv4
route-target export
route-target import

exit-address-family
|

65010:10
65010:10

address-family ipv6
route-target export
route-target import
exit-address-family

65010:10
65010:10

ip route vrf WebVRF
ip route vrf WebVRF
ip route vrf WebVRF

8.8.8.8 255.255.255.255 GigabitEthernet0/0/3 192.168.99.10
192.168.10.0 255.255.255.0 Port-channel1.2001 192.168.1.253
192.168.20.0 255.255.255.0 GigabitEthernet0/0/3 192.168.99.10



2EHA|. QlE{mH|o|A T4

LHE 2 Q|F CIE{H|O|A0f CHEE ed HIEH, VRF, NAT & IP A2

interface GigabitEthernet0/0/1
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface GigabitEthernet0/0/2
no ip address

negotiation auto

Tlacp rate fast

channel-group 1 mode active

interface Port-channell
no ip address
no negotiation auto

interface Port-channell.2001
encapsulation dotlQ 2001

vrf forwarding WebVRF

ip address 192.168.1.1 255.255.255.0
ip broadcast-address 192.168.1.255
no ip redirects

no ip proxy-arp

ip nat inside

zone-member security zone_client

interface GigabitEthernet0/0/3

vrf forwarding WebVRF

ip address 192.168.99.1 255.255.255.0
ip nat outside

zone-member security zone_internet
speed 1000

no negotiation auto
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(192.168.10.1) 7 192.168.99.1002 £ g42HE[L|Ct.

ip access-1ist standard nat_source
10 permit 192.168.10.0 0.0.0.255

ip nat pool natpool 192.168.99.100 192.168.99.100 prefix-length 24

ip nat inside source 1list nat_source pool natpool vrf WebVRF overload
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object-group network src_net
192.168.10.0 255.255.255.0

object-group fqdn dst_test_fqdn
pattern .*\.test\.com

object-group network dst_dns
host 8.8.8.8

ip access-Tlist extended Client-WebServer

1 permit ip object-group src_net object-group dst_dns
5 permit ip object-group src_net fgdn-group dst_test_fqdn
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zone security zone_client
zone security zone_internet

parameter-map type inspect inspect_log
audit-trail on

class-map type inspect match-any Client-WebServer-Class
match access-group name Client-WebServer

policy-map type inspect Client-WebServer-Policy
class type inspect Client-WebServer-Class
inspect inspect_log

class class-default

drop Tlog

zone-pair security Client-WebServer-Pair source zone_client destination zone_internet
service-policy type inspect Client-WebServer-Policy
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2CHAL. 1P FHA| & Ol

HH S AIEH S 0qshow platform hardware gfp active feature dns-snoop-agent datapath ip-cache all CHAH FQDN2| 1P 7HA| 7} C8300-
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<#root>

02A7382#

show pl atform hardware qf p active feature dns-snoop-agent datapath ip-cache all

IP Address Client(s) Expire RegexId Dirty VRF ID Match

192.168.20.1 Ox1 117 Oxdbccd400 0x00 Ox0 .*\.test\.com

3CHA|. zBFW 21 &2l

Z24(192.168.20.1)7F FQDN(*\.test\.com)Zt L x|5t=X| &5t 1EHAH 2| HTTP S410| ZBFWOIM S8 &= X| &olgtL|Ct.

*Mar 7 11:08:23.018: %I OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:003 TS:00000551336606461468 %FW-6-SESS AUDIT_TRAIL_START

*Mar 7 11:08:24.566: %l OSXE-6-PLATFORM: R0/O: cpp_cp: QFP:0.0 Thread:002 TS:00000551338150591101 %FW-6-SESS AUDIT_TRAIL: (target:
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M. Tin Iaritfcatisn Source Skt Destiastion L Timets ve Protscel Lesgth TCR.Seq Mest sequince TCRAS Bfo
15 2024-83-87 11:58:36.775045  @x0511 (1297) 192.168.18.1 64078 B.8.8.8 53 127 DNS 76 Standard query 8xa585 A abc.test.com
18 3024-03-87 11:50:36. 7825049  eued36 (57398) 8.8.8.8 53192.168.18.1 G4BT 136 DUS 92 Standard query response @xa505 A abc.test.com A 192.168.20.1

LHE 2| DNSTHZ!

T, Time Mebficaton Source S.Part Desnatn [ Timeto Lve Protocol Length TOP.Seq Mt sequence TOPACK Info
- 22[2028-93-87 11:50:36.798954 |@xd575 (17781) 192.168.18.1 51715 192.168.28.1 W 127 TCP il ] 1 8 51715 + B8 [SYN] Seqed WineG4ii Lensd MSS«1460 WSe256 SACK_PERM
23 2924-93-07 11:50:36. 798054  @x02fb (3T627) 192.168.29.1 B@ 192.168.18.1 51715 126 TCP a ] 1 188 + 51715 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=9 M55=1460 WS=25¢
24 1024-83-07 11:50:36. 798554 0cdSTE (17782) 192.168.16.1 51715 192.168.20.1 & 127 TCP 58 1 1 151715 » 88 [MK] Seq=1 Ack=1 Win=2182272 Len=0
26 2024-03-07 11:50:36.803044  0x4577 (17783) 192.168.18.1 51715 192.168.20.1 ] 127 HTTP 492 1 435 1 GET / HTTPR/1.1
1

27 J024-03-07 11:50;36,806%49  Gxd2fc (3T628) 192.168. 20,1 &0 192.168.10.1 51715 126 HITR T 922 435 HTTP/1.1 200 0K (text/html)
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2Atol= o] mfZ! Z4%{(192.168.10.12 192.168.19.10001 CHEH NAT):

Me. Tiere Iernfication Ssurce St Demnason 0.Peet: Timatolsw Protocsl Length TOPSeq Nedtsequante TCPAG Infs
3 2024-03-07 11:50:36.775045  Gx@511 (1297) 152.168.99. 104 64076 8.8.8.8 53 126 DS 72 Standard query Bwa3d3 A abc.test.com
6 2024-03-07 11:50:36. 782949 BweB36 (573I9E) 8.8.8.8 53 192, 168. 9%, 104 [ 127 DNS &8 Standard query response BxaS@5 A abc.test.com A 192.168.20.1

Q| DNSIHZ!

ha. Time Kerafication Saunce S.Pert  Desteation Do Timeto Uve Frotocel Length TCF.Seq Hiot sequence TCRACK Info

10| 2024-83-87 11:50:36. 798954  Owd575 (177681) 192.168. 99,188 31715 192.163. 29.1 R 126 TCP 66 1 @ 51715 = 80 [SYN] Seq=0 Win=564240 Len=@ M55=1460 W5=256 SACK
12 2024-93-87 11:58:35.708954 @=4576 (17782) 192.168.99. 188 51715 192.163.29.1 B2 126 TCP 54 1 151715 + 88 [ACK] Seq=1 Ack=1 Win=2102272 Len=0

435 1 GET / HTTP/1.1

L]
11 2024-83-07 11:50:36.798954 Ox92fb (37627) 192.168.28.1 80 192.163.99.109 51715 127 TCP BB L] 1 189 » 51715 [S¥YN, ACK] Seqe® Acksl Win=65535 Lens@ MSS=1460
1
i
1 azz 435 HTTP/1.1 208 0K (text/html)

14 2024-03-07 11:50;36.803544  Owd577 (17783) 192,168, 39,100 51715 192,168, 1.1 &0 126 HTTP A58
15 2024-03-87 11:50: 36806949 Ox92fc (37628) 192.168.28.1 80 192.163.99. 188 51715 127 HTTP 975
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1111 before reproduction
Il Confirm the IP cache
show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

I Enable packet-trace

debug platform packet-trace packet 8192 fia-trace

debug platform packet-trace copy packet both

debug platform condition ipv4 access-list Client-WebServer both

debug platform condition feature fw dataplane submode all level verbose

11 Enable debug-level system logs and ZBFW debug logs
debug platform packet-trace drop

debug acl ccaevent

debug acl ccaerror

debug ip domain detail

I Start to debug

debug platform condition start

11 Enable packet capture on the target interface (both sides) and start the capture
monitor capture CAPIN interface Port-channel 1.2001 both

monitor capture CAPIN match ipv4 any any

monitor capture CAPIN buffer size 32

monitor capture CAPIN start

monitor capture CAPOUT interface g0/0/3 both
monitor capture CAPOUT match ipv4 any any
monitor capture CAPOUT buffer size 32
monitor capture CAPOUT start

I (Optional) Clear the DNS cache on the client
ipconfig/flushdns
ipconfig /displaydns



11 Run the show command before reproduction

show platform hardware gfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp internal start last boot

show platform hardware gfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware gfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

1111 Reproduce the issue - start

11 During the reproductionof the issue, run show commands at every 10 seconds

11 Skip show ip dns-snoop all command if it is not supported on the specific router
show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all

111 After reproduction

11 Stop the debugging logs and packet capture
debug platform condition stop

monitor capture CAPIN stop

monitor capture CAPOUT stop

! Run the show commands

show platform hardware gfp active feature firewall drop all

show policy-map type inspect zone-pair Client-WebServer-Pair sessions

show platform packet-trace statistics

show platform packet-trace summary

show logging process cpp_cp interna start last boot

show platform hardware qfp active feature dns-snoop-agent client hw-pattern-list
show platform hardware gfp active feature dns-snoop-agent client info

show platform hardware gfp active feature dns-snoop-agent datapath stats

show ip dns-snoop all

show platform hardware gfp active feature dns-snoop-agent datapath ip-cache all
show platform software access-list FO summary

show platform packet-trace packet all decode
show running-config
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vl Domain MName System (response)
Transaction ID: @xab@b
> Flags: @x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: @
> Queries
v Answers
v abc.test.com: type A, class IN, addr 192.168.20.1
Name: abc.test.com
Type: A (Host Address) (1)

Address: 192.168.20.1

Q: DNS M7} A Bl Z =7} ot CNAME B ZEE BHetet ] ${ZE Lt

A: L, 2 gioi2. CNAME Bl Z =7t DNS Mo 2|5 EHEt=|H DNS & Q1 W HTTP S410| Al gio| TI™ELICEH mZ! ZHE{o| M|

2 -dEeluch

ha, Time entfication Souree S.Port  Destination Pt TimeboLve Protocel Length  TCP.Seq Ned sequence TCPACk Info
350 2024-82-07 12:09:55.625950  OxBbcS (2013) 192.168.18.1 62777 2.8.8.8 53 127 DS 76 Standard query @xGbdf A abe_test.com
352 2024-03-97 12:09:55.620957  Owedfe (58622) B.8.8.8 53 192.168.18.1 63717 126 DHS 114 Standard query response Bxbbdl A abc.test.com CNAME def.test.

LHE 2| DNSTHZ!



vIDDmain Mame System (response) I
Transaction ID: @x6bad
> Flags: 9x8580 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: ©
Additional RRs: @
> Queries
v Answers
abc.test.com: type CHNAME, class IN, cname def.test.com
Name: abc.test.com
Type: CNAME (Canonical MAME for an alias) (5)
Class: IN (0x@001)
Time to live: 120 (2 minutes)
Data length: 6
CNAME : def.test.com
videf.test.com: t addr 192.168.20.1

Name: def.test.com

Type: A (Host Address) (1)
Class: IN (0x@001)

Time to live: 120 (2 minutes)
Data length: 4

Address: 192.168.28.1

Ha. Time dentification Saurce SPort  Demination D.Pert Timelve Frotocel  Length TERS Nest: TOPS lefo
356 2024-03-97 12:09:55.644955 @xd5809 (17801) 192.168.18.1 51801 192.168.29.1 ) 127 TCP m a8 @ 51801 + 80 [SYN] Seq=0 Win=64248 Len=0 M55=1460 WS=i
357 2024-83-97 12:09:55, 644955  @x9349 (37705) 192.168.20.1 &8 192.168.18.1 51381 126 TCP 8 a 188 » 51881 [SYN, ACK] Seqe® Ackel Wine65515 LeneB MS
358 2024-83-97 12:09:55.644055 @xd5Ea (178082) 192.168.18.1 51801 192.168.28.1 B2 127 TCP 58 1 1 151881 + 88 [ACK] Seq=1 Ack=1 Win=2182272 Len=
359 MW24-03-97 12:09:55, 645962  OwaSsh (17803) 152.168.16.1 51801 192,168, 29.1 L) 127 WTTP 492 1 435 1 GET J HTTR/1.1
362 2024-03-97 12:009:55.646054  Bx034a (37796) 192.168.20.1 B2 192.168.18.1 51391 126 WTTP 979 1 923 435 WTTPF1.1 200 OK  (text/html)
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L o HTTP T4
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A: monitor capture <capture name> export bootflash:<capture name>.pcap %! copy bootflash:<capture name>.pcap
ftp://<user>:<password>@<FTP IP Address> W& AtE35t04 THZ! HME FTP MHE & ELICH CAPINE FTP MHE T&5tE of
ot

<#root>

nmoni tor capture CAPI N export bootfl ash: CAPI N. pcap

copy bootflash: CAPI N. pcap ftp://<user>: <passwor d>@FTP | P Address>
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https://www.cisco.com/c/ko_kr/support/docs/security/ios-firewall/98628-zone-design-guide.html
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