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ActionQueueScrape pl[19094]: [SF::SSE::Enrollment] canConnect: System (/usr/bin/curl -s --
connect-timeout 10 -m 20 -L --max-redirs 5 --max-filesize 104857600 --capath
/ngfw/etc/sf/keys/fireamp/thawte_roots -f
https://api.eu.sse.itd.cisco.com/providers/sse/api/vl/regions) Failed, curl returned 28 at
/ngfw/usr/local/sf/1ib/perl/5.10.1/SF/System.pmline 10477.
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root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443

* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.com'

ol 212 C|uto|AT} URLS 2018t 4 gige HoiELIC
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root@ftd0l:~# nslookup api-sse.cisco.com
;; connection timed out; no servers could be reached

TS E DNSO| ==X kS 0| E=40f| ZAIELICE DNS MHE & 216t2{™ show network BHES
AMEELICEH

> show network

===============[ System Information ]===============
Hostname : ftdOl

DNS Servers : x.x.x.10

Management port : 8305

IPv4 Default route

Gateway : x.x.xX.1

State : Enabled

Link : Up

Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : x:x:x:xX:9D:A5
—————————————————————— [ IPV4 J-——-——— - ——————
Configuration : Manual

Address : x.x.x.27

Netmask : 255.255.255.0


https://api-sse.cisco.com

Broadcast : x.x.x.255
Configuration : Disabled
===============[ Proxy Information ]================

State : Disabled
Authentication : Disabled

O| ool M= =2 E DNS M7} AFS EIR&LICH CFS BBS AFE5t01 DNS dEE HEH

> configure network dns x.x.x.11
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root@ftd0l:~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

* Trying X.x.x.66...

* Connected to api-sse.cisco.com (x.x.x.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT: !EXPORT40: !EXPORT56: !aNULL: !LOW: !RC4 : @STRENGTH
* guccessfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Certificate (11):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSvl.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* gubject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

* SSL certificate verify result: self signed certificate in certificate ¢ hain (19), continuing

anyway .
>GET / HTTP/1.1

>Host: api-sse.cisco.com

>User-Agent: curl/7.44.0

>Accept: */*

>

<HTTP/1.1 403 Forbidden

<Date: Wed, 08 Apr 2020 01:27:55 GMT
<Content-Type: text/plain; charset=utf-8
<Content-Length: 9

<Connection: keep-alive

<Keep-Alive: timeout=5

<ETag: "5el7b3f8-9"

<Cache-Control: no-store

<Pragma: no-cache

<Content-Security-Policy: default-src 'self'
<X-Content-Type-Options: nosniff
<X-XSS-Protection: 1; mode=block



<Strict-Transport-Security: max-age=31536000; includeSubdomains;
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curl -v https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients --cacert

/ngfw/etc/ssl/connectorCA.pem
curl -v https://est.sco.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://eventing-ingest.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://mx0l.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem
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root@ftd0l:~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.com/

* Trying x.xX.X.66...

* Connected to api-sse.cisco.com (x.X.X.66) port 443 (#0)

* ALPN, offering http/1l.1

* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56: !aNULL: !LOW: ! RC4:@STRENGTH
* guccessfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1.2 (OUT), TLS header, Certificate Status (22):

* TLSv1.2 (OUT), TLS handshake, Client hello (1):

* TLSv1.2 (IN), TLS handshake, Server hello (2):

* TLSv1.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1.2 (IN), TLS handshake, Server finished (14):

* TLSv1.2 (OUT), TLS handshake, Certificate (11):

* TLSv1.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1.2 (OUT), TLS handshake, Finished (20):

* TLSv1.2 (IN), TLS change cipher, Client hello (1):

* TLSv1.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSvl.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* gubject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* igsuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2
* SSL certificate verify result: self signed certificate in certificate ¢ hain (19), continuing
anyway .

>GET / HTTP/1.1

>Host: api-sse.cisco.com

>User-Agent: curl/7.44.0

>Accept: */*

>

<HTTP/1.1 403 Forbidden

<Date: Wed, 08 Apr 2020 01:27:55 GMT

<Content-Type: text/plain; charset=utf-8

<Content-Length: 9

<Connection: keep-alive

<Keep-Alive: timeout=5

<ETag: "5el7b3£f8-9"


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

<Cache-Control: no-store

<Pragma: no-cache

<Content-Security-Policy: default-src 'self'
<X-Content-Type-Options: nosniff
<X-XSS-Protection: 1; mode=block
<Strict-Transport-Security: max-age=31536000; ,;
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# more /ngfw/etc/sf/connector.properties
registration_interval=180
connector_port=8989
connector_fgdn=api-sse.cisco.com

SSEConnector2t EventHandler ZF2| 14 E = Ql5t2{™ ol WHE AFSELICH CHS
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root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 3022791165 11204/EventHandler
/ngfw/var/sf/run/EventHandler_ SSEConnector.sock
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root@firepower:/etc/sf# netstat -anlp | grep EventHandler_ SSEConnector.sock
unix 2 [ ACC ] STREAM LISTENING 382276 7741/EventHandler
/ngfw/var/sf/run/EventHandler_SSEConnector.sock

unix 3 [ ] STREAM CONNECTED 378537 7741/EventHandler
/ngfw/var/sf/run/EventHandler_SSEConnector.soc
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root@firepower: /ngfw/var/log/connector# lsof -i | grep conn
connector 60815 www 10u IPv4 3022789647 0t0 TCP localhost:8989 (LISTEN)

connector 60815 www 12u IPv4 110237499 0t0 TCP firepower.cisco.com:53426->ec2-100-25-93-

234 .compute-1.amazonaws.com:https (SYN_SENT)

Of connector.log 21

time="2020-04-13T14:34:02.88472046-05:00" level=error msg="[firepower.cisco.com] [events.go:90

events:connectWebSocket] dial tcp x.x.x.246:443: getsockopt: connection timed out"

time="2020-04-13T14:38:18.244707779-05:00"

level=error msg="[firepower.cisco.com] [events.go:90

events:connectWebSocket] dial tcp x.x.x.234:443: getsockopt: connection timed out"

time="2020-04-13T14:42:42.564695622-05:00"

level=error msg="[firepower.cisco.com] [events.go:90

events:connectWebSocket] dial tcp x.x.xX.246:443: getsockopt: connection timed out"

time="2020-04-13T14:47:48.484762429-05:00"

level=error msg="[firepower.cisco.com] [events.go:90


https://eventing-ingest.sse.itd.cisco.com

events:connectWebSocket] dial tcp x.x.x.234:443: getsockopt: connection timed out"
time="2020-04-13T14:52:38.404700083-05:00" level=error msg="[firepower.cisco.com] [events.go:90
events:connectWebSocket] dial tcp x.x.x.234:443: getsockopt: connection timed out"

B3 x.x.x.246 L 1x.x.x.24601 EA|E! IP A7} https://eventing-ingest.sse.itd.cisco.comOi|
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root@firepower:# lsof -i | grep conn
connector 13277 WwWwW 10u IpPv4 26077573 0t0 TCP localhost:8989 (LISTEN)
connector 13277 WwWwW 19u IPv4 26077679 0t0 TCP x.x.x.200:56495->ec2-35-172-147-

246 .compute-1.amazonaws.com:https (ESTABLISHED)


https://eventing-ingest.sse.itd.cisco.com
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