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Current configuration : 906 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
1
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hostname light
!
enable password cisco
!
username cisco password 0 cisco
ip subnet-zero
!
1
!
ip ssh time-out 120
ip ssh authentication-retries 3
!
call rsvp-sync
1
1
!
fax interface-type modem
mta receive maximum-recipients 0
!
controller E1 2/0
!
1
!
interface FastEthernet0/0
ip address 100.100.100.2 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 1.1.1.1 255.255.255.0
duplex auto
speed auto
!
interface BRI4/O0
no ip address
shutdown
!
interface BRI4/1
no ip address
shutdown
!
interface BRI4/2
no ip address
shutdown
!
interface BRI4/3
no ip address
shutdown
!
ip classless
ip route 0.0.0.0 0.0.0.0 100.100.100.1
ip http server
ip pim bidir-enable
1
!
dial-peer cor custom
1
!
line con 0
line 97 108
line aux 0
line vty 0 4
login




end

ot E sheA

Current configuration : 2187 bytes
!
version 12.2
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!
hostname house
!
enable password cisco
!
1
1
ip subnet-zero
1
1
fax interface-type modem
mta receive maximum-recipients 0
!
1
1
1
interface FastEthernet0/0
ip address 100.100.100.1 255.255.255.0
duplex auto
speed auto
!
interface FastEthernet0/1
ip address 10.64.10.45 255.255.255.224
duplex auto
speed auto
!
1
1
interface FastEthernet4/0
no ip address
shutdown
duplex auto
speed auto

ip classless

ip route 0.0.0.0 0.0.0.0 10.64.10.33

ip route 1.1.1.0 255.255.255.0 100.100.100.2
ip http server

ip pim bidir-enable

snmp-server manager
!

call rsvp-sync

!

!

mgcp profile default
!

dial-peer cor custom
1

1




1
line con 0
line aux 0
line vty 0 4
password cisco
login
!
1

end

house#
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1. AEXt 0|F R E L H|ZHS BH2 AF&5104 10.64.10.49(IDS MA)of &S X[ EFLICH.

2. sysconfig-sensorE /=2 &fL|C}t.

3. TEZEJ EAE|HCHS o9t ZHo| HAm|ad|o|M HE
- IP Address: 10.64.10.49

1

2 - IP Netmask: 255.255.255.224
3 - IP Host Name: sensor-2
4
5

i
I°
I
o
-
n

- Default Route: 10.64.10.33
- Network Access Control
64.
10.
6 - Communications Infrastructure
Sensor Host ID: 49
Sensor Organization ID: 900
Sensor Host Name: sensor-2
Sensor Organization Name: cisco
Sensor IP Address: 10.64.10.49
IDS Manager Host ID: 50
IDS Manager Organization ID: 900
IDS Manager Host Name: dir3
IDS Manager Organization Name: cisco
IDS Manager IP Address: 10.64.21.50

4. HIAIX|7 EAIEH AL 38 0lME ME st MM7 MEYE RS Lot

CIEE o dlM &7}

O| EtHIE 2t=stod MIME CIRE{of F7HefLCE.

. At& Xt O|F netrangr & HIHHE 42 ALE 5104 10.64.21.50(1DS Director)od| &4,

. ovw&E 21245104 HP OpenViewE A|Z&fL|Ct.

. F HirolM 2ot > Fdo 2 o|sEC.

: Conflguratlon File Management Utility(T 3 Tt 22| R & 2|E[)0| A file(TH ) > Add Host(Z
E FIHZ 0|55t Next(CHS)E 2 =IgtLiCt

5. o| oflet Zto| M SAE MEHE et 8fL|C} Next(CH2)E &2/gLct

A ODN -



lze thi=z panel to specify the remote machine to which you
wizh to establizh connectivity, If you rneed to add a new
organization, click Create,

Organization name  cisco Ereate+++\

Organization ID 300
Host name senzor-2
Host 1D 45

Hozt IP Address 10,64,10,49

[ Secondary Directaor
[ 105 IDS

[X Sensor / IDSH

6. AlAE ol CHEt 7|2 dHE H&st o] oflet Zol e

fjo

ZEIFLcH
Uze thisz dialog box to define the type of machine you are adding,

Fleaze remember that in order for connectivity to be established,
the remote machine must already know the IDs and IP addressz of
thiz Director, For Sensorsz, this iz accomplished at install time
by running sysconfig-senzor, For remote (zecondary} Directors,
thiz iz accomplished by running nrConfigure on the remote machine
and modifying the hosts and routes System Files accordingly,

W IJnitialize a newly installed Sensar

[ Comnect to a previously configured Sensar

[
7. 208 HAES D B2 AR £ ALt | e MNBE £ &ULct J8L HERT 21
I o|A O|§2 ALE QE{H 0|A Q| OIS 2 B4ZE5HoF & LICH O] 0|0l M= "iprb0" LT},
MM 93 9 MA] 947 dhedof| e} "sper" L= 1 89| CHE A £+ U&LCt



fiprbo
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Map Edit M\iew Performance Configuration Fault Security Tools Options
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Sensor-3
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| VMerzion & Item Creation Time

Ié} ar Wersion 11 Mon Apr 22 21:04:57 200z el
- (&= Communications Mon Apr 22 21:04:57 EDT 2002
= Data Management Mon Apr 22 21:04:57 EDT 2002
- Wd Device Management Mon Apr 22 21:04:57 ENT 2007 Save
- ot Event. Processing Mon Bpr 22 21:04:57 EDT 2002 I
L %8 Intrusion Detection Mon Apr 22 21:04:57 EDT 2002 Apply
B Sustem Files I
':l@ Authorization Mon Apr 22 21:04:57 EDT 2002
% Daemons Mon Apr 22 21:04:57 ENT 2002 =1
[ | [+
""" Close

374 X TCP A Al

Telnet from Router Light to Router House 2! type testattack&LIC}. Space E== Enter 7|12 +2 ™
Sl KMo RHAEHEILICE BHRE stA 0| AZELICH

light#telnet 10.64.10.45
Trying 10.64.10.45 ... Open

User Access Verification
Password:
house>en
Password:
house#testattack
[Connection to 10.64.10.45 closed by foreign host]
!-—-—- Telnet session has been reset because the !--- signature testattack was triggered.

Cts& &QlIRrL|Ct.
HRH 0] TAoll CHH ALR 7Hs Bt BHel EAk7t glarLic
24 Hd

ol dMoiM= Hm|aelolM BXE sidste ol M8E + = HEE MSELICH

MEX 0|8 REQ HIUHS B2 AF25104 10.64.10.490] A2 @A EILIC}. cd Jusr/nr/etc B
?ﬁliﬂ—lcr cat packetd.conf& ®/={grLICt EIAE =20 Cisl TCP MY S SHI2H UYFH
732 Action Codes(2td Z =) Z=of 4747} EAIEILICH O] oflQF Zo| TCP AHA ™S LIEFHLICY.

netrangr@sensor-2:/usr/nr/etc

>cat packetd.conf | grep "testattack"
RecordOfStringName 51304 23 3 1 "testattack"
SigofstringMatch 51304 4 5 5 # "testattack"

MEN| A+Z HME "none"2 2 M 5HH Action Codes(2fd Z =) Z=0f 00| EA|ELICE Ol



O| iAo = =+ U= 2ol &S LIEHELICE

netrangr@sensor-2:/usr/nr/etc

>cat packetd.conf | grep "testattack"
RecordOfStringName 51304 23 3 1 "testattack"
SigOofstringMatch 51304 0 5 5 # "testattack"

Ok

10| MSELICH MM Qe o|AE 2HE| 2R E Q| 2|F

MMl ALIZE QIE{H 0|AM TCP R
B2 AL|X|0|M set span BHEE ALSstod +HE M CHS

QUE{m|o|]A0| AZAstE ALQRI7t U=

TES MEELICH

set span

banana (enable) set span 2/12 3/6 both inpkts enable

Overwrote Port 3/6 to monitor transmit/receive traffic of Port 2/12
Incoming Packets enabled. Learning enabled. Multicast enabled.
banana (enable)

banana (enable)

banana (enable) show span

Destination : Port 3/6

! -—— Connect to sniffing interface of the Sensor. Admin Source : Port 2/12
I --- Connect to FastEthernet(0/0 of Router House. Oper Source : Port 2/12
Direction : transmit/receive

Incoming Packets: enabled

Learning : enabled

Multicast : enabled

Bl mE

- EE ot

. Cisco Secure Intrusion Prevention x| H 0| X|
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