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« Cisco ISE(Identity Services Engine) EH{%1 3.0.0 0|4

« ISE ZTZ2I} 3! MH|A gAM5HE

« SNMP S&182 2 F4E NAD(Network Access Device)
ol &

1EHAH!: Q&2 Bh= NADE A gt

E)> Alarms(ZE)E 0|S &Lt

1. Dashboard(CHA| &
2. A2 MBEAE S &5t 1 WEs 2= NAD & x| 0|8 &=
3."Z 2 SNMP 2 Alml" 27 HAIX| LHS| "NAD A" HEE & X35t0{ EE NAD 2
FAE AHEE £ %aucr

ZIO|E IP F

2EH7|: SNMP7t FE S e HIEST HMA EX| NAD SEH0|EM M- F¢l
x| &l
NAD Z2t0|E Q| CLIo| 21015t 0] WA A stod SNMP 7|50| 445 E|of Ql=X| &0l
grLCt.
show running-config | include snmp

SNMP v3 0f:



Switch#show running—config | include snmp

ip access-1list standard snmp-access

snmp-server group my-snmp—group v3 priv read admin-view access snmp—access
snmp-server view admin-view iso included

SNMP v2c 0f:

snmp—-server community public RO
snmp—-server community private RW
snmp-server host 192.168.1.100 version 2c public

3EtAH: SNMP & SNMP R LIE| At 2= SNMP QIE/ZEI0|HA| Z2E
2 H|ZHS 7} NADLH ISE 250l M e x|5t=X| EQlghL|ct

CHS EHAIE AFE35H04 SNMP v2¢ ZdI|ad|o|MHME HSELICEH
1. NAD Z2I0|HE CLIol 292! 3t 1 " show snmp community " H&S A sHL|Ct

2d.

AR &3

T

Community name: public

Community Index: public

Community SecurityName: public
storage—-type: nonvolatile active

2. ISEQ| A< : Administration(Z 2|) > Network Resources(HIE X3 2|4 A) > Network
Dewces(HlE-?—-lEL C|HtO|A)2 oS &fLct

3. SNMP 7R/ LIE| EXYE X SNMP H{Z10] "show snmp community" 2| £241} Ux[st=X[ &
215t 7| 2l AEE NAD =52 HAFLICH

ISE SNMP v2c:



SNMP Settings

SNMP Version 2c W
MP RO
Community public

Auth Protoco
Suth Password
Privacy Protoco
Privacy Password

Palling Interval 28,800 seconds(Valid Range 600 to BE400 or 2ero

Link Trap Quary
E MAC Trap Quary

Driginating Policy Sendices &
Mode Auto

?|xI= SNMP v3 Auth/Privacy HIZ#H S & OtA 3 M| LICH o[2fer At 5Fo| H=

Fa
Qlsted™ ChE EHAlof e Xt SYE CHA| =6t EAIL.

ot
ro
A
Jor

1. ISE GUIo| 23 elgLCt.

2. Administration(# 2l) > Network Resources(HIE /3 2|4 A) > Network Devices(HE {3 C|
HFO|A)2 oS &Lt

3. AHEI NAD § 52 8351 SNMP Settings(SNMP )2 0|S & LIC}. Auth Password(2!
2! Privacy Password(Z 20|t A| H| 2t 3 )0{| Af 'Show(EAl)'E E=IFLICH H]



SHNMP Settings

SMNMP Version 3
SMNMP RO
Communily
SNMP Uzername  pest
Security Leve Briv o
Auth Protocol SHA a
futh Password test@l123 Hide

AES12E e
Hidde

Privacy Protocol

Privacy Password  gesi@123
Paolling Intarval 28 800 seconds{Valid Range 600 to BEA00 or zera)
Link Trap Guaery
v

MAC Trap Quéry

Originating Policy Services
Auto

MNode

AL x| CLIo| 23 QI8 LC}.

4.

« configure terminal @& & AsistL|Ct

- OHCHS o] HHES A#5o AR SNMP v3 At 32 A0l EFLICH.
2 90%| B

snmp-server user <username> <groupname> v3 auth sha <auth-password> priv aes 128 <priv-password>

0d:
snmp-server user test snmpgroup v3 auth sha test@l23 priv aes 128 test@l23
=i de]|
1 -
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ATHA[: ISE PSNZF NAD EE10|HE

gfLict



2. NAD Z22I0|1E M PSN =EZ ping EHIAEE #&&LC}.
3. PSN .==2} NAD Atolof ZE 161 2! 1627} &ed Q=X]| &Qlstct

« NAD Z2I0|HENM Z2 0 X T EZo| EHUIZ AI2510{ E|AESI0{ LE 161
2l 1627} ded U =X =elghLiCt.

telnet <ISE IP-address> 161
telnet <ISE IP-address> 162
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SNMP 2% Alnf ZE &= ISE7F UER T HAMIA ClHO|AE MEBXMo= FB|stk| ZE M g gt
LICt ol det™o 2 F C|HHO|A 7HO| SNMP HRLIE| EXtY, M = v3 XA S #HEdE
ool 2UXIZ Qls L EELIc 3 UDP ZE 161 £ 1628 AHEStE YstHo|ut
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_7.html
https://community.cisco.com/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456
https://community.cisco.com/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/7282-12.html
https://www.cisco.com/c/ko_kr/support/docs/ip/simple-network-management-protocol-snmp/7282-12.html
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