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Switch#config terminal
Switch(config)#radius-server deadtime 2
Switch(config)#radius-server dead-criteria time 3 tries 3
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Switch(config)#radius server RAD1

Switch(config-radius-server)#address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23

Switch(config)#radius server RAD2

Switch(config-radius-server)#address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
Switch(config-radius-server)#automate-tester username test-user ignore-acct-port probe-on
Switch(config-radius-server)#key Iselab@l23

oM HZ 8 X test-user= EIAE AL XE ID AFE X} O|& QILICH. ignore-acct-port 7| HEE
ALXI7F HH7L ALEE o7t 28 ZE HS E ASBSIHX| ekotof &2 L—PEP"”L—IEP. probe-on 7| E
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radius server RAD1
address ipv4 10.127.197.164 auth-port 1812 acct-port 1813
key Iselab@123

radius server RAD2
address ipv4 10.127.197.165 auth-port 1812 acct-port 1813
key Iselab@123

aaa group server radius RADGRP

server name RAD1
server name RAD2

XtME 238 27| 2/sl RADIUS X aaa-trans C|H 17} A2|x|0| A &3 E[of U&LICt

Switch#set platform software trace smd switch active RO radius debug
Switch#set platform software trace smd switch active RO aaa-trans debug
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RADIUS:

User-Name
User-Password
Service-Type
Vendor, Cisco
Cisco AVpair
Framed-MTU

Send Access-Request to 1

[1]
[2]
[6]
[26
[1]
[12

Message-Authenticator[8

EAP-Key-Name
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
Vendor, Cisco
Cisco AVpair
NAS-IP-Address
NAS-Port-Id
NAS-Port-Type
NAS-Port

CalTling-Station-Id
-Id
Started 5 sec timeout

Called-Station
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[4]
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[61
[5]
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RADIUS: Retransmit to (10.127.19

RADIUS(00000000): Route radius P
RADIUS: authenticator c0 1f cO
RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Framed-MTU [12
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RADIUS: NAS-IP-Address [4]
RADIUS: NAS-Port-Id [87
RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
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Calling-Station-Id
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(info): RADIUS: Started 5 sec timeout
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RADIUS: Retransmit to (10.127.19

RADIUS(00000000): Route radius P
RADIUS: authenticator c0 1f c0

RADIUS: User-Name [1]
RADIUS: User-Password [2]
RADIUS: Service-Type [6]
RADIUS: Vendor, Cisco [26
RADIUS: Cisco AVpair [1]
RADIUS: Framed-MTU [12
RADIUS: Message-Authenticator[8
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RADIUS: NAS-Port-Type [61
RADIUS: NAS-Port [5]
RADIUS: Calling-Station-Id [31
RADIUS: Called-Station-Id [30
RADIUS: Started 5 sec timeout

(info): AAA/SG/TRANSAC: Server (10.12

%RADIUS_AUDIT_MESSAGE-6-RADIUS_D
%AAA_AUDIT_MESSAGE-6-METHOD_LIST
RADIUS: Fail-over to (10.127.197
RADIUS(00000000): Route radius P
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User-Password
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Message-Authenticator[8

EAP-Key-Name
Vendor, Cisco
Cisco AVpair

[10
[26
[1]
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Calling-Station-Id
Called-Station-Id
Started 5 sec timeout
Received from id 1812/49
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-15/configuration_guide/sec/b_1715_sec_9300_cg/configuring_aaa_dead-server_detection.html
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