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1. ISEO]| CHEF AAA 215 2 2|3l NAD(Network Access Device)E T43&fLICE O] 7F0|E0|ME C}
2 Zm|agolMdg A8 LICH

aaa new-model

radius server ise3l

address ipv4 10.4.21.47 auth-port 1812 acct-port 1813
key Cisc0123

aaa server radius dynamic-author
client 10.4.21.47 server-key Cisc0123

aaa group server radius ISE



server name ise3l

aaa authentication dotlx default group ISE
aaa authorization network default group ISE
aaa accounting dotlx default start-stop group ISE

dotlx system-auth-control

2. 2|0 A ClHIO|A FXE FEELICH

device-tracking policy DT1
tracking enable

device-tracking tracking auto-source
3. dot1x 21&EE I8t switchportE 435t 0[od| C|HFO|A F=X HAZ edZgtL|Ct,

interface TenGigabitEthernetl/11
device-tracking attach-policy DT1
authentication host-mode multi-domain
authentication order dotlx mab webauth
authentication priority dotlx mab webauth
authentication port-control auto

mab

dotlx pae authenticator

4. RO SNMP 7R L|E| 2!
RW ZHRLIE|IE 7 HE = U).

¥
(0)]
pd
<
LY )
|m
I
mjo
—LI
Q'I_l
)
E
[m
e
[u
0]
-1
Pl
Q'I_l
fjo
of
h
]
-
_lTI_
x
il
7
[0
o

snmp-server community public RO

snmp-server community private RW

snmp-server trap-source TenGigabitEthernetl/16

snmp-server source-interface informs TenGigabitEthernetl/16
snmp-server enable traps snmp authentication Tinkdown Tinkup coldstart warmstart
snmp-server enable traps aaa_server

snmp-server enable traps trustsec authz-file-error

snmp-server enable traps auth-framework sec-violation
snmp-server enable traps port-security

snmp-server enable traps event-manager

snmp-server enable traps errdisable

snmp-server enable traps mac-notification change move threshold
snmp-server host 10.4.18.130 version 2c public udp-port 161

5. PrimeO| C|HIO|AE ZE|& £+ U E &Ll of = SSH HMAE 7L EHLCt



username admin password O cisco!123
aaa authentication login default Tocal

Tine vty 0 4
transport input ssh
Togin authentication default

6. (M= AtY) SSH 242 2| B2 RSA 7|7t E2efLICH NADO] 8tLt O] gl B CtE EHE ALS
oto{ gLt

: & ClHO|&0ME RSAE ddst7| ™ol #EE THQlol EeEfLch 7I& =

% * O|etx| =5 Cldto|A0of =MRl0] T E[o] U=X| EIEhLCH.
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ip domain-name cisco.com
crypto key generate rsa
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7. Inventory(2/HIE 2|) > Device Management(C|HO|A £ 2[) > Network Devices(H E {3 C|H} O]
2£) > Plus sign(+) > Add Device(E|HFO|A FIHO|M HER 3 C|HHO[AE FI}efLICH

—= T

sifia]i. 3
asco.  Prime Infrastructure

f | Inventory / Device Management / Network Devices

Device G
Device Groups evice Broups

All Devices
- Admin State Groups & Sites w
Add Device .
i Bulk Import Admin Status Device Name A |P Address
All Devices
v Device Type
» Switches and Hubs No data is available
» Location (i
User Defined

o

- ek IP = DNS & StLIE MEfEfLICH
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Add Device X

* General Parameters

General — / ® IPAddress | 10.88.174.226 |
O DNSName | |
* SNMP
License Level | Full v | (7]
™
Telnet/SSH . Credential Profile | --Select-- v @
[ ]
[ ] . - -
. Device Role | Select " o
HTTPHTTPS
Add to Group | --Select-- bl | (7
Civic Location
m | Verify Credentials | | Cancel
L}. SNMP AlAM:
Add Device X
* SNMP Parameters
* General vy Version | y2c A ‘
* SNMP Retries | 2 |
* SNMP v [
* SNMP Timeout | 10 | (Secs)
. “ SNMP Port | 161 |
Telnet/SSH *
. * Read Community | I ‘ (7]
[ ]
HTTPHTTRS . * Confirm Read Community | — |
Write Community | R ‘ o
Civic Location Confirm Write Community | . |

m | Verify Credentials ‘ ‘ Cancel




iii. Telnet/SSH Al M:
Edit Device X

Telnet/SSH Parameters

* General 4 Protocol | §5H2 - ‘
*CLI Port | 22
* SNMP “
* Timeout | &0 (Secs)
.
Telnet’/SSH ~ +/ . Username | 54min
.
™ Password | .....ccesesersssens
.
HTTR/HTTPS Confirm Password | .....cceecenranenes
Enable Password | .......coeeerenenns (7]
Civic Location
Confirm Enable Password [,

* Mote:MNot providing Telnet/SSH credentials may result in partial collection of inventory data.

Update & Sync Verify Credentials Cancel

A | Inventory [ Device Management / Network Devices

Device Groups
Device Groups iy

All Devices Salected 1
= + 4| |/ |3 | AdminSme w | Sync Groups & Sites Expart Device Revoke Cerlificate Show | Quick Fi
[+ Reachability Admin Status Davice Name 4 IP Addross DNS Nama Device Type Last Inventory Collection Status
Al Darvicas
v Divcd Typd
» Sydichos and Hubs | Managed MXC TAC MOT-6816-01 k.. 10.88.174.226 7 1088.174.226 Cisco Catalyst CES16-X-LE Fixe..  Completed
* Locaton
User Dedined

9. Primelt ISEQ| &
i. Administration(Z 2[) > Servers(AH) > ISE Servers(ISE AH)ZE 0|S & L|C}.

Lt EECH2 HIFollM Add ISE Server(ISE ME{ F£7HE MEHSH CHE Go(O

© !u Prime Infrastructure O, ~

ft  Administration [ Servers / ISE Servers

-- Select a command -- v |[.Go
Add ISE Server

" toct

e Delete ISE Server(s)
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A | Administration / Servers / ISE Servers / Add ISE Server

Server Address 10.4.21.55
Port 443
Username admin
Password
Confirm Password
HTTP Connection Timeout 30 (Max:300 secs)

iv. ISE Server H|O|X|2 CtA| O|S & LICt. M A Ef7} Reachable(?1Z 7ts)E EA|E|1 Role(
gho| E AlElLICHStandalone(5 &/&), Primary(F) [MnT] EE£ Secondary(E2 X) [MnT]).

© M Prime Infrastructure 1oy - RODT-DOMAIN ¥

A Administration / Servers / ISE Servers e owmQO

- Selecta command - v || Go

Server Address Part Retries Version Status Role

1042155 443 1 31.0518 Reachable Primary

AEXQIE I oM

10. dot1x(RFC 3850) 21&2 st & B2 T/ g5Hok &LICt. Ol= Cisco NAM(Network
Access Manager)2 #4335t 7{L} OS Native SupplicantE & &304 7348 & Q&LICH o] I
olo|Mut ZtHE B M= BHoa 2 o] dHEAMo| o248t EHHl= Z&stR| & LCt

ISEE NADE S E{ RADIUS A E gt B MO 2 AISKIE QIS EL|Ct.
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1. Operations(2 ) > RADIUS > Live Sessions(2}0|= MM)Z2 o|SEFLICE

ALEX} 2to|E Mi440] o] m[o|X|oi LEFE|of U= K] &
FELch

-1

Infrastructure 2t =

= Cisco IS

Live Sessions

Last Updated: Thu Ape 14 2022

QUL MM

Opearations - RADIUS

22 13:04:40 GMT-0400 (Enstern Daylight Teme)

2 . Operations(2 ) > RADIUS > Live Logs(Et0|E 2)0i M MM IDE

= Cisco ISE
Live Logs
Misconfigured Supplicants
Time Status
L ]
NAD SHO|
= L=

3. NADO{| M A4 MR ALE S =0

Operations - RADIUS

Misconfigured Network Dovicos RADIUS Drops

0 0

Session 1D Repea_  Identity Endpoint 10 Endpoint—.  Authenti.. Authoriz—  Authosiz..

w a

[FRl CASEAEEZ000000ZF1E630A0

A0 (Fastarn Msinkt Timal

MXC.TAC.M.07-6816-01#show authentication session int Tel/1ll detail

Interface:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Method status Tist:

Method
dotlx

TenGigabitEthernetl/11
a036.9fb9.67ea

Unknown

10.4.21.51

ivillega

Authorized

DATA

multi-domain

both

N/A
OA58AEE20000002F1E163DA0
0x00000023

0xD9000001
POLICY_Tel/11

State
Authc Success

Cliont Stopped Respanding

0

Event

St

MEE Prime

QIghL|ct

1P Address

| HL|ch MM ID= ISEQ| MM IDQF x| 8 L|Ct.

Ropeat Countar

Network De...

Device Port
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4. ZLEHZ > ZLEHE =7 > 22H0|HE U ASXIZ OIS HLICH JI=EXZQIESIMAC FATLE
AlELIcH

e ule prime Infrastructure

M  Monitor / Monitoring Tools / Clients and Users

Track Cliens Identily Unknown Users
MAC Addiess 1P Address 1P Typse Usér Nami Type &  Vendor Location Device Name Inteiface Interta... VLAN Protocel Status Association Time
"“j a0 36 b9 6T ea 1042151 IPvd ivillega i -] intel C.. Unioneren MXC TAC MO TenGagabit o 023 Dizassoci Apr D6, 2032, 12:35:29 PM

A ALE AL MM MEAE 2 ISE M BE7H Z AIELICH
bl Prime Infrastructure -

rEI

A | Meniter { Monitoring Teols { Clients and Users | a0:36:9f.09:67 ea

Crvenview ISE Events Troubleshoot and Debug Lacation

» Attributes

» Client Attributes
Mt Mone

General Session Security
Usar Hame  Fviliga (7 $alud  [Nsassociated Authenticaling 15 ige-31
Authentication Methed 302 1%
MAC Address a0 35 97b% 67 ea VLANID L
Auth Status A

VLAN Mame  Digia Mol Avadl

Austhorization Profile Name
n Posture Status Uinkngwr

W Address 1042151
Vendor  Intol Corporate Inbertace

" 1
ation Interface Description

Emdpoint Type TrustSec Security Groap

Audit Session 10

S S—— Switch Name  MXC TAC M 07-6816-01 ivil

Media Type | Windows AD Domain  Dista Mat As
Swilch IP Asdress  Dsla Mol Available
COP Davice 1D EAP Typo Usikniown

Wired Speed  1Gbps
On Hetwork  No

Soltware Version

Traffic
Last Accounting Time  2022-Apr-07. 224821 UTC

Bytes TufRx 00

6. 0| EY A= QIE0 CHEt MM O|HEE HME 4= Q= ISEEH= B{0| Q!
Infrastructure 7} ISEOIAM O|HIEE 7t X{2= O AFE35HE AlZE ZH|S M=

A | Monitor [ Monitoring Tools [ Clients and Users | a0:36:91:b9:67:aa @owm|[
Crverview SE | Events = Troubleshootand Debug | Location
# Lot 5 Heurs ~

Bitibent T

Aad T

BT

Authentication Records

2 recends

Stabws Fallure Reason

Ape 14, 2022 09.04 FM
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1. ping2 AF&3t0{ ISEQL Prime Infrastructure 7+2| 9122 E|AEFLICE Q10| Qi B ISE &£
= PO & ZE2E ArE5to EXME &2 = UsUct

T

2. 9Bt A0 A E ZETHISE MnT =0 Led U EX| EOIELICHZ|E ZE £ 443).

ise-31-1/admin# show ports | include :443
tcp: 0.0.0.0:80, 0.0.0.0:19444, 0.0.0.0:19001, 0.0.0.0:443
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3. Prime Infrastructure 0l A ElLIS AI2 5104 9B A0 A T4

prime-testcom/admin# telnet 10.4.21.55 port 443

Trying 10.4.21.55...
Connected to 10.4.21.55.

UoH ElAET HEZHSS oD

Eldl B AE Q| £240| <ISE MnT IP/FQDN>0]| A2 E|0] Qo H

Bl B| A E 9| £240| Trying <ISE MnT IP/FQDN>0| M H& ZHe
St HEQ|3 CI|HIO|A S| ACL EE= W3t a0 ghadE £ Q
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