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Overview
o 13013 Received TACACS+ Authentication START Request
Request Type Authentication
15049 Ewaluating Policy Group ([ Step latency=1ms)
atus Fail ) ) 5 :
Statu 4 15008 Ewvaluating Service Selection Policy {Q Step latency=0m
Session Key goldenserver/541265148/80 15048 Queried PIP - DEVICE.Device Type ([J Step latency=2m
15041 Ewaluating Identity Polic Step latency=3ms
Message Text Failed-Attempt: Authentication failed 9 ¥ v (8@ P ¥ )
15048 Queried PIP - Metwork Access.Protocol (TJ Step
Username diviya - latency=2ms)
Selected Identity Source - Internal Users Ste|
Authentication Policy Arista SW_TACACS »> Arista SW_TACACS Auth 15013 ¥ (T Step
latency=2ms)
| d hori n Lookin ser in Internal Users IDStor
Se clctc Authorizatio Deny All Shell Profile 24210 -o0King up Use ternal Users IDStore ([ Step
Profile latency=0ms)
—— Found User in Internal Users IDStore ({3 Step
latency=37ms)
13045 TACACS+ will use the password prompt from global
Authentication Details T TACACSs configuration (T Step latency=0ms)
= " 13015 Returned TACACS+ Authentication Reply (T Step
Generated Time 2025=07=27 16:06:30,094000 «05:30 latency=0ms)
Logged Time 2025-07-27 16:06:30.094 13014 Received TACACS+ Authentication CONTINUE Request (
7 Step latency=68ms)
Epoch Time (sec) 1753612590 15041 Ewaluating Identity Policy (13 Step latency=0ms)
ISE Node goldenserver 15013 Selected |dentity Source - Intarnal Users (7 Step
R latency=4ms)
Message Text Failed-Attempt: Authentication failed - Leaking up User in internal Users IDStore ({F Step
242
latency=0ms)
Failure Reason 13036 Selected Shell Profile is DenyAccess
24212 Found User in Internal Users IDStore {l,'} Step
Resolution Check whether the Device Administration Authorization Policy latency=7ms)
rules are correct 22037 Authentication Passed ({3 Step latency=0ms)
Root Cause Selected Shell Profile fails for this request 15036 Evaluating Authorization Policy ([ Step latency=0ms)
- 16048 Queried PIP - Netwerk Access.UserName (T Step
Username diviya 2 latency=4ms)

Cisco ISE2| "13036 Selected Shell Profile is DenyAccess" 2F = YA O 2 TACACS+ C|HFO[A
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L Steps
Overview s

13017 Received TACACS+ packet from unknown Network Device
0

Request Type Authentication or AAA Client
Status Fail

Session Key

Massage Taxt Failed-Atempt: TACACS+ Request dropped

Generated Time 2025-07-27 17:50:17.705000 +0%5:30
Logged Time 2025-07-27 17:50:17.705
Epoch Time (sec) 1753618817

goldenserver

74E X0l O|R & AL %I IP FAT}FISEONM WER T CIHIO|AZ FIHE|X| 47| HE
?:.'l—l CHAdministration(2 2l) > Network Resources(H|E- /3 2|4 A) > Network Devices(L|
E {3 C|dto|A) ofa).
« IP T4 = HR|7F TACACS+ T E TE 57| 2I5H Arista A{X|0|MH AFHE B2 A4 1PQ}
MEs| Yx[et=x| el
ARRIMM 2| QE{HO|AE AE5tE B HeEE IP(MER /L7t ot )7t ISEX| FIHE
RA=X| &elgct,

* ISE GUIO|A Administration(2 2]) > Network Resources(H|E 43 2|4 A) > Network
Devices(HIE{3 C|HIO|A)E O|SErLCt.

* Arista AQ|X|Q| HEtEt AA P FATF TACACS+ S 4104 AF E|l=X| & QIFLICHCHE
=9o| 22 &l QEm oA IP).
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