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Session-started =~ ——— Always Authenticate via 802.1x

Terminate 802.1X

Vel

AAA-Server-Down -@
/ [

Authentication-failure _@* No-Response ———— Assign Guest VLAN

\ 802.1X-Failure

Authorize Port

Assign Guest VLAN
EVENT CLASS ACTION
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Defined under
class-map
command

Defined under
POLICY » policy-map

command

Applied with
* service-policy
command

( INTERFACE |

ID Ao &2 x| 8|o|M

authentication display new-style @& 2 Bl|7HA| ZAI|Z3|0|ME M AELUE BHBHEFL|CH

switch#authentication display new-style




A session start would mean a new MAC
address learnt on the port

* Do 802.1X authentication, Preceding
“10” indicates sequence no. of this action.
= The do-untill-failure + authenticate
dot1x means: No matter the endpoint is
capable of 802.1X or not unconditionally
expect for EAPOL frames.

If MAC Authentication fails, then strop
MAB and initialize authentication restart
| timer to 60 seconds.

This event activates when the switch
receives an EAPol frame. This statement
is useful when dot1x times-out and later
the end host initiates an EAP session.

policy-map type control subscriber POLICY_Gi1/0/1

event session-started match-all
10 class always do-until-failure
10 authenticate using dot1x priority 10

event authentication-failure match-first

10 class DOT1X_NO_RESP do-until-failure

10 terminate dot1x
20 authenticate using mab priority 20
20 class MAB_FAILED do-until-failure
10 terminate mab
20 authentication-restart 60
30 class always do-until-failure
10 terminate dotix
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dot1x priority 10

* 10 is sequence number of this class.
* “always” means execute following
actions unconditionally.

| * “do-untill-failure” executes actions
sequentially until any one fails on its way.

| An Authentication failure event to activate
this section. Match first exits the event
| processing once a match is made.

| On no response from the end-point,
terminate 802.1X and attempt for MAB
| authentication with priority 20

If both 802.1X and MAB authentication
fails per session, then terminate both

| authentication methods and wait for 60
seconds to retry an authentication

' Similar to authentication priority dot1x
mab command, if EAP frames received
| after MAB, then stop MAB and do 802.1X

ID A0 =M 3 A
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WS-C3850-48F-E#show run aaa

aaa 215 dot1x 7| 15 radius 24

aaa 215 HEQ3 7|2 2& radius 2Z4

MEX} 0| admin HIZEIE 0 xxxxxx

radius AB{ ISE1

=2 ipv4 10.127.197 .xxx &!

=S ZE 1812 HX ZE 1813




pac 7| xxxx@123
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aaa 1& AH radius ISE2

MHE O|F ISE1
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aaa M| 2 &

aaa session-id common

I

aaa At radius S% =&t

Z2I0|AE 10.127.197.xxx MH 7| xxxx@123
dot1x A[AE Q15 Xi|od

!

WS-C3850-48F-E#show run | in POLICY_Gi1/0/45
policy-map type control subscriber POLICY_Gi1/0/45
service-policy type control 7F2/X} POLICY_Gi1/0/45
WS-C3850-48F-E#show run | sec POLICY_Gi1/0/45
policy-map type control subscriber POLICY_Gi1/0/45
O|HIE MM A|ZHE match-all

10 Ecia
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10 dot1x @M =2|E A& 5t0q 2l

0l

0
event authentication-failure match-first
5 Z2iA DOT1X_FAILED do-until-failure

10dotIx S =



20 2IB-KH A= 60
10 E2iA DOT1X_NO_RESP do-until-failure
10 dotix S =

20 mab SME=LQIE AFRSH0q 2l

0l

20

ol

20 224 MAB_FAILED do-until-failure
10 mab =

20 21&-mHAl%F 60
40 2eliA s o Afg x| =
10 dot1x B =

20 mab 3=

30 authentication-restart 60

O|HIE 00| ME 0| A 32 match-all
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10 Eiac 2o Amist7| MK =

10 service-template DEFAULT_LINKSEC_POLICY_MUST_SECURE & 43}
service-policy type control 7F2/X} POLICY_Gi1/0/45
WS-C3850-48F-E#show run interface gig1/0/45

M dcsi=E S

4
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34X A 303HI0|E

QIE{H| 0| A GigabitEthernet1/0/45

switchport access vlan 503
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access-session port-control auto
MAB

cts g 7(gF M o

0jo

dot1x H|O|X| QIS Xt

service-policy type control 7FXt POLICY_Gi1/0/45
=

WS-C3850-48F-E#show run cts

!

cts TEh F0{ S5 ISE2

cts sxp AlHE

Ojo

cts sxp 122 10.127.197.xxx &= &}
cts sxp 7|8 £A-ip 10.196.138.yyy

cts sxp 7|2 HIZHE xxxx@123
ISE 7

1EHA: ISEOIM 215 & HEF Fof HA 4o

Status  Fule Mame Conditions

Status  Rule Name Gonditions Profiles

DE I AIIHESR AZH0OO

Oplions

ecurity Groups
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Overview Components TrustSec Policy Policy Sets SXpP Integrations Troubleshoot Reports Settings

—
SXP Devices

SXP Devices > SXP Connection

All SXP Mappings » Upload from a CSV file

- Add Single Device
Input fields marked with an asterisk (*) are required.

MName
switchb)|

IP Address™
10.196.138.132

Peer Role*

LISTENER ~

Connected PSNs*®

isesec =

N
SXF Domains*
default = .
Status®
Enabled e
Passward Type*
NONE A4

Password

3EHH|: SXP Settings(SXP AH)0i| M T H|ZLHE 74

dis Identity Services Engine ‘Work Centers / TrustSec

P! Bookmarks Owverviaw Componeants TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Sattings

=

S2  Dashboard Genersl TrustSec Settings )
SKP Settings

T " in

1! Context Visibility rustec Matin Setings

TCIE fmcem SRt B8 Publish 5P bindings on peGrid @ Add Radius and PassivelD mappings into SXP 1P SGT mapping table

X Operations

SHP Sattings
O Policy AGI Settings Global Password
2. Adminisiration Global Passward
Al Work Centers This global password will ba overriden by

the device specific passward

Timers

Interactive Features



WS-C3850-48F-E#show access-session interface gig1/0/45 &t Al HE
QIE{H|O|A: GigabitEthernet1/0/45
IIF-ID: Ox1A146F96

MAC F+&24: b496.9126.decc
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HE: 0x6f000001

AR 2E: POLICY_Gi1/0/45

HME &El SE:

HME AEH

WS-C3850-48F-E#

WS-C3850-48F-E(config)#do cts sxp conn FEA|

ok

SXP: &M 3}HE

ol =



XHElE =0 HH: 4
7|2 HIE2HE: 4
7|2 71 Ml dEEIX| oS

7|12 7| M2l o|F: sHE g3
7|18 AA IP: 10.196.138.yyy
Q1A CHA| Al 7| Z[ZH 120

=™ 712k 120x

|01 IP: 10.127.197 .xxx
A IP: 10.196.138.yyy
AZ AEl: On

Conn H{%: 4

A 7|5: IPv4-IPv6-ME L

A4 BEF Az 120=

OFx[af & Ef #4Z 0|F 7|7t 0:00:00:22(dd:hr:mm: =)

& SXP i = =1

O0xFF8CBFC090 VRF:, fd: 1, |04 ip: 10.127.197.xxx
cdbp:0xFF8CBFC090 <10.127.197.145, 10.196.138.yyy> tableid:0x0

WS-C3850-48F-E(config)#
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Overview Stepa
ot Step 1D Description Latancy (ma)
11001 Received RADIUS Access-Rogquest
dhyal 23 RADILUS £roatod & miw So3sion 0
B:96:91:26.0E:00 Evaluating Policy Graup 70

Evalupting Service Selsction Policy 1
Endpoint Prafile Insgl-Davice
Extracted EAP-Response /identity 2
Authe on Pailcy New Policy Set 1_copy >> Authentication Rule 1 12500 Prapared EAP-Riqusst proposing EAP-TLS wii mangs 2
Aty Néw Palicy St 1_cepy »» Auhorization Fule 1 12625 Vialid EAP-Kay-Nama attribute received o
11006 Roturned RADIUS Accoss-Chalonge o
ParmatAccess
Recelved RADIUS Access-Regquest 16
RADIUS &5 ro-using an existing session o

Exfracted EAR-Response/MAK requesting to use PEAR

Authentication Details atiad ¢
12300 Prepared EAP-Request praposing PEAP with challenge 0
Source Tim 2025-06-2% 14:01:01.632
12625 Valid EAP=Key=Name stribute recoived 0
d Timastamp 2025-06-23 14:01:01.632 11006 Returned RADIUS Accoss-Ghalienge
Puiicy Ser Baaac 11001 Recelved RADIUS Access-Reguest
11018 RABIUS b5 re-using an existing session o
Ew a
1230: Extractod EAP-Responses contsining PEAP challenge- :
[Tr— divya123 i response and accepting PEAR as negotiated
61025 Open 0cune connection TLS puer 1
User
12318 Successtully negotisted PEAP version 0 0
B4:96:91:26:0E:CC 12800 Exiractad first TLS record; TLS handshake siasted 2
B4-96-01-26-DE-CG 12808 Exiracied TLS CheniHelle message 1
12806 Prepared TLS Serverbillo message 0
Inted-Device
12807 Frepared TLS Certificate message 0
Il Uisors 12608 Prepared TLS ServerKeyExchange message 18
12810 Prepared TLS ServerDone message ]
Frofiled 12305 Prapatad EAP-Riguast with anathis PEAP challongs 0
000MIO0O00I0RSS | GIDAE Returned RADIUS Arcess-Chasienge 0
11001 Racabunc BANIIS frraee. Ramiaet 4

12806 Prapared TLS ServarHelo message 1]
Endpaint Prafile Ined-Device
12807 Prepared TLS Centificate mossage a
Ieaereal Lissrs 12808 Prepared TLS ServerKeyExchange message 18
Prapared TLS SorvarDans mossge ]
Profigg Prapared EAR-Request with another PEAR chal ]
H00000000000000B95 1 63088 Retumed RADIFS Access-Ghallenge (]
Received RADIUS Accoss-Roquest &
dotix
RADIUS is ri-using 5s existing 36ssion [
PEAP (EAP-MSCHAPYZ) — Extracted EAP-Response containing PEAP challenge- ;
S respanse
Eramed
Preparsd EAP-Request with anosher PEAP challenge [
wwiena Returmed RADIUS Access-Chalionge L]
HAS 1Pvd Address 10.196.138.132 11001 fecehved RADIUS Access-Request ]
nma RADIUS Is re-using an existing session [
i GigabitEtherngt1/0/45
- Extractod EAP:Rewp va PEAP challonge - N
NAS Part Type Etharnet response
Propared EAP-Request with angthes PEAP challenge ]
Authorization F PrmitACCess
Returmad RADIUS Aceoss-Challongs [
ity Group Guens Received RADNUS Accoss-Request L]
223 rrilissoonds noa RADIUS I3 re-using an existing session [
13304 Extracted EAP-Response containing PEAP challange - s
S fesponse
1238 Successiully negotiated PEAR varsion 0 (1]

=X siZ

AL M dot1x 2XIE 4 stdH o CIHE &5t gLich
« BF dot1x C|HH

=i RS LS

dot1x Z{Z:EAPOL pak rx - HHT: 0x1 &4l 0x1 >>>>>> A | X[0{| A &2 EAPoL IHZ!
dot1x I§Z!: Z10[: 0x0000

dot1x-ev:[b496.9126.decc, Gig1/0/45] 22t0|AE 7} EFX|E, b496.9126.deccoll CHEH MM A|Zf O]
HIE ELH7| >>>>> dot1x 22I0|E T} B X|E

dot1x-ev:[p496.9126.decc, Gig1/0/45] 0x26000007(b496.9126.decc)0ll CH3H Dot1x 915 0| A|EHg]



A& LICH>>>> dot1x7F A|RFE[QA&LICEH

%AUTHMGR-5-A|%f: QIE{H| O| A Gig1/0/45 AuditSessionID 0A6A258E0000003500C9CFC301| A
Z2t0|1E(b496.9126.decc)0| CHEH 'dot1x'E AlZHEfLICEH

dot1x-sm:[b496.9126.decc, Gig1/0/45] 0x26000007 />>>> ZEt0|R1E0f IEAP_RESTARTE HA|
5t EAP Z2MAE CHA| A|ESIEE 2210|HE 93

dot1x-sm:[b496.9126.decc, Gig1/0/45] E2t0|AE0fl RX_REQ #|A| 0x26000007 >>>>> Z2}0|
E oM EAPoL HA! CHZ| &

26000007 dot1x-sm:[b496.9126.decc, Gig1/0/45] OxOl CHEt AUTH_START HA| >>>>> Q15 Z =2
MIA AR

dot1x-ev:[p496.9126.decc, Gig1/0/45] EAPOL THZ! K& >>>>> D @&
dot1x-packet:EAPOL pak Tx - BH{&: 0x3 &4Al: 0x0

dot1x IiZ!: Z0[: 0x0005

dot1x- packet EAP ZE: 0x1id: 0x1 Z0[: 0x0005

dot1x IZ!: F&: Ox1

dot1x 1lH;'I [b496 9126.decc, Gig1/0/45] 22t0|1E 0x2 & E EAPOL I{Z!26000007

dot1x-ev: [Gig1/0/45] =4 pkt saddr =b496.9126.decc , daddr = 0180.¢200.0003, pae-ether-type =
888e.0100.000a

dot1x Z{Z:EAPOL pak rx - H¥: 0x1 &4]: 0x0// ID 8&

dot1x THZ!: Z0l: 0x000A

dot1x-sm: [b496 9126.decc, Gig1/0/45] EAPOL_EAP 7| A|(0x26000007 >>>>> EAPoL THZ/(EAP
ST £41, Mol CHEt 2% ZH| &

dot1x-sm:[b496.9126.decc, Gig1/0/45] EAP_REQ | A|(0x26000007 >>>>>> M 8E & &t &
LICE EAP 2 E #Hlste SLCH

dot1x-ev: [b496.9126.decc, Gig1/0/45] EAPOL IiZ! ™M&

dot1x-packet:EAPOL pak Tx - HH7%: 0x3 & 4l: 0x0

dot1x IiZ!: Z0]: 0x0006

dot1x-packet:EAP Z.E: 0x1 id: OxE5 Z0[: 0x0006

dot1x WZ!: &: 0xD

dot1x THZ:[b496.9126.decc, Gig1/0/45] EAPOL THZ!0| 22}0|@1E 0x26000007 >>>>>> EAP 2

X &
HHsH

dot1x-ev: [Gig1/0/45] =4I pkt saddr =b496.9126.decc , daddr = 0180.¢200.0003, pae-ether-type =
888e.0100.0006 //EAP & =2l

dot1x Z{Z:EAPOL pak rx - HH%1: 0x1 & 4l: 0x0

dot1x ZfZ!: Z10[: 0x0006

|

| Bf2 27t 2 2[x[2t Ecto|AE Zhoi| mEHEod| k2t B2 EAPOL-EAP & EAP_REQ O|HIE 7}
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I
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I
dot1x THZ!: [b496.9126.decc, Gig1/0/45] EAP Success(EAP &3 = 4l) >>>>> MM T2 EAP

Success(EAP &3)

1]
I
ro
(o]
—__
o
il
C
o

dot1x-sm:[b496.9126.decc, Gig1/0/45] EAP_SUCCESS | A|(0x26000007 >>>>> 7| A|(EAP
Success event)

dot1x-sm:[b496.9126.decc,Gig1/0/45] 0x26000007 >>>>> Posting Authentication success(2!&
3 HAl)

%DOT1X-5 A4&: OIE{H|0|A Gig1/0/45 AuditSessionID 0ABA258E0000003500CICFC30HA| 2t
0|@1E (b496.9126.decc)0ll CHEH QB ol MZF&LICH

dot1x THZ!: [b496.9126.decc, Gig1/0/45] EAP 7| CllO|E{7} B X|Z|0 E4 EF0of FIHE >>>>>>
MEol| A B X|El 7} 7| Cllo|H

%AUTHMGR-5-A32: ©IE{H| 0| A Gig1/0/45 AuditSessionID 0ABA258E0000003500C9CFC30H| Af
22}0|91E(b496.9126.decc)0ll CHEH HBH Fo47 HZ & LICH

dot1x-ev:[b496.9126.decc, Gig1/0/45] 22}0|1E 0 0x26000007 (b496.9126.decc) >>>>>
Authorization SuccessO CH 8t Authz SuccessE 2Ff&L|CH.

dot1x-ev:[b496.9126.decc, Gig1/0/45] EAPOL I{Z! ™M& >>>>> 20| E| EAP 83 ™S
dot1x-packet:EAPOL pak Tx - BH{&: 0x3 &4Al: 0x0

dot1x I{Z!: Z0l: 0x0004

dot1x-packet:EAP T E: 0x3 id: OxED Z 0l: 0x0004

dot1x THZ!:[b496.9126.decc, Gig1/0/45] 22I0|HE 0xE T4 E EAPOL IH%!26000007
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