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Cisco ISE API - Certificates ™

[ hEtps:110.106.33.02:44240 - Inferred Url v ]

certs-api-controller mecensas L
:
fapifvl/carts /certificate-signing-roaquest Gel all Conilcate Sigeing Requests rem PAN WV .
fapdfvlfcerte/certificate-signing-raquest Gessrals a Cerificats Signing Requast (TSR v @
fapifvl/carts/cartificate-signing-request/{hostNama}/ {id} Getthe cerifcate signing request for a ghven ID W u

m Japifvlfearts feartificate-signing-raquast /{hostNama}/{id} Delese the certficate sining request for a gheen ID LV
Japifvl/eerts/eartificate-signing-request fexpert/{hostname}/{id} Expod a C5R for a ghven CSR D and hostname LV

fapdfvl/certs/certificate-signing-request/intersediate-ca Generate w B
fapifvlfenrts/ise-root-en/roganerate Ringuoerits sbn intemal CA cerificate chain inchiding root (A on tha primary PAN and subbrdinate Cis on the PSs [Applicable ooly for itemal CAsecrica) v B
Japdfvl/certs /reneu- certificate Minew cielicstin of OCSP reipondsr and Cinco ISE Masibging Senics v B
fapdfvl/certs/signed-certificate/bind Bnd CASinad Cenficat v B
I fapifvlfcarts/system-certificate/{hostName} } system cortificates of a paricular node ool
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ISE2t python ZE O|X|E A&St= CIHIO|A 7Ho| 2HHE @122 & QlELCt.
<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name_=="_ man

url ="

https://10.106. 33. 92/ api/vl/certs/systemcertificate/l SE- DLC- CFMEO2- PSN



headers = {

"Accept": "application/json", "Content-Type": "application/json"
}
basicAuth = HTTPBasicAuth(
"Api Admi n", "Adnmin123"
)

response = requests.get(uri=url,
print("Return Code:")
print(response.status_code)
print("Expected Outputs:')
print(response.json())

auth=basicAuth, headers=headers, verify=False)

CHE2 old 32

of of ULct.

Return Code:

200

Expected Outputs:

{'response’: [{'id": '5b5b28e4-2a51-495¢-8413-610190e1070b, ‘friendlyName': ‘Default self-signed saml server certificate - CN=SAML _ISE-DL C-CFMEQ
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Cisco ISE API - Certificates ™ “®

Servers
| MIEpE:N10,106,33.92:44240 - Infurred U~

certs-api-controller e cers am ~
A
Joapisvi/certs/cartificote-aigning-request Gelall Cenificate Signing Requasts rom PAN v
Japiyvlfenrts eertificate-signing-raquest GeneseaCe v
Sapifvlfeerts certificate-sigming-request/ {hosthame )/ {id} IC L]
m fapifvlfcerts certificate-signing-request/{hosthame }/{id} Deb i} W
fapd/vifcerts/certificate-signing-request/export/{hostname}/{id} Expont A"
Japifvlfcerts/certificate-signing-request/intermediate-ca G AT |

fapifvlfcarts/isa-root-ca/ragenarate R and subcedinate CAS on the PSNs (Appcabie onky for intemal CA senies) v

Japifvijcartsfranaw-cartificate Fenew corifcaies of sponder and Clsco 1SE Messaging Sanvice o
Japifvi/carts/signed-certificate/bind Bind CA Signed Conifcate v o
Japisvlfcerts/systen-cortificate/{hosthane) Getal system cerificates of a particular node o

[ GET Japifvl/eerts/ systen-carti tJ.z.“aJ’{heﬂ.N!ne].n’{_\d)l':u-!',.-'--mq--:.' cate of a parficular node by ID Al

This API provides details of & system certificate of a pamcular node Bsed on gven hostname and 1D
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<ttroot>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__ =="_main__":url ="
https://10.106. 33. 92/ api/vl/ certs/systemcertificate/l SE- DLC CFMEQ2- PSN 5b5b28e4- 2a51- 495c- 8413- 610190e1
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

" Api Admi n", "Admi n123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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ZdlL|Ct. of| & £04, 5b5b28e4-2a51-495¢-8413-610190e1070b= "Default self-signed
saml server certificate - CN=SAML_ISE-DLC-CFMEO02-PSN.cisco.com"&!L|C}.
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Return Code:
200

Expected Outputs:
{'response’: {'id": '5b5b28e4-2a51-495¢-8413-610190e1070b', ‘friendlyName': 'Default self-signed saml server certificate - CN=SAML_|SE-DLC-CFMEQ:
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certificate

URL https://<ISE-PAN-IP>/api/v1/certs/trusted-
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Content-Type: application/json
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J3pa /vl cartsf cartificate- signing- requast /internedista-cs Generate an intermediate CA CSR (certficats signing requast

fapisfwlfcarts ise-root-ca/raganarate Rsgensrats snins nsmal CA cortifcats chakn Inceding rect CA on the primary PAN and subordinats CAs on the PShs (Appiicable only for intermal CA sandc
Japifwlfcarts/renow-cortificate Ronew certficates of OCSP responder and Cisco ISE Messaging Senvice

fapifvlfcarts/signed- certificate/bind Bind CASigred Contifcate

Japijvlfcerts/systen-cortificate/ {hostName]} Gt all sysiem corificates o ap

fapifvlfcarts/systen-cartificate/ {hostName}/{id} Gat system cortificate of & particular nade by 1D
fapifvl/certs/systen-certificate/{hostName}/{id} Updats data for mxisting sysh
m fapifvlfcorts/systen- certificate/ {hostName}/{id} Dalato Systom Carshieats by 1D and hestaama

fapifvifcerts/systen-certificate/export Expor

fapifvlfcerts/systen-certificate/generate -selfsigned- cortificate Gerarato silsigoed carfican in Ciica 15E
fapifvlfcerts/system-certificate/import Impon systees cerficats in Cico 158
I .a'apuu;cenu_.'n..;ted-cepunutgI-- i1 68 o iuated CartiBesRes

API URI

3E 7| Python Codel| o 2ILICH L& E SAteto] E0{E&LICH ISE IP, AHEX} O|F, H

oA EL|CH Mg python IFU 2 X{ZHELICEH

ISE2} python ZE XS AldstE ClHlO|A ZHe| SHIE 922 & QlgtL|ch.

—

<tfroot>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable_warnings() if __name__ =="

https://10.106. 33. 92/ api/vl/certs/trusted-certificate

" headers = {

"Accept": "application/json", "Content-Type": "application/json"
} basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"

__main_":url =




) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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Return Code:
200
Expected Outputs:

{'response’: [{'id": '147d97cc-6¢e9-43d7-9928-8cd0fa83e140', ‘friendlyName': 'VeriSign Class 3 Public Primary Certification Authority’, 'subject: 'CN=Ver
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URL https://<ISE-PAN-IP>/api/v1/certs/trusted-
certificate/<ID-Of-Certificate>

NEEEL=" Open API HI X724 58 Al

S =2} application/json
Content-Type: application/json
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Servers
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certs-api-controller e censan e
A
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Japifvljeerts/certificate-signing-request Ganeits a Cotiicats Siging Request (CSH v o
fapdfvlfcerts/certificate-signing-request/{hosthame}/{id} Gel e cerificass signing regeest for a given ID v B
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fapifvifcerts/cartificate-signing-request/eport/{hostnane}/{id} Expon s TSR b b ghoan C5R ID and heatnama v oo
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Japifvl/certs/ ranaw-cartificate Renew cerifcates of OCSP responder and Gisco ISE Messaging Sarvice v
Japifvl/eerts fsigned-cortificate /bind Bind LA Signed Corificaly v
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<#root>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__=="_main__":url ="
https://10.106. 33. 92/ api/vl/certs/trusted-certificate/147d97cc- 6ce9-43d7-9928- 8cdOf a83e140

" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

"Api Admi n", "Adm nl123"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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