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Overview
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response example of a successful flow. Please note that each AP| description shows weather the APl is supported in bulk operation. The Bulk section is showing only ‘create’ bulk operation however, all
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1. SDK2| Create(d’d)oll= 2£2 sdst= Ol 228 siCiet RES!0 olld SE0| A&LICH

2. Headers(3l|H) ®IS 2 0|53t SDKO| ZA|E CHE AP

782 Ch5xt Zotok ghLc,

e https:/(10.201.230.99:9080/ers/config/networkdevice/name/Test Copy 3 save
POST il m
Params Autharization & Headers (11} Body Pre-request Script Tests Settings Cookies
Headers & hidden
Key Value Description s+ Bulk Edit Preset

Content-Type

Accept

ERS-Media-Type

application/xml
application/xmi

network.networkdavice..1

Response
o M
0 = = = st = — v = v o
3. 22 SIHZE 0|85t rawE MEAEILICE O/ 7| 5t NADE Bte= O 2R3 XML HERE
= LHe A OlA
Eo:l %-I = T AA I—l L_-l'
e hittps:/{10.201.230.99:9060/ers/config/networkdevice/name/Test Copy () save
Params Authorization = Headers {11) Body Cookies
nong form-data w=www=-form-urlencoded @ raw binary GraphQL XML - Beautify
1
Response
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<?2xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmIns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML Fil€"


https://www.w3.org/2001/XMLSchema

xmins:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">
<authenticationSettings> <dtlsRequired>true</dtlsRequired> <enableK eyWrap>tr ue</enableK eyWrap>

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>A SCI | </key| nputFormat>

<messageA uthenti catorCodeK ey>12345678901234567890</messageA uthenticatorCodeK ey>
<radiusSharedSecret>cisco123</radiusSharedSecret> </authenticationSettings> <coaPort>1700</coaPort>
<dtlsDnsName>Domain</dtlsDnsName> <NetworkDevicel PList> <NetworkDevicel P> <ipaddress>SNAD | P Addr ess</ipaddress>
<mask>32</mask> </NetworkDevicel P> </NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All
Locations#L AB</NetworkDeviceGroup> <NetworkDeviceGroup>Device Typet#All Device Types#Access-L ayer </NetworkDeviceGroup>
</NetworkDeviceGroupList> <profileName>Cisco</profileName> <snmpsettings> <linkTrapQuery>tr ue</link TrapQuery>
<macTrapQuery>tr ue</macTrapQuery> <originatingPolicyServicesNode>Auto</originatingPolicy ServicesNode>

<pollingl nterval >3600</pollinglnterval> <roCommunity>aaa</roCommunity> <version>ONE</version> </snmpsettings> <tacacsSettings>
<connectModeOptions>ON_L EGACY </connectM odeOptions> <sharedSecret>ciscol23</sharedSecret> </tacacsSettings> <trustsecsettings>
<deviceA uthenticationSettings> <sgaDeviceld>TESTNAD1</sgaDevicel d> <sgaDevicePassword>cisco123</sgaDevicePassword>
</deviceA uthenticationSettings> <deviceConfigurationDepl oyment> <enableM odePassword>cisco123</enableM odePassword>

<execM odePassword>cisco123</execM odePassword> <execM odeUsername>Admin</execM odeUsername>
<includeWhenDeployingSGTUpdates>tr ue</includeWhenDeployingSGTUpdates> </deviceConfigurationDepl oyment>
<pushldSupport>fal se</pushldSupport> <sgaNotificationAndUpdates> <coaSourceHost>ise3- 1test</coaSourceHost>
<downlaodEnvironmentDataEvery X Seconds>86400</downl aodEnvironmentDataEvery X Seconds>

<downl aodPeerA uthorizationPolicyEvery X Seconds>86400</downl aodPeerA uthorizationPolicy Every X Seconds>

<downl0adSGA CL ListsEvery X Seconds>86400</downl 0adSGA CL ListsEvery X Seconds>

<otherSGADevicesToTrustThisDevice>fal se</otherSGADevicesToTrust ThisDevice>
<reAuthenticationEvery X Seconds>86400</reA uthenticationEvery X Seconds>

<sendConfigurationToDevice>fal se</sendConfigurationToDevice>

<sendConfigurationToDeviceUsing>ENABL E_USING_COA</sendConfigurationToDeviceUsing> </sgaNotificationAndUpdates>
</trustsecsettings> </ns0:networkdevice>
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<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </keyl nputFormat>
<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>
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</nsO:networ kdevice>2 Z Lo} g L|C}.

<?xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmlns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML File"
xmins:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1"


https://www.w3.org/2001/XMLSchema

<NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress> <mask>32</mask> </NetworkDevicel P>
</NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All Locations#l AB</NetworkDeviceGroup>
<NetworkDeviceGroup>Device Type#All Device TypestAccess-L ayer </NetworkDeviceGroup> </NetworkDeviceGroupList>
<profileName>Cisco</profileName> <tacacsSettings> <connectM odeOptions>ON_L EGACY </connectM odeOptions>
<sharedSecret>cisco123</sharedSecret> </tacacsSettings> </ns0:networkdevice>

5. 22 5l ofzol Aol XML HIZESIE Eo{d&LC

6. YO 2 POSTE MEHSI D https://{ | SE-ip}/er S/config/inetwork deviceE €04 1 Send(ELHZ)E E=2IFLICH ZE Aol SHI2 7|
TME AR 201 Created(201 ‘4-°d) HIA|X| 2t Z1t7t H|oq Qlo{of & L|ct

HE hitps:/f10.201.230.99:9060/ers/config/networkdevice/name/Test Copy ) save

POST “  hitps://10.201.230.99/ers/configinetworkdevice / \\‘*

Cookies

Params  Authorization e 13) Body «  Pre-request Script Tests Settings

none form-data x-www-form-urlencoded @ raw binary GraphQL XML - Beautify

v CULWILACUENY LEUIMEN LUE LEEVE LY ASECONUS 200800 | QUK LE0UENY L LOMIENUUE TAEV e LyASECUNuS >
<downlaodPeerAuthorizationPolicyEveryXSeconds»>86400</downlacdPeerAuthorizationPolicyEveryXSeconds>
52 <downloadSGACLLIstsEveryXSeconds>86400</downloadSGACLListsEveryXSeconds>

53 <otherSGADevicesToTrustThisDevice>false</otherSGADevicesToTrustThisDevice»

54 <refuthenticationEveryXSeconds>86400</reAuthenticationEveryXSeconds>
<sendConfigurationToDevicesfalse</sendConfigurationToDevices
<sendConfigurationToDevicelsing>ENABLE_USING_COA</sendConfigurationTeDeviceUsing>

</sgaNotificationAndUpdates>

</trustsecsettings>

59 &/nsB:networkdevice>

Body Cookies (2) Headers (19) Test Results & statws: 200 122KB [ Save as Example wae
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https://%7BISE-ip%7D/ers/config/networkdevice
https://%7BISE-ip%7D/ers/config/networkdevice

515 https:(/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy Eﬁ Save v Z BE
GET w https://10.201.230.99/ers/eonfiginetworkdevice m
Params Authorization Headers (13) Body » Pre-request Script Tests Settings Cookii
Headers < 10 hidden
Key Value Description =+ Bulk Edit Presets
Content-Type application/json
Accept application/fjson
ERS-Media-Type netwark.networkdevice 11
Body Cookies (2) Headers (15) Test Resulls @ Status: 200 OK  Time: 237 ms  Size: 313 KB E'Tj Save as Example
Fretty Raw Preview Visualize JSON 5 IT:I C
. AT b LS f A U S s S S LG D LIS ¥ A LU A S UL LG G A
52 “type": “application/json"
53 1
54 E
55 f
56 "id": "afe572d@-5bcc-1lee-%9ab7-%add64450da1",
57 “name”: “TESTNAD1®,
58 “description”: “"This NAD was added via ERS API",
59 "link": {
&0 "rel": "self",
61 "href®: "https://18.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-9ab7-9add6445bd4£",
62 "type”: "application/json"
63 i
&4 T,
a5 i
66 "id": "63efbc20-4f5a-1led-b560-6e7768fe7i2e",
a7 "name": "Wireless-%808",
68 "description”; “"Wireless Controller C9868",
69 "link": §
70 "ral=: “colf"
= Cisco ISE Administration - Network Resources @ 4 3 3 &
Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequénces  MAC Managers  External MDM  Location Services
Network evices =
T Network Devices
Dwvice Security Settings Selected 0 Towis L0 {}
Add 4; Impart t; Export § Oeleie 7
] Name 1P/Mask Profile Name Location Type Description
() TEsTHADI 1111732 = Cisco (D) Lig ML et wss Layet This NAD was sdded via ERS API
o .
JSONZ A+E3H0{ NAD 4-d
o = o = = 5
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[ hitps:{10,201,230.99:9060/ers/config/networkdevice/name/Test &) Save -~

POST - Send -
Params Authorization e Headers (12) EBody = Pre-request Script Settings Cookies
Headers 8 hidden

Key Value Description «+  Bulk Edit Presets
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 1.1

3. 22 SIHZ o|Sstm raws ML C} 0|F 7| 5t NADE ¥ &st= ol 228 ISON HIZS!E E0idE & U&LIch

https:f110.201.230.99:8060/ers/config/networkdevice/name/Test Copy Save

Settings Cookies

Params Authorization = Headers (11) Body T-requs

nong form-data w=www-form-urlencoded @ raw binary GraphQL XML -~ Beautify

1

Respanse

4.JSON B E3!2 CtS1t Zrotok BfLICHEK 0 et 2f #13).

{ "NetworkDevice": { "name": "TESTNAD2", "description": "This NAD was added via ERS API", "authenticationSettings": {
"radiusSharedSecret": "cisco123", "enableKeyWrap": true, "dtisRequired": true, "keyEncryptionKey": "1234567890123456",

"messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCII" }, "snmpsettings': { "version": "ONE",
"roCommunity”: "aaa", "pollinglnterval": 3600, "link TrapQuery": true, "macTrapQuery": true, "originatingPolicyServicesNode": "Auto" },
"trustsecsettings': { "deviceAuthenticationSettings': { "sgaDeviceld": "TESTNAD?2", "sgaDevicePassword": "ciscol123" },
"sgaNotificationAndUpdates': { "downlaodEnvironmentDataEveryX Seconds": 86400, "downlaodPeerAuthorizationPolicyEveryX Seconds':
86400, "reAuthenticationEveryX Seconds': 86400, "downloadSGA CL ListsEveryX Seconds': 86400, "otherSGADevicesToTrustThisDevice'":
false, "sendConfigurationToDevice": false, "sendConfigurationToDeviceUsing": "ENABLE_USING_COA", "coaSourceHost": "ise3-1test" },
"deviceConfigurationDeployment": { "includeWhenDeployingSGTUpdates": true, "enableM odePassword": "cisco123", "execM odePassword":
"ciscol23", "execModeUsername”: "Admin" }, "pushldSupport”: "false" }, "tacacsSettings': { "sharedSecret": "cisco123",
"connectModeOptions': "ON_LEGACY" }, "profileName": "Cisco", "coaPort": 1700, "dtlsDnsName": "Domain”, "NetworkDevicel PList": [ {
"ipaddress": "NAD IP Adress’, "mask": 32} ], "NetworkDeviceGroupList": [ "Location#All Locations", "Device Type#All Device Types' ] } }
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"keyEncryptionKey": "1234567890123456", "messageA uthenticatorCodeKey": "12345678901234567890", "keylnputFormat": "ASCI 1" & &

Ol
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https://%7BISE-ip%7D/ers/config/networkdevice
https://%7BISE-ip%7D/ers/config/networkdevice

ace [ hitps:/f10.201,230.99:8060/ers /config/networkdevice /name/Test Copy

f —
POST v hupsi/10.201.230.99/ers/configinetworkdevice K \NN e |
|
Params  Authorizatione  Headers (13) Bodye  Pre-request Script  Tests  Settings Cookies

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON - Beautify
1 .
2 “NetworkDevice": § |
3 “name”: "TESTNADZ",
4 “description”: "This NAD was added via ERS API", -
5 “authenticationSettings®: { =
] “radiusSharedSecret”: “ciscel23”, »
7 “enableKeyWrap": true, 1
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“NetworkDevice®: {
"name”: "TESTNADZ",
"description”: *This NAD was added via ERS API",
"authenticationSettings™: {
“radiusSharedSecret": “ciscol23”,
“enableKeyWrap®: true,
"dtlsRequired®: true,
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“description™: "This NAD was added via ERS API",
“link": {

“rel": “self",
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“href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-%9ab?-9add6445bd4f",

“type": “application/json”

“id": "9dd45268-5bd7-11ee-9ab7-92446445bd4E",
“name”: "TESTNADZ",
“description®: “This MNAD was added via ERS API",
“link*: §

“rel": "self”,

“href": “https://10.201.230.99/ers/config/networkdevice/9dd45a60-5bd7-11ee-9ab7-9a446445bd4£",

“type": “application/json"
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