Secure Client 5& AF&3510{ MKA 7

At
AN
M QT Atst
|E= 2M A
Bz A
=]

HE2/3 clolo{T 24
ISEOYA] Ad=H Adxq
Catalyst 93000{ M MKA A%
Network Access Manager T 21} ! THEI7|E AL 5104 MKAS AXBL|CEH
Network Access Managerg ALE 5t MKA HIE 213 ME(AEH ALRH).
Etgg =HO|Sk| | |:|:_
ISE’M HE
Catalyst A Q|x|0f CHSt ZHS
Secure Client0] Ciist AS
22X 84
Cisco Secure Endpoint
Cisco I0S & i &
ISE(Identity Services Engine) & sHZ
olHIX{O| 21
ots = olx
configuration. xmlS A& 4= Q&L |CtH

e Mg

0| 2 MM E Secure Client 5& AIMHXIZ Al2510q 2l
ghedof CHaH A g LICH.

0|I

AMNE 2T A

Cisco0l M= ChE &=oil CiEr x|4lg HYELICH

E0f A MACsec



ISE(ldentity Services Engine)

802.1x Z! Radius

MACsec MKA &5 5}

Secure Client H74 5(0|%12| Anyconnect)

Ol EMe| HE = Chg 2ZEY o A st HHE 7[gte = FLC

« ISE(ldentity Services Engine) {%1 3.3
« Catalyst 9300 EHH™ 17.06.05

» Cisco Secure Client 5.0.4032

HiE EE&

MACSec(Media Access Control Security)= 802.1AE IEEE E&0{ Xo|El 0S| Z&(H|ol|E] &3
)2l Bllojo{ 20{ M O|CHY! | lof CiEt =3t Y EEE MBste HEST 2ot EFLICH

| 2+ U XI™ 2 AdZ0M o]l 33 E MBS
I

MACsec MKA(Key Agreement) ZZEZ2 MACsec I|0{7} 232 B335t o Ze st Eot 7|5
&t ote HFHLELICH

74

L E<|= Ctojo{ 1 &Y



g i PC1
Catalyst 9300
( Ten 1/0/2 Ten 1/0/24

CF‘,ShCU P Ten 1/0/1
one ISE version

m-

4

1: 0| EMoiM= PC CIHFO|A 2! Cisco IP Phoneo| CHEF Radius @150 CHEH A E| T
tS5te 20| Ue JAe 2 7t ELICH MR E o aoiolMME M-Esiei™ ISE
ecure Wired Access Predictive Deployment GuideE & ZX35104 ID 7|EF HIERT HMA
I8t Identity Services Engine & A2{x|2| 74| 2{|0|ME HAESIANAI2.

i CD 2o

Ik

Bl 2142 0|7 Ctolo{a ol EAIE! & PC(Y Cisco IP Phone)oll & kl= s T8t §04

0| 7}aF AlLt2|0AM PCE Q15 o 2 802.1X ZE2EZE A25tT Cisco IP Phone
MAB(Mac Address Bypass)Z At EtLICH

| A2%|2t S415tH, Radius MIME S8l A= xZQE 7 AZAE QIE]
F 5t S0 cHal d™EhL|ct

ISEE Radius ZEEEE &
HO| A0 M AL|X|7} 2 &5l

S AEO|MACsec &5 5t9| A2, HQFt 42 cisco-av-pair = linksec-policyO|H, 0{7]0d= CtS
37+X| 2kOl A& Lt

- QEIHR| ghotof 8 AIX|S Radius MA10| L AIsHE QIEIH|O|A0|A MKA 2% 8HE +8


https://community.cisco.com/t5/security-knowledge-base/ise-secure-wired-access-prescriptive-deployment-guide/ta-p/3641515
https://community.cisco.com/t5/security-knowledge-base/ise-secure-wired-access-prescriptive-deployment-guide/ta-p/3641515

o5 312 M35l oF &fLICH. MKA M|A40]

° _‘?'_‘&F "_E!PL ﬁ'sl)" |E Radius k”/l‘_:'ﬂl' (ID_:|7E=|EI_I EEH'E!O'" = = o
A5 AHLE AlZh Zop7t QlE AR, 0122 HEF B o A2 7HFE|H MKA MM E A7 sted
= & CHE A7t O|Fo{&L|Ct.
o HOotEQ: AQIX|7F MKA &2 8tE AT g LICt Radius Al4d0i ¢4 KA M|A0| MB35t
Ezizlo| &5 3HE LICt MKAZF AT st L AlZF ZEObE|H, *°I7‘<IE §_§PEIX| or2 E
Z/0| 3§ Radius MMl HAZE| =& S{SFLIC.
1EHA4. & PC 25 MKA 7|S0| gi= A|ARIO| QIE{HO|A Ten 1/0/101 @125t = 42 fdE2 %

TS 2o MKA S E MEFLICH

e
1
30
b
C
n

74

o

XMAHS A2
o=|E 1S

L

PC28 YH

P

ol
rr

tSHoF SF

[e]]]
rr

SMOR HIEAIE

ro

O ool M= Policy(Z&) > Policy Elements(%3 24
8t 2o T2yt ZHo| PCOi CHEH HAg A8t
H)ghlct

R 4) > Results(Z1t) > Authorization Profiles(T
B Chg 71E Z20US +Add(F7}) E& Edit(F

Policy / Policy Elements

ek Identity Services Engine

cisco

(] Dictionaries Conditions Results

Authentication >

' Standard Authorization Profiles

Authorization V
For Pollcy Export go to Administration > System > Backup & Restore > Policy Export Page

0\ I Authorization Profiles

' Downloadable ACLs
2EHA| T2 Eof 2R st ZEE 5 HLE AP RF X|-EHELICH
Common Tasks0ll A MACSec H&nt M8 e HAMZ MEARI=X| 2FCIE!

oteiZ A3 Estod AmaefolMe MEELICH



= ulv Identity Services Engine

Policy / Policy Elements
] Dictionaries Conditions Results
!" Authorzation Profiles WIRED _CORPORTATE _MKA
Authsntication >
1 Awuthorization Profile
Authoriration w
ot szt * Name
Authorization Profiles WIRED_CORPORTATE_MEA
l Dawnloadable ACLs
Description
]
Profilin
rofiling > é
Al *A T
Pesture * SRESSEIRe ACCESS_ACCEPT ~
Cltent Provisianing ? Network Dovice Profile = Ciscs W &
Service Templote O
Track Movement (6]
Agentiess Posture LG
Passive Identity Tracking [ |
~ Common Tasks
MACSec Policy should- secure W

[ neaT
[[] Interface Template

|_| Web Authentication {Local Web Auth)

~ Advanced Attributes Settings

Select an itam -

~ Attributes Details

Arcess Typ = ACCESS_ADCEPT
DALL = PERMIT_ALL_IF\4 TRAFFIC
Cs0o-av-pair = Inksac-palicy= should-sacue.

3EF7A| ClHFO| &AM M B ste T

—

rob

o4 7ol 5

[e][]
ol
H
Fok

FFo{ Z2mdg EEELICH
Policy > Policy Sets > (Select Policy Set assigned) > Authorization PolicyZ2 0|& & L|C}.

et 2o 728 HEt 2o = 211 MACsec Settings(MACsec A&)QF 9148 LIC} ofgiZ &
E5tod +MHS M ELICH



= e Identity Services Engine

Policy / Policy Sets

J  Bookmarks ots— WIRED DOT1X ACCESS

BY  pashbeard

Status  Policy Set Name Doscription Conditlons

! Comtext Visibility
Operations
Wiesd_807 1
I Policy

&, Admiristration
Al Werk Canters

Authoritation Palicy - Global Exeeptions

Inkeractive Help Authorization Poscy(3)

(@ Setus  Ruls Mame Conditiens

ADAEN ACCESS

Catalyst 93000 A MKA M

1CHA|. Ct2 od|A|QF ZE 0| A MKA &

mka policy MKA_PC

key-server priority 0O

no delay-protection
macsec-cipher-suite gcm-aes-128
confidentiality-offset 0
sak-rekey on-1ive-peer-Toss
sak-rekey interval 0
include-icv-indicator

no send-secure-announcements
no use-updated-eth-header

no ssci-based-on-sci

2EHA|. PC7I AZAE! QIE{m| 0| A0{| A MACsec

!
interface TenGigabitEthernetl/0/1
macsec

mka policy MKA_PC
!

I MKA ZI|ago|Mde| Hd 4l 4

etste EoF Zdu|aeo|M 7to|EE

Configuration Guide, Cisco 10S XE Bengaluru 17.6.x(Catalyst 9300

Mliewsd Protocols [ Server Sequence  Hits

Rosults.

Prafiles Sacurity Oesups Hiti  Astisns

o 531

MIh BEE M E LIS 2 A8t ALIR| BT
HZESHAAIR. 0] oflef O] AlLtE|R20| M= Security
—-T4Xh



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/macsec_encryption.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/macsec_encryption.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/macsec_encryption.html

Network Access Manager Z2 It HE7|E AFE5H0{ MKAE A& & LIt

1EtA|. (Ciscol| CI2ZE ¢ AMO|EN|M) CHRZE8 1 AF8 £Ql Secure Client HXTF U x|5HE
T2t WET|E Lot

ZHRE{] 0] Z2IH
et

IIIIO

MX|Et F Cisco Secure Client Profile Editor - Network Access Manager&

2EHA. e > A7 |E MEHE LI

E Cisco Secure Client Profile Editor - Network Access Manager - O *
File Help
4 M N
New ssManager , Client Policy
Open.. ¥ Profile: Untitled
ation Policy
Save
Connection Settings
Save As... aroups .
Default Connection Timeout (sec.) a0
Exit Connection Attempt: '
(") Before user logon

3Et7|. o] o|O|X|of EAIElE E AlAEIE MESEFLICE O] Z2H0 M configuration.xmlIO|2t= It
2 oL}
= H .




ﬁ Open

|
—

-
Recent Items

Desktop

A=
|j

Documents

L

This PC

&

Metwork

AEtA| =2 0}

Look in:

system

i Local Disk (C:)
ProgramData

s+  Application Data

Cisco

Cisco Secure Client

Metwark Access Manager

system

o= DVD Drive (D:)

File name:

Files of type:

A BE7|0IM T
802.1x with MACSec Zt# M0

All Files

=
| =t
=

2o
SSHEIR

© ™ Authentication Policy(215 &) S M
AEX| EQIgLCt.

Cancel

fjo

M



E Cisco Secure Client Profile
File Help

Editor - Metwork Access Manager

|| Metwork Access Manager
48} Client Policy
Authentication Policy
aivp Networks
4 Network Groups

| Authentication Policy

Profile: ...ecure ClientiNetwork Access Managerisystem\configuration.xml

Allow Assodation Modes
select All (Personal)

Allowed Authentication Modes
Select All Quter

57|, Networks(H E9{3) MM
Z7}st 7Lt Secure Client 5.001

O| AlLtE|20ME 7]

Open (no encryption) EAP-FAST
EAP-GTC
| Open (Static WEP
¢ ) EAP-MSCHAPVZ
Shared (WEP) EAP-TLS
WPA Personal TKIP EAP-TLS
WPA Personal AES EAP-TTLS
EAP-MD5 | EAP-MSCHAPY 2
WPAZ Personal TKIP -
PAP (egacy)  [] CHAP (legacy)
WPA2 Personal AES [C]mMscHAP (legacy)
MSCHAPv2 (lega
WPA3 Open (OWE) O] (egacy)
| LEAP
WPA3 Personal AES (SAE)
PEAP
] Select All (Enterprise
(Enterprise) ==
Open (Dynamic (802. 1X) WEP) EAP-MSCHAPv2
| EAP-TLS
VWPA Enterprise TKIP
Allowed Wired Security
| WPA Enterprise AES
& Select Al
| WPAZ2 Enterprise TEIP
= Open (no encryption)
| WPAZ2 Enterprise AES
2 B802. 1x only
| CCKM Enterprise TEIP
o B02. 1x with MacSec
CCKM Enterprise AES AES-GCM-128
AES-GCM-256
@ Heip
sHs B e o o o5 T=Tlole
OS2 TI™AELICH ol FEMME M 42 QIet M Z2MAUS
% o T glole 5 A OlA
Mx[E 7|18 fd Z20dg HEE = A&Lct

M

rx

o
aT



ﬁ Cisco Secure Client Profile Editor - Metwork Access Manager - O *
File Help
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Status Overview

Network

ISE Posture

Collect diagnostic information for all
installed components.

Diagnostics
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MNetwork Access Manager

Configuration |og Settings Statistics Message History

Metwork Service:
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Enabled

Mo Wi-Fi adapters
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iwired
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Cisco Secure Client s
Enter information for the connection.
Media: ) wWiFi (@) Wired
[] Connect Automatically

Hidden Metwaork

Allow Connection Before Logon
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teractive Help

Details of the authentication and the Result(21& M AE 2! Z1h) MMo Z o|S&hL|Ct.
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cisco-av-pair linksec-policy=should-secure

ACS:CiscoSecure-Defined-ACL=HACSACLH-IP-

clsco-av-pair PERMIT_ALL_IPV4_TRAFFIC-5716b0d3

MS-MPPE-Send-Key il
MS-MPPE-Recv-Key wHEE
LicenseTypes Essential license consumed.

Catalyst 22|x|0ll CHEt AS

Ol{3r BE2 ol &R Mo MHE 7|52 dASste ol A8 = &L

switchl#show mka policy



switchl#show mka policy

MKA Policy defaults :
Send-Secure-Announcements: DISABLED

MKA Policy Summary...

Codes : CO - Confidentiality Offset, ICVIND - Include ICV-Indicator,
SAKR OLPL - SAK-Rekey On-Live—Peer-Loss,
DP - Delay Protect, KS Prio — Key Server Priority

SAKR ICVIND Cipher Interfaces
Suite(s) Applied

*DEFAULT POLICYx @ FALSE @ FALSE TRUE GCM-AES-128

MKA_PC 0 FALSE @ FALSE FALSE GCM-AES-128 Tel/0/1 Tel/0/2

switchl#show mka session

switchl#show mka session

Total MKA Sessions
Secured Sessions... 2
Pending Sessions... ©

Local-TxSCI Policy-Name Inherited
Peer-RxSCI MACsec-Peers Status

ac/a.5646.4d01/0002 MKA_PC
bc4a.5602.ac25/0000 1 6QEBBC2A9EF5FE11532428862C747640

ac/a.5646.4d02/0002 MKA_PC YES
bc4a.5602.ac26/0000 1 Secured C79300869F539BB534350133064744B6

switchl#show authentication session interface <interface_ID> detail



switchl#show authentication session interface ten 1/8/2 detail

Interface:
IIF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_ SHOULD_SECURE (priority 15@)

Server Policies:
Security Policy:
ACS ACL:
Security Status:

Method status list:
Method
dotlx

TenGigabitEthernetl/@/2
@x19FA2D8B
bcda.5602.ac26

alice

Authorized

DATA

multi-domain

both

N/A
CSAASBOARBREB030CDT2CFEG
exoooae0l7

@x62000016

POLICY Tel/@/2

Should Secure

#ACSACL#-IP-PERMIT_ALL_IPV4_TRAFFIC-57f6b@d3

Link Secured

State
Authc Success

Interface:
IIF-ID:

MAC Address:

IPve Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 15@)

Security Policy:
Security Status:

Server Policies:
ACS ACL:

Method status list:
Method
mab

TenGigabitEthernetl/0/2
@x1081218F4
d4ad.bd2a.cbab

D4-AD-BD-2A-CB-AB
Authorized

VOICE

multi-domain

both

N/A
CS5AASBOARERER040CDERA1B3
0x0000001a

8xalégeals

POLICY Tel/@/2

Should Secure
Link Unsecured

xACSACLx-IP-DENY_ALL_IPV4_TRAFFIC-57f6b@d3

State
Authc Success
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@ Cizsco Secure Client

Iimir S C | ' t ©
deist Secure Clien
Status Overview Network Access Manager
Configuration Log Settings Statisice  Message History
Network
~
ISE Posture g S s pp——
Bytes A
Sent: 12913228
Received: 10969441
Frames ~
Sent: 78894
Received: 74296
Security Information A
Configuration: 802, 1% (MACsec)
Encryption: GCM-128
EAP Method: eapPeap(eapMschapv2)
Server:
Credential Type: Username Password
Collect diagnostic information for all e
installed components. < >
Diagnostics

A1 O] MMOf A watg 4
= m]

MKA 2|2t

2Hed

=H A HHo
HE EHERE FES

ChELct 2l

& It = Hek 204 Aluljol] ZIEds B ISE Secure Wired Access Predictive Deployment

Guide - Troubleshooting to investigateZ & X5t AIA|2. 0] A {04 A
=3t glo] Haxo =2 arsstrt 7HEELICH
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@ Cisco Secure Client —_

], .
teeat Secure Client

Status Overview MNetwork Access Manager
Configuration Log Setings  Statistics Message History
Network
Use extended logaging to collect additional information about product operations.
ISE Posture
[-*]Enable Extended Logging I
IHV: Off v
Filter Driver: Off w

(] credential Provider

[] Packet Capture

Maximum Packet Capture File Size (MB):

Collect diagnostic information for all
installed components.

Diagnostics

- configuration.xml 2! Network access Manager 2442 &
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html#ID-1427-0000001e

Source

| Destination

| Protocol | Length | Info

> Frame 15168: 150 bytes on wire (1280 bits), 15@ bytes captured (1288 bits)
> Ethernet II, Src: Cisco_@2:ac:25 (bc:4a:56:02:ac:25), Dst: Nearest-non-TPMR-bridge (@1:88:c2:00:00:83)
v B@2.1X Authentication

Version:

Type: MKA (5)

Length: 132
~ MACsec Key Agreement

802.1X-2010 (3)

> Basic Parameter set
> MACsec SAK Use parameter set
> Live Peer List Parameter set
> Integrity Check Value Indicator
Integrity Check Value: 6c66698ac5cBa379%a6a6bl9da3baelcé

DART 15 0f M NetworkAccessManager.txt2h= 210{ A 915 802.1X & MKA M| Aof st 98
3t MEE 2 4 ALt
Ol HHE MKA 23518 AFS3HE 432l B0 EAIELICH

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%csc_nam-6-INFO_MSG:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%[tid=9028] [comp=SAE]: PORT (1) net: RECV (status: UP, AUTO) (portMsg.c 709)

%[tid=9028] [comp=SAE]: 8021X (2) RECEIVED SUCCESS (dotlx_util.c 326)

%[ti1d=9028] [comp=SAE]: STATE (2) current state = AUTHENTICATING (dotlx_sm.c 323)
%[tid=9028] [comp=SAE]: STATE (2) S_enterStateAux called with state = AUTHENTICATI
%[tid=9028] [comp=SAE]: STATE (2) staying in 802.1x state: AUTHENTICATING (dotlx_s
%[tid=9028] [comp=SAE]: 8021X (2) smTimer: sec=30 (dotlx_util.c 454)

%[ti1d=9028] [comp=SAE]: STATE (2) eap_type<0>, Tengths<4,1496> (dotlx_proto.c 90)
%[tid=9028] [comp=SAE]: 8021X (2) smTimer: paused (dotlx_util.c 484)

%[tid=9028] [comp=SAE]: EAP (0) Received EAP-Success. (eap_auth_client.c 835)
%[tid=9028] [comp=SAE]: EAP (0) tlsAuthOnAuthEnd: clear TLS session (eap_auth_tls_
%[tid=9028] [comp=SAE]: EAP (0) tlsAuthOnAuthEnd: successful authentication, save
%[tid=9028] [comp=SAE]: EAP (3) new credential Tist saved (eapRequest.c 1485)
%[tid=9028] [comp=SAE]: EAP (3) EAP status: AC_EAP_STATUS_EAP_SUCCESS (eapMessage.

%[tid=9028]: EAP-CB: EAP status notification: session-id=1, hand1e=04B2DD44, stat

%[tid=9028]: EAP-CB: sending EapStatusEvent...

%[tid=9028] [comp=SAE]: PORT (2) EAP response received. <len:400> <res:2> (dotlx_p

%[tid=2716]: EAP: ...received EapStatusEvent: session-id=1, EAP handle=04B2DD44,

%[tid=9028] [comp=SAE]: 8021X (2) smTimer: activated (dotlx_util.c 503)
%[tid=2716]: EAP: Eap status AC_EAP_STATUS_EAP_SUCCESS.

%[ti1d=9028] [comp=SAE]: STATE (2) current state = AUTHENTICATING (dotlx_sm.c 323)

%[tid=2716]: EAP: processing EapStatusEvent in the subscriber

%[tid=9028] [comp=SAE]: STATE (2) dotlx->eapSuccess is True (dotlx_sm.c 352)

%[tid=2716]: Auth[wired:user-auth]: Enabling fast reauthentication

%[tid=9028] [comp=SAE]: STATE (2) SUCCESS (dotlx_sm.c 358)

%[tid=9028] [comp=SAE]: STATE (2) S_enterStateAux called with state = AUTHENTICATE

%[tid=9028] [comp=SAE]: STATE (2) S_enterStateAux calling sm8Event8021x due to aut

%[tid=9028] [comp=SAE]: 8021X (2) smTimer: disabled (dotlx_util.c 460)



%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-6-INFO_MSG:

%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:
%csc_nam-7-DEBUG_MSG:

%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:

%[tid=2716]:

%[tid=9028] [comp=SAE]:

%[tid=2716]:

%[tid=2716]:

%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE] :

%[tid=2716]:

%[tid=2716]:

%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=8140] [comp=SAE]:
%[tid=8140] [comp=SAE]:
%[tid=8140] [comp=SAE]:
%[tid=8140] [comp=SAE]:
%[tid=8140] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
%[tid=9028] [comp=SAE]:
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#show
#show
#show
#show
#show
#show
#debug
#debug
#debug
#debug

mka summary
mka policy

macsec summary

mka events
mka errors
macsec event
macsec error

2 NADE A2 E|

macsec interface <interface_ID>

rr

MKA (0) NASP: dotlxAuthSuccessEvt naspStopEapolAnnouncemen

NASP (0) >> NASP:
NASP (0) << NASP:
8021X (2) dotlx->config.useMka =

INF
MKA
MKA
INF
INF

2
2
2
2
2

naspStopEapolAnnouncement (nasp.c 900)
naspStopEapolAnnouncement. err = 0 (nas
1 (dotlx_main.c 829)

>> MKA: StartSession (mka.c 511)

MKA: bUseMka = 1, bUseMacSec = 1706033334, MacsecS
>> MKA: InitializeContext (mka.c 1247)

MKA: Changing state to Unconnected (mka.c 1867)
MKA: Changing Sak State to Idle (mka.c 1271)

Auth[wired:user-auth]:
%[tid=9028] [comp=SAE]:

Fast reauthentication enabled on authenticati

MKA (2) << MKA: InitializeContext (mka.c 1293)
MKA (2) MKA: Changing state to Need Server (mka.c 1871)

Auth[wired:user-auth]:
%[tid=9028] [comp=SAE]:

Sending NOTIFICATION__SUCCESS to subscribers

INF (2) >> MKA: CreateKeySet (mka.c 924)

Network auth request NOTIFICATION__SUCCESS
NASP (0) >> NASP:

naspGetNetCipherSuite (nasp.c 569)

MKA (2) MKA: Key length is 16 bytes (mka.c 954)

Auth[wired:user-auth]:
%[tid=9028] [comp=SAE]:

Finishing authentication

MKA (2) MKA: MyMac (mka.c 971)

API
API
API
API
API
API
NET
NET
NET
NET
NET

PORT (1) net: RECV (status:

@)
@)
@)
@)
@)
@)
()
()
@)
@)
@)

Auth[wired:user-auth]:

Authentication finished
event:
event:
event:
event:
event:
event:

STATUS - AC_PORT_STATUS_EAP_SUCCESS (portWo
complete (portWorkList.c 130)
STATUS - AC_PORT_STATUS_MKA_UNCONNECTED (po
complete (portWorkList.c 130)
STATUS - AC_PORT_STATUS_MKA_NEED_SERVER (po
complete (portWorkList.c 130)

SscfCallback(1l): SSCF_NOTIFICATION_CODE_SEND_PACKE

CIMD Event:

evtSeq#=0 msg=4 ifIndex=1 len=36 (cimd

cdiEvt:(3,0) dataLen=4 (cimdEvt.c 358)
cdiEvt:(3,1) dataLen=102 (cimdEvt.c 358)
netEvent(1): Recv queued (netEvents.c 91)

UP, AUTO) (portMsg.c 709)

MKA (2) >> MKA: EapolInput (mka.c 125)
MKA (2) MKA: MKPDU In (mka.c 131)

o8 232 NAD(Network Access Device)0i| A
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mka session interface <interface_ID> detail
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authentication session interface <interface_ID> detail
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%LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/1, changed state to down

Macsec interface TenGigabitEthernetl/0/1 is UP

MKA-EVENT: Create session event: derived CKN 9FODC198A9728FB3DA198711B58570E4, len 16

MKA-EVENT EC000025: SESSION START request received...

NGWC-MACSec: pd get port capability is invoked

MKA-EVENT: New MKA Session on Interface TenGigabitEthernetl/0/1 with Physical Port Number 9 1is using th
MKA-EVENT: New VP with SCI AC7A.5646.4D01/0002 on interface TenGigabitEthernetl/0/1

MKA-EVENT: Created New CA 0x80007F30A6B46F20 Participant on interface TenGigabitEthernetl/0/1 with SCI
%MKA-5-SESSION_START: (Tel/0/1 : 2) MKA Session started for RxSCI bc4a.5602.ac25/0000, AuditSessionID C
MKA-EVENT: Started a new MKA Session on interface TenGigabitEthernetl/0/1 for Peer MAC bc4a.5602.ac25 w
MKA-EVENT bc4a.5602.ac25/0000 EC000025: FSM (Init MKA Session) - Successfully derived CAK.

MKA-EVENT bc4a.5602.ac25/0000 EC000025: Successfully initialized a new MKA Session (i.e. CA entry) on i
MKA-EVENT bc4a.5602.ac25/0000 EC000025: FSM (Derive KEK/ICK) - Successfully derived KEK...

MKA-EVENT bc4a.5602.ac25/0000 EC000025: FSM (Derive KEK/ICK) - Successfully derived ICK...

MKA-EVENT bc4a.5602.ac25/0000 EC000025: New Live Peer detected, No potential peer so generate the first
MKA-EVENT bc4a.5602.ac25/0000 EC000025: >> FSM - Generate SAK for CA with CKN 9FODC198 (Latest AN=0, O]
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Generation of new Latest SAK succeeded (Latest AN=0, KN=1)...
MKA-EVENT bc4a.5602.ac25/0000 EC000025: >> FSM - Install RxSA for CA with CKN 9FODC198 on VP with SCI A
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Clean up the Rx for dormant peers

MACSec-IPC: send_xable send msg success for switch=1

MACSec-IPC: blocking enable disable ipc req

MACSec-IPC: watched boolean waken up

MACSec-IPC: geting switch number

MACSec-IPC: switch number is 1

MACSec-IPC: create_tx_sc send msg success

Send create_tx_sc to IOMD successfully

alloc_cache called TxSCI: AC7A56464D010002 RxSCI: BC4A5602AC250000

EnabTling replication for slot 1 vlan 330 and the ref count 1is 1

MACSec-IPC: vlan_replication send msg success

Added replication for data vlan 330

MACSec-IPC: geting switch number

MACSec-IPC: switch number is 1

MACSec-IPC: create_rx_sc send msg success

Sent RXSC request to FED/IOMD

MACSec-IPC: geting switch number

MACSec-IPC: switch number is 1

MACSec-IPC: install_rx_sa send msg success

Sent ins_rx_sa to FED and IOMD

MKA-EVENT bc4a.5602.ac25/0000 EC000025: Requested to install/enable new RxSA successfully (AN=0, KN=1 S
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernetl/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface V1an330, changed state to up

MKA-EVENT bc4a.5602.ac25/0000 EC000025: Sending SAK for AN O resp peers 0 cap peers 1

MKA-EVENT bc4a.5602.ac25/0000 EC000025: SAK Wait Timer started for 6 seconds.

MKA-EVENT bc4a.5602.ac25/0000 EC000025: (KS) Received new SAK-Use response to Distributed SAK for AN O,
MKA-EVENT bc4a.5602.ac25/0000 EC000025: (KS) A1l 1 peers with the required MACsec Capability have 1indic
MKA-EVENT: Reqd to Install TX SA for CA 0x80007F30A6B46F20 AN 0 CKN 9FODC198 - on 1int(TenGigabitEtherne
MKA-EVENT bc4a.5602.ac25/0000 EC000025: >> FSM - Install TxSA for CA with CKN 9FODC198 on VP with SCI A
MACSec-IPC: geting switch number

MACSec-IPC: switch number is 1

MACSec-IPC: install_tx_sa send msg success

MKA-EVENT bc4a.5602.ac25/0000 EC000025: Before sending SESSION_SECURED status - SECURED=false, PREVIOUS
MKA-EVENT bc4a.5602.ac25/0000 EC000025: Successfully sent SECURED status for CA with CKN 9FODC198.
MKA-EVENT: Successfully updated the CKN handle for interface: TenGigabitEthernetl/0/1 with 9FODC198 (if
%MKA-5-SESSION_SECURED: (Tel/0/1 : 2) MKA Session was secured for RxSCI bc4a.5602.ac25/0000, AuditSessi
MKA-EVENT: MSK found to be same while updating the MSK and EAP Session ID in the subblock

MKA-EVENT bc4a.5602.ac25/0000 EC000025: After sending SESSION_SECURED status - SECURED=true, PREVIOUSLY
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MKA-4-MKA_MACSEC_CIPHER_MISMATCH: (Tel/0/1 : 30) Lower strength MKA-cipher than macsec-cipher for RxSCI
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configuration.xml2 K& 5 i&LICH.

Profile Write Error X

@ Unable to sign and write the profile.

20 M7 QF ot 2 E o] EXlE Network Access Manager Z2 1t HEI7|E AHE 5104
MKAZ2| SetupO|2+H= configuration.xml2 X &5t SHZEE LICE.


https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/configure_nam.html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-2_4_e/configurationguide/b_1524e_consolidated_3750x_3560x_cg/b_1524e_consolidated_3750x_3560x_cg_chapter_01011.pdf
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750x_3560x/software/release/15-2_4_e/configurationguide/b_1524e_consolidated_3750x_3560x_cg/b_1524e_consolidated_3750x_3560x_cg_chapter_01011.pdf
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
https://community.cisco.com/t5/networking-knowledge-base/configuring-macsec-switch-to-host-with-cat9k-amp-ise/ta-p/4436087
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