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Service Port Protocol Notes
DNS 53 UDP and
TCP
LDAP 389 UDP and
TCP
Kerberos 88 UDP and
TCP
Kerberos 464 UDP and Used by kadmin for
TCP setting and changing a
password
LDAP Global Catalog 3268 TCP If the id_provider =

ad option is being used

NTP 123 UbDP Optional
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Active Directory Account Permissions Required for Performing Various Operations

Join Operations Leave Operations

Cisco ISE Machine Accounts

For the account that is used to
perform the leave operation, the
following permissions are required:

For the account that is used to perform the
join operation, the following permissions are
required:

» Search Active Directory (to see if * Search Active Directory

a Cisco ISE machine account
already exists)

+ Create Cisco ISE machine
account to domain (if the
machine account does not
already exist)

Set attributes on the new

(to see if a Cisco ISE
machine account already
exists)

* Remove Cisco ISE
machine account from
domain

If you perform a force leave (leave

machine account (for example,
Cisco ISE machine account
password, SPN, dnsHostname)

without the password), it will not
remove the machine account from the
domain.

It is not mandatory to be a domain
administrator to perform a join operation.

For the newly created Cisco ISE machine account that is
used to communicate to the Active Directory connection,
the following permissions are required:

* Ability to change own password

= Read the user/machine objects
corresponding to users/machines being
authenticated

« Query some parts of the Active Directory to
learn about required information (for
example, trusted domains, alternative UPN
suffixes and so on.)

« Ability to read tokenGroups attribute

You can precreate the machine account in Active
Directory, and if the SAM name matches the Cisco ISE
appliance hostname, it should be located during the join
operation and re-used.

If multiple join operations are performed, muiltiple
machine accounts are maintained inside Cisco ISE, one
for each join.

ISEE ADO|| 7}¢

1. B M Administration > I dentity Management > External | dentity Sources> Active Directory.
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Join Domain

Please specily the credentials required 1o Join I5E node(s) to the Active Direciory Domain.

* AD Usor Name (5 Adminisirator

vepmord 1

[ Specily Ovgarizational Unit (7]

O Store Coedentials ()

Cancel




Join Operation Status

Status Summary: Successful

ISE Node MNode Status

ise30-1.Isha.global B

Close

ClzEfal 28 M
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Et A Administration > I dentity Management > External | dentity Sources > Active Directory > Groups > Add > Select
groupsform Directory.
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External Identity Sources dentity Source Sequences Settings
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Identity Source
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£2] SaveChanges.

Authentication Authentication Method
Authorization > Authentication Type
Administrators »

0 r:
Settings >
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£047} ADQ| & Role Based Access Control (RBAC)

= 2% Administration > System > Admin Access > Administrators> Admin Groups.
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Z oA Type &QIBHE External MEAFILICH

MMof| Ho|E CHE External Groups EECH2 S50{A o] 2| 1&2 HEE AD 1&E Select Directory Groups A4 E8

FL|C}.

£ 2! SaveChanges.



Admin Access

# e
e Jmin aroup
Authorization ¥ i :
Administrators
Admin Users
Admin Groups
External
Settings > nal ldentity Source
A
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« EFM Administration > System > Admin Access > Authorization > Policy.
« REZFR9| ActionsEECHR FF0IM M ™ Insert New Policy € F7tst= 5 M=FLICH

+  Map it with the Admin Group definedin AD_Administrator. the Enable Administrative Access for AD(AD&) MlA0i Ho|El
Admin Group(Z E2IX ZE2Z TiZ)ol|2te M 7#2lg MMetn Hetg stefstich

% 1 0| oflof M= Super AdminO|2ts ZEIRF 2 E0| 2 ELCh ol E&E #ElA AlE SYFLICH

+  Confirmation Save Changes. 2 22/5t™ XM E #4 ALE0| cUIS| 2LEZ otz = Mol EAIFELICH

Admin Access
’ ERS Trustsec t Super Admin Data Access
tion
Helpdesk Admin ‘ Helpdesk Admin Menu Accoss
Authorization ~
Hentity Admin t Identity Admin Menu Access..
Permissions
MaT Admin 1 MnT Adrmin Menu Access
Menu Ascess
Data Access £ i 1SE_Admin 1 Helpdesk Admin Menu Acce,
Hotwork Device Admin
RBAC Policy
Poliey Admin
Administrators > REAC Admin
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Admin At& RHE H2[5t04 Administrator &0 F7t5HoF & LICH #2IXH= Super Admin.
M 9the User’ s Attributes in the AD User Directory.

AI%I

3t= Windows ME{0 A Active Directory, CLI 2 2|AF2 T 3tE = 2 AFEXIe| EY

£ ¥ O Server Manager Window, 22 O[S & LI} Server Manager > Roles> Active Directory Domain Services >
Active Directory Usersand Computers> [ ad.adserver ] <ad_server>.local.

+  AMSXF Advanced Features o] 48 HEE £ U S E7| HFolA & 45 &Lct
- Active Directory Users and Computers - o x
File Action \iew Help
L I Al Add/Remave Columns...
: Active Direc Large lcons N
I SIS o —
¥ I:haB.gI7 List count for ad...
. C:'r: B Detail n this greup c...
"' Dorr of this group ...
- .- Users, Contacts, Groups, and Computers &5 containers of this group ..
. ng Advanced FHWIE ount manage...
] Lost Filter Optigns... n this group ...
Man p nistrators Gro...
| Prog Customize.. 5 who are per...
| System !E Domain Ad... Secunty Group... Designated administrato...
] U-mrs £E, Demain Co...  Secunity Group... All workstations and ser...
| NTDS Quotas &E Domain Con,.. Secunty Group... All domain controllers i..
TPM Devices EE, Demain Gue... Secunty Group... All domain guests
ﬂ Demain Users Security Group...  All domain users
% Enterprise A... Security Group... Designated administrato...
EE, Enterpnse K... Secunty Group.. Members of this group ...
M2 Enterprise R...  Security Group... Members of this group ...
!E Group Polic... Secunty Group.. Members in this group c..
E,_ Guest User Built-in account for gue...
B Key Admins  Security Group.. Members of this group .
Ee krbtgt User Key Distribution Center ...
EB Protected Us... Security Group... Members of this group .
H2RAS and 145 .. Security Group... Servers in this group can..,
EE, Read-only D.. Security Group... Members of this group ...
82 Schema Ad...  Security Group.. Designated administrato..,
o Admin AFX7F ZEEIAD IELZ 0|S5H0d Y AFEAHE at&LCH
o AEXIE F H 22810] 22 Properties @ £ Attribute Editor ME4SFLICE.
« 542 2281 gid 2 Ystod EE2 HELICH gidNumber . §82 B2 4 %™ gidNumber EHFE 2
Filter M4 FAELC
Zfol A= S-E EAIRLICH
o A EHE HEsieiH SH 0I§2 F M SRFLICH Z MERte| B
+ 60000 uidNumber 2Ct 2 2fS &t HE7F T REK| EHUFLICH

110 &£ gidNumber £ 1112



GidNumber 1102 ZHE2|AF AL AFE LIEFH T, 1112 217] T8 AFSXIE LIEFHLICE
stet 2ofE uidNumber HHZ5HK| DA A2,

£ Y3t gidNumber B SSH @ZAS MHst7| ™ol 2|4 58 Hx 7|CHRILICH

ad_admin Properties 7 X

Published Cestificates  Member Of  Password Replication Dialin  Object

Securty Environment Sessions Remote control
Genearal  Address  Account  Profie  Telephones — Organization

Remate l:hﬁq] Cervices Profile COM-= Attribute Editor
Attributes:

Attribute Value "

garbagelollPerod «not set >

QacOs ot set >

generationCualifier <not set>

oivenMams ad_admin

groupMembershipSAM  not set =

groupPriorty arot set >

groups Tolgnone «not set >

homeDirectany «not set>

homeCrive <not et

homePhone «not set >

homePostal Address ot set s

houseldentifier ot set >

info ot set> -

£ >

Edit Filter

OK || Cancel Apgly | Hep |




ad_adrmin Properties ) o

Published Cedfficates Member Of Password Replication Dialdin  Object

Securty Environment Sesmons Remote control
(Genaral Address  Accourt  Profie  Telephones — Organization

Hemote Ehﬁq] Cervices Profie COM=+ Aftribute Editor
Attributes:

Attribute Value &

i not set >

unicode Pwd ! anot set>

uniocHomeDirectory <not set >

unit | lserfassword “not set>

ur «not set >

usarAccourtControl 200 = { NORMAL_ACCOUNT )

usarCert anot set>

user_eartificate <not st

userfarameters “not set>

userfassword not set >

wsarPKCS12 oot set s

usarPrincipalMame ad_admin@Isha global

userShared Folder <ot set> b

£ >

Edit . Filter

OK || Cancsl Aoply Hei

Admin CLI AF2XIE AD =0 Q10| 7}




Cisco ISE CLIO| @15t HHEE identity-store M TS Admin AL AHE ID ME A0 EELICH

04 E01 CLI Z2|Xt AF& XS I1SE0]| ishagloba 2 9| E Active Directoryoll OH & 5240 CHS HAS A-ELICH
identity-stor e active-directory domain-name <Domain name> user <AD join username>

7telo| 2t 2 E|M Cisco ISE CLIO| Q3451 #2|X} CLI AFS A2 215104 Zdx|Tao|MS &elgrLct.

O| HHHM AL 35t= HQl0] ool ISE == ZRIE! B2 Administrators 2&01| A T HQlofl CHA| Z=QIEFL|Ct.

+  CiscoISEGUIOIA] OIO|2 2 Menu 225t CHFS 2 O|SELICE. Administration > Identity M anagement > External
Identity Sour ces.

« 2l% &oM AD O|& ActiveDirectory & A5t MEHBIL|CE,

+  MSRPC = KerberosE A&35t04 HIAE ALSAIQLO| HAS E|AEE B2 2E% FoA AD 2| HE|7} There
Operationd. iserrors(27 7t US)E EAIE £ U&LIch

e CiscoISECLIO| Z2|RF CLI AFZRIE H& 2018 4 Ql=X| &holstL|Ct.

ISE CLI

e ISECLIO| 2QIEFL]C}.

<#root>

ise30-1/admin#

configure term nal

Enter configuration commands, one per line. End with CNTL/Z.
ise30-1/admin(config)#

. L EE T iQlof =elsruct.

ise30-1/admin(config)# identity-stor e active-directory domain-nameisha.global user Administrator

THelolulE &8l ol0| ishaglobal ZRIEl AL 0| 4L 0|44 £ Ul ishaglobal oA E=H QIS CHA| ZQlsHof &Lt &Y
7telo| g kx| 2150l ishaglobal ATHENLICEH.

Do you want to proceed? Y/N: Y

Password for Administrator:

T M2l ishaglobal ol 7HI g & LICH.
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-ZHlolGUIE &3l ol0] ZQIE B2 GUINIM ==& ChA| ZRIELICE JFH K| 2™ ADOI| CHEH 15 0] AHlS A
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-2E LEECLIE S8l HEXMo 2 A8l ok gLICt.

CHS S =holgtLict.

X o Mol A8 7t Fel ™At eisLct

H oi&

Mo

Zol &Y & Yde 2xet o|2t #r3El 2= /var/log/messages Tt U0l A F Qg = QU&LICH

—_

HH 2 AL EHLICH show logging system messages

g ALtz

2021-07-19T21:15:01.457723+05:30 ise30-1 dbug[9675]: [system] Activating via systemd: service name="org.freedesktop.realmd'
unit="realmd.service'

2021-07-19T21:15:01.462981+05:30 ise30-1 systemd: Starting Realm and Domain Configuration...

2021-07-19T21:15:01.500846+05:30 ise30-1 dbug[9675]: [system] Successfully activated service 'org.freedesktop.realmd'

2021-07-19T21.:15:01.501045+05:30 ise30-1 systemd: Started Realm and Domain Configuration.

2021-07-19T21:15:01.541478+05:30 ise30-1 realmd: * Resolving: _ldap._tcp.isha.global

2021-07-19T21:15:01.544480+05:30 ise30-1 realmd: * Performing LDAP DSE lookup on: 10.127.197.115

2021-07-19T21:15:01.546254+05:30 ise30-1 realmd: * Performing LDAP DSE lookup on: 10.127.197.236

2021-07-19T21:15:01.546777+05:30 ise30-1 realmd: * Successfully discovered: Isha.global

2021-07-19T21:15:09.282364+05:30 ise30-1 realmd: * Required files: /usr/shin/oddjobd, /usr/libexec/oddjob/mkhomedir,
Jusr/sbin/sssd, /usr/bin/

2021-07-19T21:15:09.282708+05:30 ise30-1 realmd: * LANG=C LOGNAME=root /usr/bin/net -s /var/cache/realmd/realmd-smb-
conf.MUOM®60 -U Administrator ads join Isha.global

2021-07-19T21:15:12.701071+05:30 ise30-1 realmd: Enter Administrator's password:DNS update failed:

NT_STATUS INVALID_PARAMETER

2021-07-19T21:15:12.705753+05:30 ise30-1 realmd:

2021-07-19T21:15:12.706142+05:30 ise30-1 realmd: Use short domain name -- ISHA

2021-07-19T21:15:12.706580+05:30 ise30-1 realmd: Joined 'ISE30-1' to dns domain 'Isha.global’
2021-07-19T21:15:12.708781+05:30 ise30-1 realmd: * LANG=C LOGNAME=root /usr/bin/net -s /var/cache/realmd/realmd-smb-
conf.MUOM®60 -U Administrator ads keytab create

2021-07-19T21:15:13.786749+05:30 ise30-1 realmd: Enter Administrator's password:

2021-07-19T21:15:13.859916+05:30 ise30-1 realmd: * /usr/bin/systemctl enable sssd.service
2021-07-19T21:15:13.870511+05:30 ise30-1 systemd: Reloading.

2021-07-19T21:15:13.870724+05:30 ise30-1 realmd: Created symlink from /etc/systemd/system/multi-user.target.wants/sssd.service to
Jusr/lib/systemd/system/sssd.service.

2021-07-19T21:15:13.943407+05:30 ise30-1 realmd: * /usr/bin/systemctl restart sssd.service
2021-07-19T21:15:13.956987+05:30 ise30-1 systemd: Starting System Security Services Daemon...



2021-07-19T21:15:14.240764+05:30 ise30-1 sssd: Starting up

2021-07-19T21.:15:14.458345+05:30 ise30-1 sssd[beIsha.global]]: Starting up

2021-07-19T21:15:15.180211+05:30 ise30-1 sssd[nss]: Starting up

2021-07-19T21:15:15.208949+05:30 ise30-1 sssd[pam]: Starting up

2021-07-19T21.:15:15.316360+05:30 ise30-1 systemd: Started System Security Services Daemon.
2021-07-19T21:15:15.317846+05:30 ise30-1 realmd: * /usr/bin/sh -c¢ /usr/shin/authconfig --update --enablesssd --enabl esssdauth --
enablemkhomedir --nostart & & /usr/bin/systemctl enable oddjobd.service & & /usr/bin/systemctl start oddjobd.service
2021-07-19T21:15:15.596220+05:30 ise30-1 systemd: Reloading.

2021-07-19T21:15:15.691786+05:30 ise30-1 systemd: Reloading.

2021-07-19T21:15:15.750889+05:30 ise30-1 realmd: * Successfully enrolled machinein realm

HIZHA AlLt2|2

J

HRE AZ 2 QI &7t Alnj:

2021-07-19T21:12:45.487538+05:30 ise30-1 dbug[9675]: [system] Activating via systemd: service name="org.freedesktop.realmd'
unit="realmd.service'

2021-07-19T21:12:45.496066+05:30 ise30-1 systemd: Starting Realm and Domain Configuration...
2021-07-19T21:12:45.531667+05:30 ise30-1 dbug[9675]: [system] Successfully activated service 'org.freedesktop.realmd'
2021-07-19T21:12:45.531950+05:30 ise30-1 systemd: Started Realm and Domain Configuration.
2021-07-19T21:12:45.567816+05:30 ise30-1 realmd: * Resolving: _ldap._tcp.isha.global

2021-07-19T21:12:45.571092+05:30 ise30-1 realmd: * Performing LDAP DSE lookup on: 10.127.197.115
2021-07-19T21:12:45.572854+05:30 ise30-1 realmd: * Performing LDAP DSE lookup on: 10.127.197.236
2021-07-19T21:12:45.573376+05:30 ise30-1 realmd: * Successfully discovered: Isha.global

2021-07-19T21:12:52.273667+05:30 ise30-1 realmd: * Required files: /usr/sbin/oddjobd, /usr/libexec/oddjob/mkhomedir,
Jusr/shin/sssd, /usr/bin/net

2021-07-19T21:12:52.274730+05:30 ise30-1 realmd: * LANG=C LOGNAME=root /usr/bin/net -s /var/cache/realmd/realmd-smb-
conf.ROSM60 -U Administrator ads join Isha.global

2021-07-19T21:12:52.369726+05:30 ise30-1 realmd: Enter Administrator's password:

2021-07-19T21:12:52.370190+05:30 ise30-1 realmd: Failed to join domain: failed to lookup DC info for domain ‘Isha.global’ over rpc:
The attempted logon isinvalid. Thisis either due to a bad username or authentication information.
2021-07-19T21:12:52.372180+05:30 ise30-1 realmd: ! Joining the domain Isha.global failed

2O A YYsE A K olet HHE 2O E0M FRlE  A&LICH ivar/log/secure,

232 AL BHLIC}H: show logging system secure

e
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2021-07-19T21.:25:10.435849+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:auth): unknown option: no_magic_root
2021-07-19T21.:25:10.438694+05:30 ise30-1 sshd[119435]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=ad_admin

2021-07-19T21:25:11.365110+05:30 ise30-1 sshd[119435]: pam_sss(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=ad_admin

2021-07-19T21:25:11.365156+05:30 ise30-1 sshd[119435]: pam_sss(sshd:auth): received for user ad_admin: 12 (Authentication token
isno longer valid; new one required)

2021-07-19T21:25:11.368231+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:account): unknown option: reset



2021-07-19T21:25:11.370223+05:30 ise30-1 sshd[119435]: pam_succeed_if(sshd:account): 'uid' resolves to '60001'
2021-07-19T21:25:11.370337+05:30 ise30-1 sshd[119435]: Accepted password for ad_admin from 10.227.243.67 port 61613 ssh2
2021-07-19T21:25:11.371478+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:setcred): unknown option: no_magic_root
2021-07-19T21:25:11.781374+05:30 ise30-1 sshd[119435]: pam_limits(sshd:session): reading settings from ‘/etc/security/limits.conf'
2021-07-19T21:25:11.781445+05:30 ise30-1 sshd[119435]: pam_limits(sshd:session): reading settings from ‘/etc/security/limits.d/20-
nproc.conf’

2021-07-19T21:25:11.781462+05:30 ise30-1 sshd[119435]: pam_limits(sshd:session): process_|imit: processing soft nproc 4096 for
DEFAULT

2021-07-19T21:25:11.781592+05:30 ise30-1 sshd[119435]: pam_unix(sshd:session): session opened for user ad_admin by (uid=0)
2021-07-19T21:25:11.784725+05:30 ise30-1 sshd[121474]: pam_tally2(sshd:setcred): unknown option: no_magic_root
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2021-07-19T21:25:10.435849+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:auth): unknown option: no_magic_root
2021-07-19T21:25:10.438694+05:30 ise30-1 sshd[119435]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=ad_admin

2021-07-19T21:25:11.365110+05:30 ise30-1 sshd[119435]: pam_sss(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=ad_admin

2021-07-19T21:25:11.365156+05:30 ise30-1 sshd[119435]: pam_sss(sshd:auth): received for user ad_admin: 12 (Authentication token
isno longer valid; new one required)

2021-07-19T21:25:11.368231+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:account): unknown option: reset
2021-07-19T21:25:11.370223+05:30 ise30-1 sshd[119435]: pam_succeed_if(sshd:account): 'uid' resolves to '60001'
2021-07-19T21:25:11.370337+05:30 ise30-1 sshd[119435]: Accepted password for ad_admin from 10.227.243.67 port 61613 ssh2
2021-07-19T21:25:11.371478+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:setcred): unknown option: no_magic_root
2021-07-19T21:25:11.781374+05:30 ise30-1 sshd[119435]: pam_limits(sshd:session): reading settings from ‘/etc/security/limits.conf'
2021-07-19T21:25:11.781445+05:30 ise30-1 sshd[119435]: pam_limits(sshd:session): reading settings from ‘/etc/security/limits.d/20-
nproc.conf’

2021-07-19T21:25:11.781462+05:30 ise30-1 sshd[119435]: pam_limits(sshd:session): process_limit: processing soft nproc 4096 for
DEFAULT

2021-07-19T21:25:11.781592+05:30 ise30-1 sshd[119435]: pam_unix(sshd:session): session opened for user ad_admin by (uid=0)
2021-07-19T21:25:11.784725+05:30 ise30-1 sshd[121474]: pam_tally2(sshd:setcred): unknown option: no_magic_root
2021-07-19T21:25:56.737559+05:30 ise30-1 sshd[119435]: pam_unix(sshd:session): session closed for user ad_admin
2021-07-19T21:25:56.738341+05:30 ise30-1 sshd[119435]: pam_tally2(sshd:setcred): unknown option: no_magic_root
2021-07-19T21:26:21.375211+05:30 ise30-1 sshd[122957]: pam_tally2(sshd:auth): unknown option: no_magic_root
2021-07-19T21:26:21.376387+05:30 ise30-1 sshd[122957]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=ad_admin

2021-07-19T21:26:21.434442+05:30 ise30-1 sshd[122957]: pam_sss(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=ad_admin

2021-07-19T21:26:21.434461+05:30 ise30-1 sshd[122957]: pam_sss(sshd:auth): received for user ad_admin: 17 (Failure setting user
credentials)

2021-07-19T21:26:21.434480+05:30 ise30-1 sshd[122957]: pam_nologin(sshd:auth): unknown option: debug
2021-07-19T21:26:22.742663+05:30 ise30-1 sshd[122957]: Failed password for ad_admin from 10.227.243.67 port 61675 ssh2

QESHR| 22 ALBAHE QIFt 915 A

2021-07-19T21:28:08.756228+05:30 ise30-1 sshd[125725]: Invalid user Masked(xxxxx) from 10.227.243.67 port 61691
2021-07-19T21.:28:08.757646+05:30 ise30-1 sshd[125725]: input_userauth_request: invalid user Masked(xxxxx) [preauth]
2021-07-19T21:28:15.628387+05:30 ise30-1 sshd[125725]: pam_tally2(sshd:auth): unknown option: no_magic_root
2021-07-19T21:28:15.628658+05:30 ise30-1 sshd[125725]: pam_tally2(sshd:auth): pam_get_uid; no such user
2021-07-19T21:28:15.628899+05:30 ise30-1 sshd[125725]: pam_unix(sshd:auth): check pass; user unknown
2021-07-19T21.:28:15.629142+05:30 ise30-1 sshd[125725]: pam_unix(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67

2021-07-19T21.:28:15.631975+05:30 ise30-1 sshd[125725]: pam_sss(sshd:auth): authentication failure; logname= uid=0 euid=0
tty=ssh ruser= rhost=10.227.243.67 user=isha

2021-07-19T21.:28:15.631987+05:30 ise30-1 sshd[125725]: pam_sss(sshd:auth): received for user isha: 10 (User not known to the



underlying authentication module)

2021-07-19T21:28:15.631993+05:30 ise30-1 sshd[125725]: pam_nologin(sshd:auth): unknown option: debug
2021-07-19T21:28:17.256541+05:30 ise30-1 sshd[125725]: Failed password for invalid user Masked(xxxxx) from 10.227.243.67 port
61691 ssh2
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