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Intune Integration Architecture

Ehl Uy NAD Cisco ISE
g Wired or Wireless ‘,. %,}a{‘ @ -- | ntu ne
! E_ 5 a Azure Active Directory
ISE authenticates to the Azure AD token issuance
endpoint and requests a Customer Specific
+ Customer Register’s to Azure @t > Get
. Integration works with oAuth 2.0 The Azure AD token issuance endpoint validate Token

: : g ; tand i th token.
« Cert's are validated (instead of just taking the MDMQ“I’:?-EF’--'E?E--e-afsis-s-g-ef ~~~~~~~~

+ Upload ISE Cert on to Azure

ISE uses the access token (NOT the username and password) to
authenticate to Microsoft Intune authenticates to the Azure AD

Authenticate D = = o=
Microsoft Intune responds with successfull unsuccessful Authentication
B e e e C T
Auth to NAD Radius Server =ISE
Sk St | | ISE Checks MDM Policy
Link Up Unregistered, Compliant and non-compliant use cases
Accounting Start b Enforce Policy where applicable (COA etc ..) ISE
o S e Syslog: A ting Start —
ﬂlcco.r:nling Response | A  [i-—==== IE‘_’&__CEEU_"_DE__“_q________________)
Acct Update ﬁ M
Framed-IP
"['.“""]‘-—-'- Syslog: Accounting Update MnT
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g Certificate X

General petails Certification Path

[ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: portal.azure.com

Issued by: Microsoft IT S5L SHAZ2

Valid from 7/21/2017 to 5/7/2018

Issuer Statement

OK
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lE Mol CtE3t 2o 2|0 U= o|FE XI'FHELICH Azwempm. S+ CA 1B Mol CHSH M Of R}
g Ht=ghuch

Azure LEHO|AM ISEE OHEZ|FO|M2Z HYE

1 E|'7=||. |E:|I'&|'IZ Azure Active Directory AI_-iEH App registrations.

S = _ &
¥}

#on e

rumaiacisco (default directory)
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Create

Web app /

W
ol

= B
sign-on URL

[ http:/fwww.cisco.com|
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ﬂ' Settings

# Manifest [ Delete
Display name
[SE_test
Application type
Web app / AP
Home page
https/ faewecisco.com
ATHA[. OFEH settingsOll M B EF HEtE MBSt Cf

1. Microsoft Graph
S8 Z=2a7 At

¢SS

- CIHMEE| O0lE ¢l7|

Application 1D
bb735e03-a22e-46ee-9a12-934bad837713
Object ID
f33bbb54-54fa-45c2-a51e-ad409fa15a5af
Managed application in local directory
ISE_test
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Add a permission ~ Grant admin consent for pavagupt-tme
APl / Permissions name Type Description

 Arure Active Directory Graph (3)

Z4 MHE 7 KM27|

Admin consent regu...

Directory Read All Delegated  Read directory data Yes
Directory Read All Application Read directory data Yes
User.Read All Delegated  Read all users’ full profiles Yes
 Imtune (1)
get_device_compliance Application Get device state and compliance information from Micros... Yes
" Microsoft Graph (T)
Directory. Read All Delegated  Read directory data Yes
Directory Read All Application Read directory data Yes
offine_access Delegated  Maintain access to data you have given it access to No
openid Delegated  Sign users in No
User Read Delegated  Sign in and read user profile No
User.Read All Delegated  Read all users’ full profiles Yes
User Read All Application Read all users’ full profiles Yos

Status

@ Granted for pavagupt-t
@ Granted for pavagupt-t

@ Granted for pavagupt-t

Q Granted for pavagupt-t

@ Granted for pavagupt-t
@ Granted for pavagupt-t
@ Granted for pavagupt-t
@ Granted for pavagupt-t
@ Granted for pavagupt-t
@& Granted for pavagupt-t

Q Granted for pavagupt-t
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Settings Required permissions

2 + Add e Grant Permissions

GEMERAL API APPLICATION PERMI... DELEGATED PERMIS...
| Properties > | Microsoft Graph 4
= Reply URLs by Microsoft Intunc AP 1 0

s Owners > Windows Azure Active Directory 2

APl ACCESS
Required permissions >

Keys b

TROUBLESHOOTING + SUPPORT
}( Troubleshoot >

& New support request >
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I Delete [ b 4 1 & Edit * Upload & Download

1|
2 "appld"”: "86397alc-be6d-4ca9-aeg6-07%6eeadfabc”,
3 "appRoles™: [1,

Managed application in local di 4 | "availableToOtherTenants": false,

ISE 5 "displayName”; “ISE",

s 6 "errorurl™: null,

7 | "groupMembershipClaims”: null,
] "optionalClaims™: null,
9 "acceptMappedClaims”: null,

T:JSON HHHE 71T hdlL|ch ot O|F e HEHE BisHX| Ot A2 2F ]
(@)

2CHA|. 2 E = E0|A ISE AAE] QIS ME LHEHHLICEH. PANO A Administration > System > Certificates >
system CertificatesOl| A 7|2 AFA| M M QIS ME MEISET Export. A& Export Certificate Only (7|§Z/I:)%
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Administration > Certificates > System Certificates

1 Client Machine

p====BEGIN CERT
j &
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Delete this line

System Certificates For disaster recovery it is recommended to export certificate and private key pa

@ CiscoISE |/ Edt | g Generate Seff Signed Certficate. | [5= Import |ﬂ- Exp E k Delate | | J View

Friendly Name Used By Portal group tag

EAP
-1.demo local#Cerlificat =
'sf'_' '_._e _m s JL S Authentication, Default Portal Cerificate 2 ) i
e Senices EndpointSubC Porta i ise-1.demolocal
A- Ise-1£00001 Admin, Portal Group i
Nl paGrid

Things to do with the ISE System Cert

= Delete the -—--BEGIN CERTIFICATE-—--
+ Delete the -----END CERTIFICATE-----

= All the text should be in single line ...
MIIESjCCAtegAwIBAgQIQPfz/HaZnjSVRrlAgAYF/scjANBgkghkiGw(

= Microsoft Azure 2 Search resources, services, and docs (G+/) I

.

Home > self | App registrations >

ISE | Certificates & secrets =

. £ Search (Cmd+/) | « Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatior
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Bl Overview
% {Evsclaitam Certificates
#" Integration assistant (preview) Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys,
Manage T Upload certificate
B Branding Thumbprint Start date Expires
3) Authentication BC618ABBCASBE40E4F21EA3D25B3D33E0FOCACH3 4/3/2020 4/2/2025
Certificates & secrets BOC1360BCCD305F2D53E265668D5D8499ADE93AS 4/5/2020 4/472025

' Token configuration

= APl permissions

BI7HAl S M:

1EtA|. @215 M E BASEG4 2 MEHST Azure JSON OHL|HAE U2 X|CHE 7HXK{E2{H
PowerShell ZZ2 A|X{E A& L|Ct. Windows2| Windows PowerShell EE = Windows PowerShell
ISE OHZ2|7l0|MM S AFSEILICH CIS HWHES AFSELICH

$cer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2

$cer.Import(“mycer.cer”)
$bin = $cer.GetRawCertData()

$base64Value = [System.Convert]::ToBase64String($bin)

$bin = $cer.GetCertHash()

$base64Thumbprint = [System.Convert]::ToBase64String($bin)



$keyid = [System.Guid]::NewGuid().ToString(Q

2E|'7=" Z/t '?rﬂ $base64Thumbprint, $hase64ValueZ! $key|d§ 7|_§||' 5|'QA|9_. 0| 2= Z/IQO| JSON “_EIEO'" -7;S7|'En=||
LIC} keyCredentials 7|2 Mo 2 ChS1F Z&L|CH.

15 "identifierUris": [

16 "https://rumaiacisco.onmicrosoft. com/239c7déd-12d6-453c-8d3e-acta/Bldchsl™
17 | L,

18 "keyCredentials": [],

14 "knownClientApplications™: [],

O|Z 7| oted™ ChE = A2 2L S AEst AL,

"keyCredentials": [
{
“customKeyIdentifier”: “$base64Thumbprint_from_powerShell_for_PPAN”,
“keyId“: “$keyid_from_above_PPAN“,
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "Base64 Encoded String of ISE PPAN cert"
3
{
“customKeyIdentifier”: “$base64Thumbprint_from_powerShell_for_SPAN”,
“keyId“: “$keyid_from_above_SPAN“,
"type": "AsymmetricX509Cert",
"usage": "Verify",

"value": "Base64 Encoded String of ISE SPAN cert"

3EHA| WA ot HZ E sson TFUE Azure Portalofl 5715109 keycredentials ISEOIAM AFB &= 15
MO AM 7= L.

CHS ot Hiz st ok ErLc.



18 "keyCredentials": [

19 {

28 "customkKeyIdentifier”: "wteOPVePuMBwUeFNBSs22fkDYZE=",
21 "endDate™: "2819-81-22T11:41:817",

22 "keyId": "eb7bl833-3248-4283-98a36-c3ccchToRded”,

24 "startDate": "2018-81-22T11:41:817",

24 "type": "AsymmetricX589Cert”,

25 "usage": "Verify",

26 "walue": null

27 s

28 {

29 "customkeyIdentifier"”: "BSZz6@fZKHGNO6gAMvE43swIZOko=",
34 "endDate™: "2@19-81-85T14:32:38Z",

31 "keyId": "B6462723-544b-423d-8e5e-223df3521423",

32 "startDate": "2818-@1-85T14:32:387",

33 "type": "AsymmetricX589Cert”,

34 "usage": "Verify",

35 "walue": null

36 ks

37 {

38 "customKeyIdentifier”: "GM1Dp/1DYiNknFIJkgjnTbjoSnk=",
29 "endDate™: "2&18-12-86T18:46:327",

48 "keyId": "2edSb262-cedb-4cla-Bala-c@abb82ae3cl”,

41 "startDate": "2817-12-86T16:46:327",

42 "type": "AsymmetricX589Cert”,

43 "usage": "Verify",

44 "walue": null

45 1.

ok

ATHA| Y2 E 20| E vaue ZE O 2H keycredentias E Al nul O] Microsoft S 01| A & | 42 = Of
of olgd&t 2t 8 &= Y= & 57| E LICH.

ISEO| A |V|D|V| MHE F7t5tE Ol 228 22 CrSolM SAHE &= U&LICH Microsoft Azure AD Graph
API Endpoi nt & | OAUTH 2.0 Token Endpoint.



Endpoints

FEDERATICMN METADATA DOCUMENT

| https://loginmicresaftonline.com/82fbd1 |E

W5-FEDERATION SIGN-ON ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

SAML-P SIGN-ON ENDPOINT

| https:/flogin.microsoftonline.com/82fb... JE

SAML-P SIGN-OUT ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

MICROSOFT AZURE AD GRAPH APl ENDPOINT

| https://graphwindows.net/82fbd165-f... JE

OAUTH 2.0 TOKEN ENDPOINT

| https:/flogin.microsoftonline.com/82fb... |E

OAUTH 2.0 AUTHORIZATION EMDPOINT

| https://loginmicrosoftonline.com/82fb... JE

Oleqd8t Zt2 ISE GUI0I| =235l oF & L|Ct. EFAH aAdministration > Network Resources > Externad MDM Al MEHE &
7Herect.

ISE Intune

s HAM URL|MI=ZQIE > Microsoft Azure AD Graph APl YIEZQIE

Z2}0|YME ID |[{Registered-App-Name} > O Z 2|70l ID

EZ 22 URL|[Endpoints(AI=ZQIE) > OAuth 2.0 EE A= ZQIE




MOM Servers = Intune

Name* | Intune|

Server Type | Mobile Device Manager Y| @

Authentication Type | OAuth - Client Credentials  » | @

Auto Discovery Yes Y| @

Auto Discovery URL * hitps:/figraph.windows._net/82fod 165132 3-4a38-aeb8-734056d25101 @

Client 1D = 86397a1c-b06d-4ca-al86-0786eeadfabe

Token Issuing URL * hitps:/login. microsoftonline. com/82fhd 165-1323-4a38-aeb8-734056d251 01/ oauth2A @

Token Audience * hitps:/fapi.manage microsoft. com/

Description
Polling Interval * 240 (minutes} @
Status Enabled v

Zn|ago|Mo| 2 E|H HEHT7L enabled(E&3HE)E EAIELICH

MDM Servers
= Refresh 4 Asd Dupicale & Edt 8 Trach Triter~ @Downicad~ &+
Name Status Service Pravider MDM Server Server Type Description
Intune B Enabéed Microsoft fel. msub03 manage microsoft. com Mobiie Device Manager @'
= - =< L =

sun.security.validatorException| 7|88t "AMb{ @172 Almj"



° Connection to server failed with:

sun.security.validator.ValidatorException:
PKIX path building failed: sun.security.provider.certpath.SunCertPathB
uilderException: unable to find valid certification path to requested target

Please try with different settings.

1EH7|. TRACE B0 ChS 239 &7 X|H HE
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* portal (guest.log)
* mdmportal (ise-psc.log)

* external-mdm (ise-psc.log)
2EHA|. = E isepsclog O|EHEF 21 9] B2

* 2016-10-17 12:45:52,158 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::- Clientld -
ad6a6fd7-4a31-4471-9078-59ch2bb6abab, Token issuance endpoint - https:/login

* microsoftonline.com/273106dc-2878-42eb-b7c8-069dcf 334687/0auth2/token, Resourceld/App Id uri - https.//graph.windows.net

* 2016-10-17 12:45:52,329 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Certificate Friendly
Name -USMEM-AMO01-| SE.Sncorp.smith-nephew.com#USM EM-AM01-1 SE.Sncorp.smith-nephew.c

* 0om#00003

* 2016-10-17 12:45:52,354 DEBUG [admin-http-pool9300][] cisco.com.mdm.authtoken.MdmCertAndK eyUtil -::::- Result of
command invocation

* 2016-10-17 12:45:52,363 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of command
invocation

* 2016-10-17 12:45:52,364 DEBUG [admin-http-pool9300][] cisco.cpom.mdm.authtoken.MdmCertAndK eyUtil -::::- Successfuly

decrypted private key

® 2016-10-17 12:45:52,794 ERROR [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::- Thereisa
problem with the Azure certificates or | SE trust store. sun.security.validator

¢ .ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target

* 2016-10-17 12:45:52,794 ERROR [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::- Unable to
acquire access token from Azure

* java.util.concurrent.ExecutionException: javax.net.sd.SSL HandshakeException: sun.security.validator.Validator Exception:
PK1X path building failed: sun.security.provider.certpath.SunCertPathBuilder Exception

* :unableto find valid certification path to requested target

Ol 2(B) 7IM2 227t UZZ LIEHHLICH graphmicrosoft.com @18 A, O] H[O|X|0f RIZ


https://login
https://graph.windows.net

w3.org/ 2001/ ¥HLS5chema-instance” >

@ Secure | hitps)//graph.windows.net
This XML file does not appear to have any style information associated with it. The document tree is shown below.
: ww. w3 . arg/ 2001/ XHLSchema™ xmins :xs

v<error xmins="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata” xmins:xsds"http://w

<coderRequest_DataContractVersionMissings/coder
The specified api-version is invalid. The waluve must exactly match a supported wersiom.

Fimessage xi ng="en"»

¢ /message>

<ferrors
25t 2l
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a Certificate -t

General petails Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of @ remote computer
» Proves your identity to @ remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: graph.windows.net

Issued by: Microsoft IT TLS CA 2

Valid from 9/26/2017 to 9/26/2019

Issuer Statement

OK

4THH|. BASEG4 & Al0| mtelofl X{&H 5t ISE Trusted Store2 7HA{Z LICE FA| QIE M &l 7t
X4etok grL|ch 27 CHE MDM AMEHol| CHE @42 S CHA| HIAE R LICH



Azure ADOIAM 1B EEE 7K X| 2R &LICH

6 Connection to server failed with:

Failed to acquire auth token from Azure AD. Error validating credentials. Client assertion contains an invalid
signature. [Reason - The key was not found., Thumbprint of key used by client:
'105D6E9BAOF5D6EACCF8AS562DE81C1C6450CBEES,

Configured keys: [Key0:Start=03/14/2018, End=12/17/2018, Thumbprint=pZ0CqWkpVzZluEez;]] Check if
either ISE certificates not being uploaded or problem with certificates already uploaded to App on Azure AD

Please try with different settings.

a8
UitMo =z o LR/ E OHLIHIAET} sson Tl 2R E ISE 215 M & Qo] Z7f=[of /& LICH OH
LIHAE DY Azuredl| YEE617| To 2o 0| 40| U=X| EQISHMAIR.

"keyCredentials": [
{
“customKeyIdentifier®: “$base64Thumbprint_from_powerShell_for_PPAN”,
“keyId“: “$keyid_from_above_PPAN*,
"type": "AsymmetricX509Cert",
"usage": "Verify",
"value": "Base64 Encoded String of ISE PPAN cert"
1,
{
“customKeyIdentifier®: “S$base64Thumbprint_from_powerShell_for_SPAN”,
“keyId“: “$keyid_from_above_SPAN*,
"type": "AsymmetricX509Cert",

"usage": "Verify",

"value": "Base64 Encoded String of ISE SPAN cert"

}
}
1,
of o] 0l £ PAN 2! SANO| Q= AILIZIRE 7|8t 2 $fLIC} PowerShelll M A3 REE CHA| A
S5t 2 Aet BASE64 2/ 2 7HASLICH OHLHAE THUS HUECH EMR. @77 YAUSHK] &
ofof gL|Ct.

$cer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
$cer.Import(“mycer.cer”)

$bin = $cer.GetRawCertData()

$base64Value = [System.Convert]::ToBase64String($bin)

$bin = $cer.GetCertHash()



$base64Thumbprint = [System.Convert]::ToBase64String($bin)

$keyid = [System.Guid]::NewGuid().ToString()

|:|'|:|0'|| I:|'|°|' 7):% '|%6HO|= g L—| I:|' $base64Thumbprint, $hase64Value —' $keyid -_r"g' &'l Mo | 7=||0'||A‘| %._
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Connection to server failed with:

MDM Server API error

Connection Failed: 401:Unauthorized: the MDM server is
not reachable

Please try with different settings.
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o Connection to server failed with:

Failed to acquire auth token from Azure AD. There is a
problem with the Azure certificates or ISE trust store.

Please try with different settings.
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https://msdn.microsoft.com/en-us/library/azure/dn645543.aspx
https://azure.microsoft.com/en-us/documentation/articles/active-directory-authentication-scenarios/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-authentication-scenarios/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-integrating-applications/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-integrating-applications/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-application-manifest/
https://azure.microsoft.com/en-us/documentation/articles/active-directory-application-manifest/
https://www.cisco.com/c/ko_kr/support/index.html
https://www.cisco.com/c/ko_kr/support/index.html
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