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MName
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Firepower Device Manager
0 Successfully logged out

fdm_admin
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{ LOG IN
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Liva Logs Live Sessions Click here to do visibility seiup Do not show this agein i
Mevar w  Lawest 20 records w  Last 3 hours w
R Ra Expes
Tima Status Details Repea.. |dentity Authentication Policy Authorization Policy Authorization Profiles
4 Evl Identity Agtheentication Policy Authorization Policy Authorization Prol Piles
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Firepower Device Manager : s : . =
cisco Manitoring Policies Objects Device: ftd-cdo-hav L

~ Model Software VDB Rule Update High Awailability
- Cisco Firapower Threat Defense for VWMWa... 6.5.0-115 309.0 2019-08-12-001-vrt Not Configured

() () () () () () (o) ()
o

Cisco Firepower Device Manager CLI(Z EZIX})

ECANOGUT-M-D4N7:~ ecanogut$ ssh fdm_admin@l10.122.111.212

fdm_admin
Administrator

CONFIGURE

The authenticity of host '16.122.111.212 (16.122.111.212)' can't be established.
ECDSA key fingerprint is SHA256:sqpyFmCcGBs1EjjDMdHnrkqdw4@qvc7nelI+PjwéfIs.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '1€.122.111.212' (ECDSA) to the list of known hosts.

Password:

11l New external username identified. Please log in again to start a session.

!
Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.

All other trademarks are property of their respective owners.

Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare v6.5.8 (build 115)

Connection to 1@.122.111.212_clnsed.

'ECANOGUT-M-D4&N7:~ ecanogut$ ssh fdm_admin@l1€.122.111.212
Password:

Last login: Tue Jul 6 17:081:20 UTC 2021 from 16.24.242.133 on pts/@

Copyright 2004-2019, Cisco and/or its affiliates. All rights reserved.

Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

| Cisco Fire Linux 0S v6.5.0 (build 4)
Cisco Firepower Threat Defense for VMWare vé6.5.0 (build 115)
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Agentless Postune Troublesha
EndPaint Debug
TCPF Dump

GigabitEthernet 0 [Up, Running]
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TrustSec Tools b
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Diagnostic Tools Download Logs Debug Wizard Click here to do visibility setup Do not show this again.
Genaral Toals w TCP Dum[}

RADIUS Authentication Troubl...

Exacute Network Davice Com..,

Tha TCP Dumg wtility page is to monitor the confents of packets on a netwark interface and troubleshoot problems on the nefwork as they appear

Evaluste Configurstion Validat... RowsPage 1 -« n SaL_lj) “AkTe hov
Posture Troubleshooting
7 Retresh - Add B Trash Y Filear &
Ageniless Posture Troublasho...
EndPoirt Debug [1 Host Name Network Interface Filter File Mama Repository  File 5.. Number o
TCP Dump
O ise31.ciscoisn.lab ‘GigabitEthernet 0 [Up, Run ip hast 10.VZZ111.212 FDM_Tshoet VM 10 1

Session Trace Tesis

TrustSec Tools

IWVUUJLJ] P Ay S0 | TWULL 15

(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM
(000029)7/6/2021 10:21:45 AM

TRATLY LIWVD L LA N0 LU YT 0L WD

-cisco (10.81.127.185)> STOR FDM_Tshoot .zip

- cisco (10.81.127.185)> 150 Opening data channel for file upload to server of "/FDM_Tshoot.zip"
-cisco (10.81.127.185)> 226 Successfully transfemred "/FDM_Tshoot zip"

-cisco (10.81.127.185)> QUIT

-cisco (10.81.127.185)> 221 Goodbye

- cisco (10.81.127.185)> disconnected.

- FDM_Tshoot.zip (evaluation copy)
File Favorites Options Help

EIEB'IMw \

Commands Tools

© 8 =

Add  Extract To View Delete Find Wizard Info VirusScan Comment  SFX
T ‘n FDM_Tshoot.zip - ZIP archive, unpacked size 545 bytes
Name Size Packed Type Modified CRC32

File folder

| ] FDM_Tshoot.pcap 545 473 PCAP File 7/6/20215:21...  3A095B10
—-—— Total 1 file, 545 bytes
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M FOM_Tshoot.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ ' REB ResEF oS EaaQaqH

|I]A9ﬁ.n:5ﬁﬁ.*:? Ctrl-/>

Mo. Time Source Destination Protocol Length Info

T 1 ©.000000 18.122.111.212 10.81.127.185 RADIUS 115 Access-Request id=224
~J— 2 @.@91e18 18.81.127.185 10.122.111.212 RADIUS 374 Access-Accept id=224

i » AVP: t=Class(25) 1=77 val=434143533a3061353137666239334a305a746a7367524e766e61675159744374454
» AVP: t=Vendor-Specific(26) l=58 vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=68 vnd=ciscoSystems(9)
» AVP: t=Vendor-Specific(26) l=64 vnd=ciscoSystems(9)
¥ AVP: t=Vendor-Specific(26) l=36 vnd=ciscoSystems(9)
Type: 26
Length: 36
| —Mendes 10 ciscoSustams (O
» VSA: t=Cisco-AVPair(l) 1=38 val=fdm.userrole.authority.admin

98 77 ee 2b Be bf 88 58 56 a4 d@ f1 @83 2@ 45
@1 68 88 34 40 80 40 11 b4 f8 €a 51 7f b9 @a
6f d4 @7 14 dl1 7e @1 54 @S5 bs 82 =8 81 4c 89
99 cc eb ae 36 16 dd 51 49 9c 15 @c ab cl @1
6d Sf 64 6d 69 Ge 86 26

pcap Tt Lol| F=0| EAIE|X| o CHE S4S FELICH

% 2 ISE IP =47t FDM F40of & 7+5|<21.;.~
2stedo B2 4B ZE 1812-181301 le
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- FdmPasswordLoginHelper
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