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Bind Request and response using LDAP for the

4 U administrator. B |+
W e Source Dest naticr T T TR T

579 20209930 §1:21:80, 84523 16,196,327, 104 10.127.197. 188 Lo 73 wrbindReguest (4)
Tl 2008-9%-38 01:27:15. 348421 18.708.17. 184 19.177.107. 188 LR 1 [imdhaquest{l] =N=-Aduinistrator,CN=Users, BC=ansnsinh, BC=1ocal® simple |
1041 2020-99-30 01:21:13, 348434 18,127,197, 180 10.106.32.184 Lowp a8 | bimdRecporsell) succese
1844 2008-09-38 81:71:13, 340581 18,137,197, 180 10.106.32. 184 LbAP 478 W searchRasEntry(2) “Oimadming, Qlelsars, DX=ansh nh, DC=local” ‘.-....un-,z]
Tl 207038 01:37:11, 351806 1A.396.37. 184 18037107, 188 LhaP i3 - bindhequestil] ® MNeadvind, Melice rs. 0=anshsinh, Bla local® sinple i
1040 2020-99-30 91:21:1), 352089 10,127,197, 180 10.106.32. 184 Lo a8 of bindhesporsell) success
15300 Fo2A-4%-38 81:21:48. 060108 18.106.37.104 18.127.197. 188 Lbwp 1~ A searchRegeest[3) “dcmanshs inh, doslocal” wholeSubiree
15175 7020-00-30 81:31:40. 060845 10.127.197. 183 10.106.32. 184 Loap g ;/ LenarchRasEntry(3) “h=admin2 (Nelsers,DC=anshsinn, 0C=1acal® | cearchRegh
15300 Jora--38 01:21:48. 000736 18.106.17.104 18.127.107. 188 Lhas J,f". bindhequestd 2| " Neadvind, alise rs, Maanshsink, Bla local® sizple

15337 2020-93-30 01:21:40, 97132801

2 Lo - 4 - bindhespors=il) swccess
Search request and response Entry for the
username to the mapped LDAP group.

Bind success for the username search

» Frame 1043: 191 bytes on wire (1528 bits)

prrt-server.log & 2l

PAPAuthenticator,2020-10-10 08:54:00,621,DEBUG,0x7f852bee3700,cntx=0002480105, sesn=1se30/389444264/3178

IdentitySequence,2020-10-10 08:54:00,627,DEBUG,0x7f852c4e9700,cntx=0002480105,sesn=1ise30/389444264/3178

LDAPIDStore,2020-10-10 08:54:00,628,DEBUG,0x7f852c4e9700, cntx=0002480105, sesn=1se30/389444264/3178 ,CPMS

Server,2020-10-10 08:54:00,634,DEBUG,0x7f85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessio

Connection,2020-10-10 08:54:00,634,DEBUG,0x7f85293b8700, LdapConnectionContext: :sendSearchRequest(id = 1

Server,2020-10-10 08:54:00,635,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Server,2020-10-10 08:54:00,635,DEBUG,0x7f85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessio

Server,2020-10-10 08:54:00,636,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Server,2020-10-10 08:54:00,636,DEBUG,0x7f85293b8700, cntx=0002480105,sesn=1se30/389444264/3178,CPMSessio

Connection,2020-10-10 08:54:00,636,DEBUG,0x7f85293b8700, LdapConnectionContext: :sendBindRequest(id = 122

Server,2020-10-10 08:54:00,640,DEBUG,0x7f85293b8700, cntx=0002480105, sesn=1se30/389444264/3178,CPMSessio



LDAPIDStore,2020-10-10 08:54:00,641,DEBUG,0x7f852c6eb700,cntx=0002480105, sesn=ise30/389444264/3178,CPMS

ise-psc.log & Q!
Ol 20 U ELZ & x| 2|lAA0| HHAE AT & [ admin2 AFEXHO]| CHAH AHE E RBAC S
M 20l 8 4 et
[admin-http-poo151][] com.cisco.cpm.rbacfilter.AccessUtil -:admin2@anshs
[admin-http-pool151][] cpm.admin.ac.actions.NetworkDevicesLPInputAction -
[admin-http-poo151][] cisco.ise.rbac.authorization.RBACAuthorization -:a

2020-10-10 08:54:24,474 DEBUG
[admin-http-poo151][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImp

2020-10-10 08:54:24,524 INFO
[admin-http-poo151][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImp

2020-10-10 08:54:24,524 DEBUG
[admin-http-poo151][] cisco.ise.rbac.authorization.RBACAuthorization -:a

2020-10-10 08:54:24,526 DEBUG
[admin-http-pool151][] cpm.admin.ac.actions.NetworkDevicesLPInputAction -

2020-10-10 08:54:24,526 DEBUG
[admin-http-poo151][] cisco.cpm.admin.license.TrustSecLicensingUIFilter

2020-10-10 08:54:24,528 DEBUG
[admin-http-poo151][] cisco.ise.rbac.authorization.RBACAuthorization -:a

2020-10-10 08:54:24,528 INFO
[admin-http-poo151][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImp

2020-10-10 08:54:24,534 INFO
[admin-http-poo151][] ise.rbac.evaluator.impl.DataPermissionEvaluatorImp

2020-10-10 08:54:24,593 DEBUG
2020-10-10 08:54:24,595 DEBUG
2020-10-10 08:54:24,597 DEBUG
[admin-http-poo151][] cisco.cpm.admin.license.TrustSecLicensingUIFilter

2020-10-10 08:54:24,604 INFO
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