ISE HAE HH &2

27N

Ol EMoM= AZEXM E= ISE ZEIRI7H ISE = HIAE O|O|E{o] CHaH - E +=
|z 2ol cHal Mg LICH Cisco ISE(Identity Services Englne) HAE MH|AE=
A}, PIMEIE 9l T2 28 HAEO|H ORE UEXT HMAE KB LICH

7|1 X} Cisco TAC M X|L|01 Shivam Kumar
A T ALE
QLT AME

Ciscodl M= L& FA[ol CHall SX[e g HEELICH

- ISE
- ISE HAAE MH|A

MNEElE TH A
Ol| EMo| HEECIS AZER|0o] & StER 0 HHE 7|8t 2 & L|CH.
. Cisco ISE, & 2|A 2.6
Ol EMO| MEE= EX B 2-49| C|HIO|AE ECHZE T MHE|RASLICHO| EAM0l AFREl 2 E C|H

P
Ola= Z=7[3HEl(7|2) ZI|adoldMez AI”EIM.=. LIEP HELZI 534S Q8¢ ZE FE9
Rl IS olatishoF ZLict

2 1:0| A= CHE ISE XD SASHHLE SYLEL
AZELQo] EEAMM O HHE ASE & U&LCH

T
AEME A8 30 HAE AN 2|

AZEME ISEC| AI2A} Ao A HEt
T UE AEM ZHo| 2OQIE = U HEHE 7HE
Directory2t Z2 2|5 ID ME L0 U= A™Y = US

Of o ME 2ZM AHEOl ISEMM R Mo = Folz|n A FolEl 2 &0 F7HE
ALL_ACCOUNTS.

Hrbwork Ao o Lers



ZI2Moz ISE0E 2ZME UN1EE & U= Ml 7Hel AZ M 2 E0| U&LICH

AA EH

BB R ] P AT G g B ) g T B L R YRR B TR M Gy

[+ ] ek b 1 el 1D i

s L T B o Pl -l et B AT N TS AT 0 S v, 1 AL B
B BT AL G P S TS bl Co

ALL_ACCOUNTS(Z|2%2f): Ol JEM €2 E AEME ZE HAE MSA AHE HEE = Us
LICH 7|22 o2 ALL_ ACCOUNTS AI2X} ID 2§2| AAZXtE Ol AEM 52| H{lL|C}.

GROUP_ACCOUNTS(7|£3h): o] a0 &
%F HAE AHMoE ge[g = &L ch7[2X

O|ﬁ=‘"=k| 120 I:I-IIH.|OIL||:|.

HEAZME SUS AZM IEHM AZ M7} MM
° P

=
2 GROUP_ACCOUNTS AI2Xt ID 2 E29o| AFE Rt

OWN_ACCOUNTS(Z|272}): ol O 8ol §E & AZEME Atilo] e HAE HHEE 2|’ =

&SLICH 7|22 2 OWN_ACCOUNTS AFZXALID IE2| AFEXE O] AEAM 2 E 2| H{QLICH

O| ool M AL E AZ M HHES ALL_ACCOUNTSO o= ElL|C}

* Acoount Options

Descripion | Account to manage guast users

Change password on niesd login |

+ Account Dizsable Policy

Ll Disatle account if date exceeds | 2020-00-21 (¥yyy-mim-dd)

* User Groups

ALL_ACCOUNTS (defauk) @

Ol AEM OE 9| HEt & HEH2 Work Centers(2f Y ME]) > Guest Access(HIAE M| A) >
Portal & Components(Z& & 74 24) > Sponsor Groups(AEA 1 B)0IM AL E £+ Ql&LICH.

AA H



Sponsor Can Manage
{nly accounts sponsor has created
- ACCOUNS credled Dy members of this Sponsor group

® 4 guest accounts

Sponsor Can

b Update guests’ contad information (email, Phone Mumber)
1 Viewsprint guests’ passwords
[} send 3MS notifications with guesls’ cradentials
|" Resel guasts” account passwonds
L Extend guest accounts
[ Delete guests” accounis
[t Suspend guasts” atoounis
] Require sponsor to provide @ reason
Il Reinstate suspended guests’ accounts
[ Approve andview requests from salf-re gistaring guests
® any pending accounts
! Only pending accounts assigned to this sponsor

4] Access Cisco ISE guest accounts using the programmabic interface (Guest REST API)

AEXM7EERS REST APIE Salf AIAE 2|0 AMAE = UTS st7] ol ol0|X|oi| EAIE! CH
2 AEM 50| Heto| F7HELIC

Active Directory HHE AZEAMZE AL

AE M2 Bl LI A
S AR AEME A

At A -1 &7, AD(Active Directory) EE= LDAPSF 22 Q|8 ID &40
§to HAE AHHEE #Elg = U&LIch

30 |
ofo oo

Administration(Z 2l) > Identities(ID) > External Identity Sources(2|% ID & 24) > Active Directory2
I 5104 ISE7t ADOI| ZRIE|R=X| &rIBFLICE O] 7HUSHK| b2 B2 A& 7158 AD ZH R
S StLIof| 7HUSHA A2,

HZo| ZeE ADMM 25 S AMetLCt.

0| 0§0d M= ALL_ACCOUNTS 2Z M 1E0{ AD AFEXIE F7I56lE YHHE Hod FLIC}.

Work Centers(2Fd ME]) > Guest Access(HIAE M| A) > Portal & Components(£8 & 714 2
Z~) > Sponsor Groups(AZA| L&) > ALL_ACCOUNTS(ZE_ACCOUNTS)Z 0|&#t tt& 0] Of
O|x|ofl EAIE! CHZ Members( HIHH)E 2 2/&FLIC}.
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Dretiver nctification using

Primt

Email

Send me a summary

Copy me

Sponsor's Email address®

i
SPONSON@ECsCo com ]

el 1S E A2 2F 7|7 St HIEL| o CHEE AAE HA|
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Extend by
days (Maximum: 5) n

S1E&lE 20 AT 7|Zh2 072 EL| HAE R0 ol Mo{ELICt.

HAE o{7t2 E= 4 Efol 2tAH8{0] of7I2E 7(zZto| 2 M AhA| Btz EL|ch LAl ST 7Lt Bt
ZE HALE AHEHES AlAHo HelE H|?7] Aol et AiS2 2 AMELL 7 IEMHe 2 150t

CH APt



Action Lh.agn Guidelines E.I.igihla-l.ntwn?;.i-l-ul;t

Eilat Make changes 1o a selocied accoumnt AlL enecpt Saspemsiled, Demied

B esond Email, text, or pnnt acconmnt dedails for the Active. Creatad
selected maests

Extemd Addpst the acoess tnne persod or reactivate the | Active. Created. Expared
w ecbed exipredd @ibesl acconnls

Suspeis Disable the scloctod guest accounts withow | Active. Created
deletimg them from fee svstem

You may be prompled to provide reasons for
spspendmg an aocoumt

Delete Femove the selected gisest sccoqints oo the | All
Crco [SE database

Beset Password Reset the selected guest passwords to random | Active. Created
|.I-I'b\-'l-'|'§.=':ll.|'|-il.l:l'i| ity the RECRE iof Ehe: aocoutm
details,

R eansiate Enabile the selectead suspeended guest acconmts | Suspended, Densed

and approve previously dented sccounts

Hedresh Wew any changes 1o the deplayved accoumts. | Not applicable
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Guest Account Purge Policy
Parform an immediale purge of schedule when 10 delete expired accounts

Date of last purge: un 19 0000

Date of next purge: Sat Jul 04 01:00 w15 30

Purge Now

| Sehedule purge of expired guast 3ccounts
(%) PuUrge oLours sveny '15 | days (1-35°
i ] F'I.IrI:IE' LIRS Bvan. * 1 WEBES (T

Day of week* * i ¥ -

Timve of purge™ * | 1:00 AM

Expire portal-user informakion after™ * | G0 1-365 days Applies to
« [nadive LOAPRD users
« Unused guest accounts (where access perod slams from first lagin)

Once expired. accounts will be purged according 1o the purge policy specified above
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E=ndpoint [Senbdy Group List > GuestEndpoinks

Endpoint Identity Group

"Mame GuestEndpoints

Description | [Guest Endpoints Identity Group

Paren Group

Resal
Identity Group Endpoinls

uip Acd 5 remove =

MAC Address S g LMY
[ AA:BB.CCDDEED] ik
O AAEB:CC:DD:EE:D3 i)
[ AA:BB:CC:DD:EE:M i

] AsBE:CC:DDEEFF b

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
11e6-996c-525400b48521

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
ENDPOINTPURGE:ElapsedDays EQUALS 30

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction

EndPoint Profils

Linknown

Unknown

the rule type is :REGULAR

epPurgeRuleID is :3bfaffel0-8c0l1-

purging description:

purging expression:

GuestInactivityCheck & GuestEndPo1ntsPurgeRuleCheck5651c592—cbdb 4e60-abal-cfd415e2d4808

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
GuestInactivityCheck

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
ElapsedDays EQUALS 30

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
996c-525400b48521

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
996c-525400b48521

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
11e6-996c-525400b48521

2

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
RegisteredInactivityCheck

2020-07-09 09:35:21,983 INFO [admin-http-pool20]I[]
cpm.admin.profiler.action.ProfilerEndpointsPurgingAction
Greater than 30

2020-07-09 09:35:26,407 INFO [admin-http-pooll3][]

EPCondition name is

the condLabel are :ENDPOINTPURGE

rulename is : 3¢119520-8c0l1-11e6-

the rule type is :EXCLUSION

rulename is : 3c2ac270-8c0l-11e6-

the rule type is :REGULAR

epPurgeRuleID is :3c2ac270-8c01-

EPCondition name is

the condLabel are :ElapsedDays



cisco.profiler.infrastructure.profiling.EPPurgeRuleEvaluator -::- Started to Update the
ChildParentMappingMap

2020-07-09 09:35:26,408 INFO [admin-http-pooll3][]
cisco.profiler.infrastructure.profiling.EPPurgeRuleEvaluator -::- Completed to Update the
ChildParentMappingMap

2020-07-09 09:35:26,512 INFO [admin-http-pooll3][]

cisco.profiler.infrastructure.notifications.ProfilerEDFNotificationAdapter -::- EPPurge policy
notification.

2020-07-09 09:35:26,514 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Requesting purging.

2020-07-09 09:35:26,524 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- New TASK is running : 07-09-
202009:35

2020-07-09 09:35:26,524 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Read

profiler.endPointNumDaysOwnershipToPan from platform properties: null

2020-07-09 09:35:26,524 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Value of number days after which
ownership of inactive end points change to PAN: 14

2020-07-09 09:35:26,525 INFO [PurgeImmediateOrphanEPOwnerThread] []
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Updating Orphan Endpoint
Ownership to PAN.

2020-07-09 09:35:26,530 INFO [EPPurgeEventHandler-20-thread-1]T[]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Purge Endpoints for PurgeID 07-
09-202009:35

2020-07-09 09:35:26,532 INFO [EPPurgeEventHandler-20-thread-1]T[]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- hostname of the node ise26-
1.shivamk.local

2020-07-09 09:35:26,537 INFO [EPPurgeEventHandler-20-thread-1]T[]

profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Search Query pagel lastEpGUID.
EndpointCount4

2020-07-09 09:35:26,538 INFO [EPPurgeEventHandler-20-thread-1]1[]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:FF

IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:26,539 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:01
IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:26,540 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:03
IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:26,540 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- EndpointAA:BB:CC:DD:EE:04
IdentityGroupIDaal78bd0-8bff-11e6-996c-525400b48521 identityGroupGuestEndpoints elapsedTime30
inactivityTime0 PurgeDeleteStatustrue CalledStationIDnull EndpointFetchedFromCachetrue
2020-07-09 09:35:27,033 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Endpoints PurgeID '07-09-
202009:35"' purged 4

2020-07-09 09:35:27,034 INFO [EPPurgeEventHandler-20-thread-1][]
profiler.infrastructure.probemgr.event.EPPurgeEventHandler -::- Endpoints PurgeID '07-09-
202009:35' purged 4 in 504 millisec numberofEndpointsRead4
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https://community.cisco.com/t5/security-documents/ise-guest-access-prescriptive-deployment-guide/ta-p/3640475
/content/en/us/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
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