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1
" RADIUS/SERVICE-
assaciation with SSID gt
uil-redricet-acl+ur-redirect
“
url-redirect=https:// 2
sespan.bikawi.lab:8443/portal’
gateway?

sessionld=0a3e249b000003dc5
b91573c&portal=794a93a2
ad11-11e8-9ed1-0242504dcBb6
3 &action=cwaé&loken=fdb8f8566a
caf99b4b22a7fe219d4d4e

it feww, facelbook. com
»

2

4 WLC intercept and redirect to URL provided by
ISE

Emplayss access

redirect to OKTA
hitps:licisco-yalbikaw.okta.com

m*
(&)}

user put his credinitials

»
sucessigo to hitps:fisespan. bikawi lab:8443/portalf
I - $50IoginResponse action 6

hitps:\isespan. bikawi lab: 844 Aportal’
S50InginResponse, action

\

continue to AUP
« 8
¥

1. A& Xt = SSIDA| AAE|H, 2152 mab(mac filtering) & LICH.

2. ISE= Redirect-URL 2! Redirect-ACL §d2 EZ & St= access-acceptz2 SE & LICt
I.
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1. 2|8 ID AAE FH|ELIC}.

127, Administration(Z2l) > External Identity Sources(2|5 ID & 24) > SAML ID Providers(SAML
ID MSAHZ o|S¢gfLct

al Identity Sources Idantity Provider List > OKTA
il Lo SAML Identity Provider
] Gartficate Authontication Prefil
o i DD icersity Provider Comflg,  Service Provider Info,  Groups Attributes Advanced Settings

» Artivn Direciony
| LDAP

| CDBG
RADHUS Token Description | |
REA SecwlD

| SAML | Presidens

<5 iD

=3 OKTA
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2EHA|. Work Centers(& & MIE{) > Guest Access(HIAE A M|A) > Portals & Components(Z & 2
T4 QA)E 0|S3h0d ZHS MAMBLICH

- Create Guest Portal - Choose Portal Type x

Choose the type of portal you want to create.

Sponsored-Guest Portal

Sponsors create guests’ accounts. Guests cannot create their own accounts.

o Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.,

Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUPR.

coneve.. JTZR

Overview  » ldentities  ldentity Groups  Ext Id Sources  » Administration  Metwork Devices  ~Portals & Components  Manage Accounts  » Policy Elements  Palicy Sets
o Portals Settings and Customization

Guest Ponals Portal Name: * Description:

Guest Typas OKTA_S50 || Portal test LIRL

3EA. o|rof| # 8 ID MSAHE 7HE|7IedH @15 S-S MEHELICH



Authentication method: * | OKTA 4]

Configure authentication methods at:
Work Centers > Guest Access > |dentities > ldentity Source Sequences

Work Centers > Guest Access > Ext Id Sources = SAML Identity Providers

= BYOD Sattings

B Allow employses 10 s personal devicss on e network

Endpoint identity group: | RegisteredDevices &

Configurs andpoint identily groups af
Admrinisiration > ldantity Managemant > Groups » Endpoint ldenity Groups

That eraciocints i s grpug will be purpexd dcconaing o dhe polices defines i
Adminisiration > ldantity Managemant > Semngs > Endpainl pungs

Alow employees 10 chooss |0 guest S0oess only

Display Device 10 fiaid during regisiration

Configure employes registensd devices 5t
Wark Ceniars > BYOD > Sefings > Empicyes Regisiared Davices

Aftar succossful device configuration take employes loc

Originating URL
D Suocess paga
URL:

5EHA|. 2™ Zm|Tefo|dE Xt BYOD

M
>
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Ol EAIELICH



S50 Login

AUP
l
Max Devices Reached BYOD Welcome
l l
Post Access Banner BYOD Registration
l l
Success BYOD Install
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BYOD Sucoess
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* Login Page Settings

Require an access code:

Maximum failed login attempts before

rate limiting:

(1-999)

Time between login attempts when

rate limiting:

minutes (1 - 3000)

Include an AUP ("on page ¢)

Require acceplance

Require scrolling to end of AUP

Allow guests 1o create their own accounts

Allow social login

Allow guests 1o change password after login (i

@ Allow the following identity-provider guest portal to be used for login ;i

| OKTA_SSO

3

LOGIN

Self Registration

ALP

Max Devices Reached

Post Login Banner

w

Alternate Login Portal

See the selected identity-provider portal

for the guest flow details.

2EH7|. OKTA Ol Z2|#H 0| 2 SAML ID B2t MM 2 743



1. OKTA 22 T2 13 at= L},

1EHA. 22X HH 2 2 OKTA EAO|Eo 28 Lt

+— Back to Applications

=3} Add Application
} Bearch for an application mn BCDEFGHIJKLMNOPGRSTUVWXYZ

Can't find an app? Teladoc

O reLapoc

Qlkta Verifled acd
Apps you created (0) —
Efrankhy
&frankl
Y Okta Verifled -« SAML aad

INTEGRATION PROPERTIES
100000
Add
Supports SAML

Suppons Provisioning | || denemniny W01domains.com

Add
Okta Verified

2EHA|. Add Applicationg 2 2|gfL|C}.

okta Applications y ; My Applications )

22t Applications @ Help

2 Saearch

STATUS
ACTIVE a
IMACTIVE 3

Q

No active apps found

3CHA|. A HE PFE T SAML2.09 2 MEHSHL|CE.



Create a New Application Integration

Platform

Sign on method

QIH} A{%A
=2lL- =2 O

° Ganeral Settings

o General Settings

App name

App logo (optional) g

App visibility

Cancel

=3 Create SAML Integration

() Secure Web Authentication [SWA)

Uses credentials to sign In. This integratlon works with most apps.

(®) SAML 2.0

Uses the SAML protocol to log users into the app. This Is a better optlon
than SWA, If the app supports It

() OpenlD Connect

L

Uses the OpenlD Connect protocel to log users Into an app you've bullt.

Create Cancel

a Configure SAML 0 Feadback

ISE-ORTA

©;

Browse..

Uplead Logo

[_] Do not display application Icon to users

[_] Do not display application con In the Okta Mablle app



===

2} Create SAML Integration

Ganeral Sattings

0 SAML Settings

GEMERAL

Single sign on URL &

Audience URI (SP Entity D) 1D

Default RelayState D)

+f| Uge this for Reciplent URL and Destination URL

Allow this app 10 request other S50 URLS

Maeme ID format i Unspecified -
Application usemame Qe usemamea v

Show Acvanced Seitings
ATTRIBUTE STAT LEARN MORE
Mamse Mame fonmat (cpiiona Walue

Feodback

What does this form da?

ha XML needed for

Where do | find the info this form needs?

srate with

Okt Certificate

4 Download Okta Costificate

ATHA|. Q1B ME CHR22E 611 ISE Trusted Certificates0f| A4 x| g L|C}H,

shalts 1 dentity Services Engine Home

» Contet Visibllty  » Opsraions  » Policy IR G Lol

+ Work Centbars

= System | & Identity Managemaent ¢ Network Resources  » Device Ponal Management  pxGrid Sendces » Food Sendoe  » Thesat Centric NAC

Deployment  Licensing = Certficales v Logging  » Mainenance  Upgrace  » Backup & Resione  » Admin Acoiss
—

<]
= Cartificate Managemant Import a new Certificate into the Certificate Store
* Certificata File | Choose file | okta (3} cert
Syslem Certifcatas (Choose fle }
Frierdly Mame
Trusted Cerificates
OCSP Clant Profile Trusted For: |
Cortificale Sigring Fequesis ] Trust for authentication within ISE
Coartificat Pasiodic Chadk Setdi..

» Cartificate Autherity

b Sellings

[ Trust for client sutnentication and Sysieg

[ Trust for authentication of Cisco Services

] Validate Certificate Extensions

[ some JECTTN

2. SAML ID 32 Xt0lAM SP HEE LHEHL|C}.

O|of| T8t ID 3Z AR o|S & Lct. o|O|X|od| E A|E! CHE Service Provider Info(AH|A XS Xt
HME)E Z2stn LHE-HLCH.



Identity Provider List > OKTA

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Attributes Advanced

Service Provider Information

[ Load balancer A

Export Service Provider Info. | BExport i
Includes the following portals:
OKTA_SSO

LHEH zip E2C{0l= XML T} readme.txt7t 01 A& LICH

B name i d-format i transdent:

25 ID SZAS| F2 XMLE 2Y 7txE + UX|E 0| B2 +S 22 7hx{2tok grLct

A
e
hu
I
o
C
A
-
®
©
3
©
7
%
[¢)
=
(@)
5

Location="https://10.48.35.19:8443/portal/SSOLoginResponse.action"
Location="https://10.48.17.71:8443/portal/SSOLoginResponse.action"

Location="https://isepan.bikawi.lab:8443/portal/SSOLoginResponse.action”
Location="https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action"

- SP QE|E| ID

entityID="http://CiscoISE/9c969a72-b9cd-11e8-a542-d2e41bbdc546"

P 4 U FODN #Al02 AL 4 2l SSO URLLIC
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3. OKTA SAML &H

1EtA|. SAML %

e SAML Settings

Gl::.\] :I‘f:."-'-.._

Single sign on URL

Requestable 550 URLs

Audience URI (SP Entity 1D)

Default RelayState

Mame ID format

Application username

AFoﬁHOF ."JL—|EF.

Moj b2k EerEuch o

d-of siE URLE F7HELICH

https:/fisespan.blkawl.lab:B8443/portal/SS0OLoginResponse.action

[«/| Use this for Reclplent URL and Destination URL

[+ Allow this app to request other S50 URLs
Index

4] x

URL
htips:/fisepan.bikawllab:8443/portal/S50LoginRespo

<+ Add Another

http:/fCiscolSE/9c969a72-b9cd-11e8-a54 2-d2ed1bbdc546

x5095ubjecthName

Okta username
Show Advanced Settings

LEARM MORE

ATTRIBUTE STATEMENTS (OPTIOMNAL)
2CHA|. O] MHIAE 3 AEIS= PSNO| £0] 2 XML T M URLE 5 7H O|AF F7HEH 4
Al QI o Z 2|70l AHE XL O|E 2 MHAH|of ek E ek EILICE

L|C}. O|E ID



e Preview the SAML assertion generated from the information above

< » Preview the SAML Assertion

Previous Cancel

<?xml version="1.0" encoding="UTF-8"?7>

<saml2:Assertion
xmins:saml2="urn:oasis:names:tc:SAML:2.0:assertion" ID="1d127185945833795871212409124" IssueInstant:

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">http://www.okta.com/Issuer<

<saml2:Subject>
<sam12:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:x509SubjectName">userName</saml

<saml12:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml12:SubjectConfirmationData NotOnOrAfter="2018-09-21T15:52:03.823Z" Recipient="https://i
</sam12:SubjectConfirmation>

</saml2:Subject>
<saml2:Conditions NotBefore="2018-09-21T15:42:03.823Z" NotOnOrAfter="2018-09-21T15:52:03.823Z2">

<saml12:AudienceRestriction>
<saml12:Audience>http://CiscoISE/9c969a72-b9cd-11e8-a542-d2e41bbdc546</saml2:Audience>

</sam12:AudienceRestriction>

</saml12:Conditions>
<sam12:AuthnStatement AuthnInstant="2018-09-21T15:47:03.790Z">

<saml12:AuthnContext>
<saml12:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspo

</sam12:AuthnContext>
</saml2:AuthnStatement>
</saml12:Assertion>

3. Cheg 22let T & WAy M2 MettLc

e Help Okta Suppeort understand how you configured this application

Why are you asking me this?

Are you a customer or partner? () I'm an Okta customer adding an Internal app

& I'm a software vendod, I'd like 1o integrate my app with Okta

Is your app integration complete? Yes, my app Integration |s ready for public use in the Okta
Application Network

P. il



4. 88 Z2 10| M HEHO[EE LHEHL|CH.

ISE-OKTA
©

Active = | viewLogs

Sign On

About
Settings Edit

Application Username

Cefault Relay State

SAML 2.0 is not configured until you complete the sefup insiructions:
View Setup INStructlions

dentity Provider metadata is available if this application supports dynamic configuration
————

H|EtCH| O E:

<md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="http://www.okta.com/exkl
<md: IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAM
<md:KeyDescriptor use="signing'">

<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>

MIIDrDCCApSgAWIBAgIGAWWPTTasMAOGCSqGSIb3DQEBCWUAMIGWMQswCQYDVQQGEWIVUZETMBEG ALUECAWKQ2FsaWZvcm5pYTEWMB
</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</md:KeyDescriptor>

<md:NameIDFormat>

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

</md:NameIDFormat>

<md:NameIDFormat>

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

</md:NameIDFormat>

<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://cisc
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://
</md: IDPSSODescriptor>

</md:EntityDescriptor>



5. OHEZ 2|7 0| o] AF2AIE K| A shL|C}.

0| 88 Z=ZI30|| AHSXIE Y StH ADE SEE + U YHo| UA&LICE ool CHsHAM = TS
oM AEELICH SELAEIE C

6. Idpoil A ISEE HIEIH|O|E{E 7HR{ZLICE.

1Et7A|. SAML Identity Provider(SAML ID AM|EX}+) of2Hoi| A Identity Provider Config. 2! Import
Metadata(H|EFC|O|E] 7t K42 7()& ME4EFLICH.

SAML Identity Provider
Genaral ¥ pnfig Sonvice Provider Info, Groups Astributes Advancnd Settings
Tdentity Provider Configuration
Impart Identity Provicer Config Fle  Choose file
Provider Id  Bitlpiwiew ots comiexk | g8 oEmedZ SM4.358

Singe Sign On URL  hmipe.iisco-yaltiaw okta comiappiciacoorgAB433_jsackta_2isck1ngh1oEmedZ S 358 soisam]
Single Sign Out URL (Post)  Not supporid by Identity Provider

Signing Certificates
Subject - lssunr Walkd From ‘Valid To (Expration] Soral Mumber
EMAILADDRE S S=infoiouta com, CNecisroyalb EMAILADDRE S Sind Friug 31 10043:08 Thy Aug 31 10:44:08 01 65 8F 98 36 AC

2Bl 82 MEELICHL
3EFA.CWA ZiI| 28| 0|M.
Ol EMolM= ISE X WLCS| HI|TefofMod| CHal| B LICH.

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

Redirect-ACLO{| URLS F7}&fLIC}.

https://cisco-yalbikaw.okta.com / OZ 2|7 0|44 URL F 7}

https://login.okta.com

REDIRECT-ACL IPw4 |—|
- Remaowve

Clear Counters

Foot Notes
Add-Remove

1. Counter canfiguration is glabal for acl, urlac! and layerZacl. URL



https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://cisco-yalbikaw.okta.com%C2%A0
https://login.okta.com

ZHZ HAESI T OKTA ofEZ2[7|o|Mof| 48 = JU=X| &l
Portal Name: * Description:
| OKTA_S50 | [ | Portal test URL
Portal Page Customization
Customize portal pages by applying a theme and specifying
fleld names and messages displayed to users.

-~

{.r!bl Use these settings fo specify the guest experience for this

NG 7o
10HH|. ZE E|AEE Z2/5tH SSO o ZE 2|70/ 2 Zlc|=ME LCE

Connecting to &

Sign-in with your cisco-org-B08433 account to access ISE-OKTA

okta

Sign In

L‘EE‘.."HHI‘I‘IE!

Password

[ ] Remember me

MNeed help signing in?

ol
A=

2EHA|. <application name>0i| CHEF HE
H2E saml LHO| EAIE £

3B, X2 BBS Ueisted
Bllol&o| &2 74 obeluict
AR =2

IS

L|Ct 2=t sHA
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okta Reports My Applications @)

& Reports @ Help

Okta Usage LAST 30 DAYS System Log

n ugers have nisadr Signied in n wgers have slgned In Agent Activity

Application Access

& Odaa Password Health Application Membership Change
Authentication Acthvity
Palicy Activity

Application Usage LAST 30 DAYS

Prawvislaning Acthity

“ SEpE With unuSed Bd4digRments ﬂ UMUSEd SRE ASEigRMents System Import Activity
Usitr Account Activity

App Password Health SAML Capable Apps L L Macyche Sy

Auth Troubleshooting
Oita Logins (Tetal, Faed) Auths Via AD Agent (Total, Falled)

550 Affempis.

Application Access Audit

Curent Assignmems

Multifactor Authentication

2EHA|. =Bt of Z 2|7 oMol M 2Ed 23 & EelgfL .
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BAD REQUEST

Your request resulted in an error.

Description: Bad SAML request
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ISE# show logging application guest.log | X|=t 50

2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.

Portal Name: OKTA_SSO
Portal ID: 9c969a72-b9cd-11e8-a542-d2e41bbdc546

Portal URL: https://isespan.bikawi.lab:8443/portal/SSOLoginResponse.action
Identity Provider: com.cisco.cpm.acs.im.identitystore.saml.IdentityProvider@56c50ab6

2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.

onId=0a3e949b000002c55bb023b3;

2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.
2018-09-30 01:32:35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.
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Ib%2FSuT7EIMPIBahYpRgkWB1J0OxiN5XtHFprwc5sQ%2Bm%2FnONKi1%2FZRoeUyPu9579%2Fz]00b4672DqCNUDJID%2FR5GHK 1 uK1iEf
H04QZ2tLaAPLy2ww9pDwdpHQY%2B1iz11d%2Fvw8inSRz6VQhxn7GCGKJ%2FHg4Xa%2ByJd50V93Lnn1MP%2B6mS6Kq8TFfI13ugIMm%2B
2B3aGyRWgMzond309NPSMCpq0YDguZsJwTRfz41qdjINL226IsCFfnE9%2BulK14C8Xs4TXE1zX6nmmgdq3YI037q9fB1QnCh3jFo72
alId_EQUALS9c969a72-b9cd-11e8-a542-d2e41bbdc546_SEMIportalSessionId_EQUALS6770f0a4-bc86-4565-940a-b0f83
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][] cisco.ise.portalwebaction.uti
?SAMLRequest=nZRdb9owFIb%2FSuT7EIMPIBahYpRqkWB1JOxiN5XtHFprwc5sQ%2Bm%2FnONKi%2FZRoeUyPu95j9%2FzJ00b4672
1CPwo1hGtcFepS3HZF3pzSH04QZ2tLaAPLYy2ww9pDwdpHQY%2B1iz11d%2Fvw81inSRz6VQhxn7GK1%2FHg4Xa%2Byld50V93Lnn1MP%2
tot640M%2BVYWK391X5TI%2B3aGyRWgMzond309NPSMCpq0YDguZsIwlRfz41qdjINL226IsCFfnE9%2BulK14C8Xs4TXE1zX6nmmgd
1bbdc546_DELIMITERportalId_EQUALS9c969a72-b9cd-11e8-a542-d2e41bbdc546_SEMIportalSessionId_EQUALS6770f0a

2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
2018-09-30 01:32:35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
2018-09-30 01:32:35,627 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
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https://cisco-yalbikaw.okta.com/app/ciscoorg808433_iseokta_2/exklrq8loEmedZSf4356/sso/sam1?SAMLRequest=
Ib%2FSuT7EIMPIBahYpRgkWB1J0OxiN5XtHFprwc5sQ%2Bm%2FnONKi1%2FZRoeUyPu953j9%2FzJ00b4672DqCNUDJID%2FR5GHK 1 uK1iEf
H04QZ2tLaAPLy2ww9pDwdpHQY%2Biz11d%2Fvw8inSRz6VQhxn7GKI%2FHg4Xa%2ByJd50V93Lnn1MP%2B6mS6Kg8TFT113ugIMm%2B
2B3aGyRWgMzond309NPSMCpq0YDguZsIwlRfz41qdjINL226IsCFfnE9%2BulK14C8Xs4TXE1zX6nmmgdq3YI037g9fB1QnCh3jFo72
alId_EQUALS9c969a72-b9cd-11e8-a542-d2e41bbdc546_SEMIportalSessionId_EQUALS6770f0a4-bc86-4565-940a-b0f83
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GEMERAL
Single sign on URL https/10.48.17.71:8443/portal/SSOLoginResponse.action
Use this for Recipient URL and Destination URL
+/| Allow this app 1o request other SSO URLs
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@ # httpsy/fisespanbikawilab:B44 3 /portal/S50LoginResponse.action e @ 5 Q. $earch

& before you can access the Internet,

c i sc o Guest Portal

Error

There was a problem accessing the site. Please contact help
desk for assistance

Guest.log

2018-09-30 02:25:00,595 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][] guestaccess.flowmanager.step.
tching service provider identifier in the audience restriction conditions
2018-09-30 02:25:00,609 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][] guestaccess.flowmanager.step.
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-

Configure-ISE-2-1-Guest-Portal-with-Pin.html

* https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-
configure-ise-2-3-sponsor-portal-with-ms.html

 https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html

* https://www.safaribooksonline.com/library/view/spring-security-
essentials/9781785282621/ch02.html

 https://developer.okta.com



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://developer.okta.com
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