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= Cisco IS Palicy - Palicy Elements Q

Dictionaries Canditions Results

—
P ware ey

AnyConnect will send pericdic probes with the given
interval continuously till valid I15E is found,
Authentication

Posture State Synchronisaticn Supported range is batween 0 300 seconds. "0° disables

Intarval periodic probing
futhorization

AnyConnect sends probes to backup list during discovery

Profiling 3 Posture probing Backup List 1 PSHI(s phase o find ISE server. By default, if it is empty. It usas all
PENE a5 a backup Sérdaers

Posture
Sel the number of automated dart bundles to be collected

Automated DART Count 3
during failure scanarios
GClient Provisioning
Resources Warning, prior to grace period i i Sat how many minutes prior to the end of the grace pariod
axpiration to show the warning. 0 means do not show warning.

2. 2EI0|HE ZTAK] MEH7P Compliant &£ = Non-Compliant@! Z3< Cisco ISEQ| ZA X AEf 7|
st ZEO| CHEF HMAE RIEHSHT| 2Tt dACL(downIoadabIe ACL)C| 71 A= xZQIE AEN7} 2B
T E ZAX oEY E7|2F ZEO| CHE HBHAE AMEtetedH FH &4 A=EZCIEN A8ElE
ACLS| TH 2|0l Q= ZE PSNOI| CH3H Z A X éJEH 713t ZEZ HMA KMo HFE E=E FTH8H
Of EfLICt ol & EW™ CtS1 Z &Lt

deny tcp any host PSN1-IP-ADDRESS eq 8449
deny tcp any host PSN2-IP-ADDRESS eq 8449
permit ip any any

permit ip any anyE Zl4= AFeHo| ofL|H Zeof el 73 Fgtez g 4 Q& Lch.
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Posture State Synchronization ZE(XW & ZE)= 2c0|0E Z2H|MY =2H ZHu|ad oM o
O|X|oi M 1 AE &= U&LICt Administration(Z 2l) > Device Portal Management(C|HFO|A & &
2[) > Client Provisioning(Z2}0|21E Z 2 H[X{'d) > Select desired portal(#5t= Z &) > Portal
Behavior and Flow Settings(Z& % & 222 MH)Z 0|55t Portal Settings(Z &2 AH)E &
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Blocked List BYOD Certilicate Provisioning

Client Provisioning

Administration - Device Paral Manageament

Portals Settings and Customization

Client Provisioning Portal [default)

anguage File W

Diefault portal and user eéxperiencd use:

Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

Portal Settings

HTTPS pore* B443

Bidirecnonal pom:® B440

DART EHE 0| A

MEl 57|3l= DART HHE 9| Cisco Secure Client Posture Module 21
(AnyConnect_ISEPosture.txt)& & Q15104 22}0|Q1E FoilM & Qlg =

1. &B Gotot 2t 2, &) SEf7E 78 &4 Lo

Mobile Device Managemeant

My Devices Custom Paral Files Seltings

Client Provisioning Portals Flow (base

A&LICH

2022/11/09 12:22:47 [Information] aciseagent Function: Authenticator::sendUIStatus Thread Id: 0xC60 Fil

2. MNEf E7|5F ZTE2HJ AIRE|ASLICE

2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::ProcessMessage Thread Id: 0xC60 F
2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296

3. ZAR| AE| 57|53 ZE(8449)0{ A ISE PSNo| CHEF HTTPS ©4Z20| A|ZHE|Qi& LIt

2022/11/09 12:22:47 [Information] aciseagent Function: PeriodicProbe::sessionSyncProbe Thread Id: 0x296
2022/11/09 12:22:47 [Information] aciseagent Function: HttpConnection::MakeRequest Thread Id: 0x296C Fi
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2022/11/09 12:22:54 [Information] aciseagent Function:
2022/11/09 12:22:54 [Information] aciseagent Function:
2022/11/09 12:22:54 [Information] aciseagent Function:

hs_transport_winhttp_post Thread Id: 0x296C File
hs_transport_post Thread Id: 0x296C File: hs_tra
PeriodicProbe: :sessionSyncProbe Thread Id: 0x296

ZetolES| Iz A

SIS

Zalo|ME|A L= TiZ] A=
(8449)0dl A ISE PSN e E2 & E

ISE PSN2| SYN-ACK 2% ¢io| =

| SYN I{Z!e Eo{&LIC}.

>

M AME SYI5 ZE

tol

413 2022-11-89 12:23:42.611361  192.168.255.211 192.168.48.231 TCP 66 49885 + 8449 [SYN] Seq=@ Win=64268 Len=0 M55=1428 W5=256 SACK_PERM

474 2022-11-09 12:24:80.621182  192.168. 25 192.168.48.231

66 40806 + 8440 [SYN] Seqe@ Win=64260 Lensf M5S=1428 WS=256 SACK_PERM

488 2022-11-89 12:24:86.622549  192.168.355.211 192.168.48.231 66 49807 + 8449 [SYN] eq-ﬂ Win=64260 Len=0 M55=1428 WS=256 SACK_PERM

ISEO{| M

Posture State Synchronization 2 E(8449)2| ¢1Z20| 4/1]
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2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
2022/11/09 12:26:24 [Information] aciseagent Function: dump_http_headers Thread Id: 0x296C File: hs_htt
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2022/11/09 12:26:24 [Information] aciseagent
2022/11/09 12:26:24 [Information] aciseagent
2022/11/09 12:26:24 [Information] aciseagent

3) Cisco Secure Client=

2022/11/09
2022/11/09
2022/11/09
2022/11/09
2022/11/09
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12:
12:
12:
12:
12:
12:
12:
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26:
26:
26:
26:
26:
26:
26:

24
24
24
24
24
24
24

AEEX]

[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]

mjo

Ol

SEi 7o =

s

aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent

Function:
Function:
Function:

H77E K

Function:
Function:
Function:
Function:
Function:
Function:
Function:

Qlst & Ef HAMS MAIRELICH

PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
PeriodicProbe: :sessionSyncProbe Thread Id: 0x296
SwiftHttpRunner::restartDiscovery Thread Id: 0xC

SwiftHttpRunner: :processMessage Thread Id: 0xC60
SwiftHttpRunner::restartDiscovery Thread Id: 0xC
SwiftHttpRunner::restartDiscovery Thread Id: 0xC
hs_transport_free Thread Id: OxC60 File: hs_tran
PeriodicProbe: :ProcessMessage Thread Id: 0xC60 F
PeriodicProbe: :ProcessMessage Thread Id: 0xC60 F
PeriodicProbe::sessionSyncProbe Thread Id: 0x296

AnyConnect_ISEPosture.txt 21 I} ol ZA X AEN 5718 AlZrol| CHEH EAIZ7F Qi EEI-ol
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@ [ [ IsePostureCFGxml x o — 0O

& (i) File | CyUsersfavakhrus/.. A 7 e 4 m = & ¥ 2

<ServerNameRules>»®*</ServerNameRules> &
<OperateOnNonDot1XWireless»>@</OperatednNonDotiXWireless>
<NonCompliantButtonText/>
{GracePericdStartDescriptionDetails/>
{RemediationTimer>12</RemediationTimer>
<DhcpRenewlelay>1</DhcpRenewlelay >

¢CallHomelist />

¢<LogFileSize»5</LogFilesSize>

{WarningTimer>@< /WarningTimer>
<PRARetransmissionTime>128</PRARetransmissionTime>
¢<EnableldgentIpRefresh>8</EnableAgentIpRefresh>
{HetworkTransitionDelay>18</NetworkTransitionDelay>
<DartCount»3</DartCount>

¢CwaByodProbingInterval >18</CwaByodProbingInterval>
<HonCompliantTitle/>»
<HonCompliantDescriptionDetails/ >
CPingArp>@</Pinghrp>
<DhcpReleaseDelay>d4</DhecpReleaselelay>
¢StealthWithNotification»@</StealthWithNotification?
<MonCompliantButtonLink/>
¢SignatureCheck>»@</SignatureCheck>

<DiscoveryHost/>
ey Ta ol N G =T B 18 < StateSyncProbeIntervals

<GracePeriodStartDescription/>
¢EnableRescanButton>1</EnableRescanButton> ]
¢VlanDetectInterval»@&</VlanDetectInterval>

+ B O olo) x

¢<Disablelal»@</DisablelaC> v
4 [ £:3
"StateSyncProbelnterval" EE= "0" 2t 0| g™ A Ef S7(37t HIE S LIRSS 2l0lg L ct

ISE2| Posture Profile0ll A "Posture State Synchronization Interval"0| A& E|2AX|2t 2 2l0|HE 9
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Alarms: Posture configuration detection

Cercrgtion

Aryconnecl prokes o FEH dunng poshee ©emplant stale

Suggested Actone
Pleass eraare 10 Beck netadrt Wl on pofl XX vlesn pOSiLE Slalus il Soimplant
Roreysd Page 1 r
il
Time Stamp Description
[] Aps19 2023 0B-43:59.408 AM Poature conliguration detecion: Massnge sAnsconmsect probes to PN daufing postus complinnt

E(8449)0l A TCP 94Z40| M| & LICH

SUAbE; Sadvars svakhn...

Datalls

Tme

990 2022-11-89 12:26:24.744102
991 2022-11-89 12:26:24.744548
992 2022-11-69 12:26:24.796877
993 2022-11-89 12:26:24.813236
994 2022-11-89 12:26:24.813335
995 2022-11-89 12:26:24.813396
996 2022-11-89 12:26:24.815274
997 2022-11-89 12:26:24.881656
998 2022-11-89 12:26:24.881656
999 2022-11-89 12:26:24.881755

Source

192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.255.211

» Cisco Secure Client Posture Module 210 &4

Destination

192 .168_48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.255.211
192.168.48.231
192.168.48.231
192.168.255.211
192.168.255.211
192.168.48.231

Frotocol

TP
TLSv1~
TCP
TP
TL5v1.
TP
TLSv1.
TLSv1.
TLSw1.
TCP

Length  Enfo

54 49819 +» 8449 [ACK] Seg=1 Ack=1 Win=262408 Len=@
268 Client Hello
60 8449 » 49819 [ACK] Seq=l Ack=215 Win=30336 Len=0
1354 8449 » 49819 [ACK] Seg=1 Ack=215 Win=38336 Len=1388 [TCP segment of a reassemb.
324 Server Hello, Certificate, Server Key Exchange, Server Hello Done
54 49819 + 8449 [ACK] Seg=215 Ack=2871 Win=262480 Len=@

188 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

68 Change Cipher Spec
99 Encrypted Handshake Message

54 49819 -+ 8449 [ACK] Seq=341 Ack=2122 Win=262400 Len=@

4=

[==)

DART HHE0{ A AnyConnect_ISEPosture.txtE MEHEFL|C}H.
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12:
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12:
12:
12:
12:
12:
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26:
26:
26:
26:
26:
26:
26:
26:
26:

2 7} Posture Status "Compliant"(Z£

34
34
34
34
34
34
34
34
34

[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]
[Information]

aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent
aciseagent

[Information] aciseagent Function:

AR

Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:
Function:

E(8449)01 A ISE PSNO{| CH3H HTTPS 9

2AZ40| Al%

PeriodicProbe:

AMEH "Compliant") 2 ISE0IA =2l

dump_http_headers
dump_http_headers
dump_http_headers
dump_http_headers
dump_http_headers
dump_http_headers
dump_http_headers
dump_http_headers
dump_http_headers

FEE

Thread
Thread
Thread
Thread
Thread
Thread
Thread
Thread
Thread

Id:
Id:
Id:
Id:
Id:
Id:
Id:
Id:
Id:

{&Lich

0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750
0x2750

EIR

:sessionSyncProbe Thread Id:

1A
A

File:
File:
File:
File:
File:
File:
File:
File:
File:

0x275

hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt



2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:

3) &R & Hu|agoldo| B X|=lo{ ZA

2022/11/09 12:26:34 [Error] aciseagent Function:

AME] Il EE HER HAE

AlZHE £ Qi&LICH CHAl Z AR
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PeriodicProbe:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:
2022/11/09 12:26:34 [Information] aciseagent Function:

dump_http_headers Thread Id: 0x2750 File:
dump_http_headers Thread Id: 0x2750 File:
dump_http_headers Thread Id: 0x2750 File:
dump_http_headers Thread Id: 0x2750 File:
dump_http_headers Thread Id: 0x2750 File:
dump_http_headers Thread Id: 0x2750 File:
dump_http_headers Thread Id: 0x2750 File:

t74 & XIELICH

PeriodicProbe:
PeriodicProbe:
PeriodicProbe:

5104 Cisco Secure Client GUIOA A E} S7|31E CHA|
AE} S7|3171 CHA| 253124 Cisco Secure ClientS CHA| A|&f

Zutdof chs 74 E dACL = ¢l

" AN sk &2 i 17 =| ; |— = St
1. e " £ Het F04 ZZ21toi| CHsl 28 dACLO| L EE[RA= K] EelgLct
= Cisco IS Policy - Policy Elements
Dictionaries Conditions Results
avakhrus_posture _probe_ACL
Authentication
Downloadable ACL
Autharization
Autharization Frofiles avakhrus_posture_probe_ACI
Downloadable ACLS o
Profiling
IPvd IPvE grasti

Posturs

Cliant Provisioning

2. "Compliant" ¢IE X
Ct.

SRR FHlgL

hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt
hs_htt

:sessionSyncProbe Thread Id: 0x2750 File
:sessionSyncProbe Thread Id: 0x275
:ProcessMessage Thread Id: 0xC60 F
:ProcessMessage Thread Id: 0xC60 F



CPMSessionlD

CiscoAVPair

Result

Class

cisco-av-pair
cisco-av-pair

cisco-av-pair

c0a830e7IFiml. TywC 6BfWNqU3IRwWErGfaDTw3krar1 QOzEm/ej0

aaaservice=ip_admission aaa-eveni=acl-download

CACS:c0a830e7IFimLTxwC_6BfWNqU3IRWErGfaDTw3krqr1QOzEm/
e)0-ISE-PSN-FQDN/482174459/480

ip:inacl#1=deny tcp any host PSN1-IP-ADDRESS eq 8440
ip:inacl#2=deny tep any host PSN2-IP-ADDRESS eq 84490

ip:inacl#3=permit ip any any

3. dACLO| HIERIZ HM|A Xl SHt2AH MEEIRE=X| & lFLICt

avakhrus_3560C#sh authe sess int fa0/12 det

Interface:

MAC Address:

IPv6 Address:

IPv4 Address:
User-Name:

Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Restart timeout:
Periodic Acct timeout:
Session Uptime:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

FastEthernet0/12
0050.56a8.be02

Unknown

192.168.255.193
TRAINING\bob

Authorized

DATA

multi-auth

both

N/A

N/A

172800s (local), Remaining: 92111s
1515s
COA8FF0C00000012679EAF14
0x00000012

0x5D000005

POLICY_Fa0/12

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

ACS ACL:

Method status Tist:
Method

mab
dotlx

XACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac

State

Stopped
Authc Success

avakhrus_3560C#sh access-lists | s xACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac
Extended IP access Tist XACSACLx-IP-avakhrus_posture_probe_ACL-636b75ac (per-user)



1 deny tcp any host PSN1-IP-ADDRESS eq 8449
2 deny tcp any host PSN2-IP-ADDRESS eq 8449

3 permit ip any any
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https://tools.cisco.com/bugsearch/bug/CSCwd58316

= Cisco ISE Work Centers - Posture

Overview MNetwork Devices Client Provisioning Paolicy Elements Pasture Policy Policy Sets Troubleshoot Reports

Client Provisioning Policy

|P Address Change

Resources

Client Provisioning Portal

Parameter Value

Enable agent IP refresh () No ~
VLAN detection interval () 0 secs
Ping or ARP (1) Ping v
Maximum timaout for ping 1 secs
DHCP renew delay 1 secs
DHCP release delay 4 SBCE

Network transition delay (1) 10 secs
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