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Home @ Storage center | Blob Storage

Create a storage account

Basics Advanced Metworking Data protection Security Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below

Learn more about Azure storage accounts ( )

Project details

Selact the subscription in which to create the new storage account. Choose a new or axisting resource group to organize and
manage your storage account together with other resources.

Subscription * I ' TAC e |
Resource group * o |

Create new

Instance details

Storage account name * (3) sftprepository |

Region * (1) (US) East US ny |
Deploy to an Azure Extended Zone

Preferred storage type [ Azure Blob Storage or Azure Data Lake Storage e |

0O This helps us provide relevant guidance. It doesn't restrict your storage to this
resource type. Learm more

rformance * (i = .
Performance * [ 'E.J Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * (D) Lecally redundant storage (LRS) L
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Home * Storage center | Blob Storage

Create a storage account

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates

big data analytics workloads, and enables access control lists (ACLs) Learn more o
Enable hierarchical namespace (5) .

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more o

Enable SFTP () -

'ﬂ Local users feature will be enabled wath SFTP Create local user identities to access the

SFTP endpoint after storage account is created
Enable network file system v3 (@) [:I

Blob storage

Allow cross-tenant replication (@

@ cross-tenant replication and hierarchical namespace cannot be enabled

simultanecusly

Access tier =
© ® Hot

Optimized for frequently accessed data and everyday usage scenanos

O Cool

Optimized for infrequently accessed data and backup scenarics

() cold

Optimized for rarely accessed data and backup scenarios

Azure Files

Enable Managed |dentity for SMB (5 ]

Require Encryption in Transit for SME = (2 -
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Home * Storage center | Blob Storage

Create a storage account

Mote: Allowing access to your resource through a public network increases security risk. Learm more o

Public network access * () [i: Enable

Allow inbound and outbound sccess with the option o restrict select inbownd

SCCEEE LSING MeSOUCeE alrEss configurations for this resourca

D Disable

Restrict inbound acceds while allowang cutbound aéceds
O Secure by penmeter (Most restricted)
Restrict inbound and cutbaund access LSiNG & ReEbwarK :.L'-'_uli1',' pafimeter. Secure by

perimeter offers the greatest kevel of inbound and cutbound restriction to secure

YOUr resource

Public network access scope * [i} Enable from all networks

':]' Enable from selected virtual networks and |P addresses
di Enabling public network access will make this resource available publicly.

Unless public access is required, consider using the most restricted access
configurations.

Private endpaint

Create a private endpoint to allow a private comnection to this resource. Additional private endpoint connections can be created
within the storage account or private link center

-+ Add private endpoint

MName Subscription Resource g... Region Target sub-...  Subnet Private DN..

Click on add to creale a privale endpoint

Metwork routing

Detarmine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers

By f . -
uting preference * ':!\: Microsoft network routing

O Intermet routing

Previous || Mext Review + create
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11. Azure M&E 2 A Hof| SFTPE T LICH MZ BHE K& 4 H ol M CllolE ME A > ZIE[ 0]
L4 > ZIE|o|L F7t= 0|S3tod ZiE|0|LHE FIHELICH

12. Z4E|O|L] O|&§ S YUMELICI. Create(dd)E =T LICH

13. 1% M50l M Settings(4d%) > SFTPZ 0|S 35109 sftp AFEAHE F7HEFLICE. Add local user(Z2
A MEX F7HE 26t Cha2 T EgLICh

Zc N

NSNS MHO| X E Ol

Q15 gt SSH 7| & — H|ZH 3 AL o &

SSH 374 7| &4 7|1E& 7| A (1A 0| M M=l id_rsa.pub 7|)

D08 =E FH0M F PAND F MnT7t HE 9| £ EQI B2 id_rsa.pub It LS F
PAN 2 & MnT =E 25 9| RSA 374 7|& 7+&ELICt.

14. SSH 7| SMAIM 7|1ZE B 7|12 A 25tedH MEfSH BIAE TAZE| 7|04 M id_rsa.pub TUS A
T F ZE Fl(ssh-rsaZ AlR5t0q root@your_node_nameL 2 ZLIF)E ZF FASHo 7| F71 &
Mg = 1 22504 ZtZH 2o{d &Lt

Sample key: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCdjUFU6QaMQfxuR/yzbwlQWZ8EwUIjN/COcNNMTKMOQE9f1IQ6GoC
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5y Emmmsfip | SFTP =
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& Uocycie management

15 Hetg Z=IgLIcH S0 o] Ao M BHE ZHE{|O|L{E MEHSt T ZIE| O[]0l CHEF AL T EH
£ Read, Write, List, Delete 2! Create2 A%d&tL|C}.

16. & CIHEE|E B0l e| FE=Z HHELICH

17. A

L

X2 K& L
ISE GUI A& A ZHm|ag|o|M

1. Administration(Z 2]) > System(A|A &) > Maintenance(® X| & 2l) > Repository(MEA)2 0|S
5t04 Add(F7HE SR LICIAdI(F7HE S=IFLCH ChZa 2ol 2ZEE MZLCh.

Zic 7Fx|

XMEA Ol M 2i|0|&(0d: Azure-SFTP)

IZEE SFTP

MH O|& <storage_account_name>.blob.core.windows.net
az (RE ClMEZ)




R1E 1|7
AEXL O|F <storage_account_name>.<container_name>.<sftp_local_useraname>
= HI? &

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Setings

Repository Configuration

Azure-SFTP

AR B0, COre windowWNeL

ISE SFTP M& A 7412 o]

A 7 Hade

A1 o] EIZX|EE|IE AHE3HEdH crypto host_key add executable S AFE 35109 sftp
MHQO| ZAE 7|8 CLIE Sal|l F7I5H0F gLICH EE8 SAE 7| EXMYO| 2|2 XIEZ| T
GO URLO ALBEl ZAE O|F3 UX|St=X| B R LICE PKI X[ S ZX|EE|0f HAMA
stEdH GUINIM 7| W2 MMetn 24 AAECZE 37 7|18 LHEHLICH Ol 37K 7|&

PKI X|¢4 SFTP M0l 2 ALt 'authorized_keys' IHloil F7FgL|C}.

AN —
g = JUeX|

3.7/ el e 7|B 2LER =Eo| 25 239181 crypto host_key 2! host <sftp server>
HAPS AL25l0d A58 SAE F|E FIIELICH ISE = E7} sftp EAE O|EE &
EQlghLct.

<ttroot>

isenodel/iseadmin#

crypto host_key add host xxxxxsftp. bl ob.core.w ndows. net

host key fingerprint added
# Host xxxxxsftp.blob.core.windows.net found: line 1



xxxxxsftp.blob.core.windows.net RSA SHA256:sP18dIvbSZgtEa5a2ea+Fy4P54Wd20cEkToBq6xG74g
4. Repository(X& 4) of2i 2| ISE GUIZ =017t ME2 MY E MY AE MBS T Validate(E3E)E

S2IgrLct 2lZEX|EC|e| fREMLE HAR&LICEH

Server Response

Repository validated successfully
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O KMELA HAE SM2 7|8 el mEMEt MEA T4 S HEELICH

2 10: RSA S 7|1& AHE35t0{ BHE SFTP ME 42| B GUIE Sdll BFE XMHE A& CLIof
M SHEX| e CLIE 3H o= M A= GUINM SAZIX| et &LICt CLI 2 GuUIo|

LS —

M SUe EIZXIEEIE FH6E{H CLI X GUI 250 RSA 371 7| & MdstD F 7
E SFTP AMHE LH_‘?'_'-.='1I_IEL

ISE CLI AMZA ZHm|ad|o|M

1. 7|2 #2| ==9| CLI(Command Line Interface)0ll SSHE X & &tL|C}H CLIMIA PKI 7|8 SFTP
2l ZX|EC|of BMHASIEIE F5L| 4 2o d53t 7|18 FIHELICH

2.CLIE rsa 37 7|& AdELICt
isenodel/iseadmin#crypto key generate rsa passphrase <passphrase>

SGE -T'-7H 7l mtdg 2L ClA3 MEA(TUS CI2EEY = U HMA HEro| UeE MHE

isenodel/iseadmin#crypto key export <give a name for this file> repository <repository name>
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5. Azure SFTP 2Z ALS At M StHEBEA)O| F7HE GUI 7|2 22 SSH 7K 7|18 Azure0l| &
2 gL,

6. Add key(7| &7hHE 225t TIA| SSH S7H ZI(SSH 371 7| EE)E oig&LCh

1. "show repository <Repository name>" BHEE A& 35101 sftp 2| ZX|E2[0f| CHE CLI HMAE 2f
IEFLICt. O] sftp Mol MZE El I ol EAIELICH

isenodel/iseadmin#show repository Azure-SFTP
SB-pk-260522-2236. tar.gpg
ops-0PS10-260525-1026. tar.gpg

ZIZX|ESIZ 01535109 sftp 2IZXIE 2|0l CHEF GUI HMAE =H0lst T A2 MME 2| ZX|IEZ
S A SH
i AA

2 = -
E MEfE F Validate(AS)E Z2IFLICH EIZX[EE|Q] 282 AR &LICH

o Server Response

Repository validated successfully

3. Administration > System > Backup and Restore 2 O|S&fL|C}. Z4Im|2d|0|AM eidg &8t C}
= O| Ho|X|2| B of2i2 O|S3t04 SFTP ME A E MEHSt T Configuration(Z41| 124 0]M) ofzHod|
Z|2 20| EAIE[o S HE = /U&LICH

24



Identity Services Engine tration / System

J|  EBookmarks Deployment Licensing Cartificates Legging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

5%  Dashboard I Baciup & Restore

1! Gontext Visibility Pollcy Expont

Configurational Backup Details Operational Backup Details
% Operations
Backup Name azure-backup Backup Name:
1) Policy Repository Namé Azure-SFTP Repository Narme
Start Date & Time & Fri Jun 12 14:01:20 IST 2026 Start Date & Time
4. Administration Status backup azure-backup- Status
CFG10-260812- Seheduled
Al Work Centers 1401.1ar.9pg 1o repository Triggered Form
Azure-SFTP: success Expauts D :
Seheduled o FreEsle LR
Triggered Farm Gl
Interactive Features ExSeieon EEsmsmm  cmm— = 8
Restora
Azure-SFTP w Add Repository
Configuration Operational
Flle Name i Modifled Time Repository
o
szure-Backup- GFG10-260. Sat Jan 8 Q00000 0 Azure-SFTP 0 Bytea Bnatorn
tesbackup-CFG10- 260522 Tuw Jun & 00:00-00 0 Azure-SFTP 0 Bytes Restare
testbackup2-CFG10-2605...  Tue Jan 11 00700:00 0 ATure-SFTP 0 Bytes Restore

sfip MY~ H5

At 11- Q|BHAF Cisco B IDCSCwu688632 2 QI8 Azure AEE|X|Q| i 3 7|7} OHIO|E
2 EAL|R|B 7|5XQl FE2 QiaLIch He st AR o|lg{eh g ME3Xo =z SE
= U&Lch

=

MO
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N

Error

Repository validation failed due to @mor - |, In case Backup was restored on differant
setup, please re-configure the repositary passwords (Expected behaviour)

0K

to
=

HIAI]


https://tools.cisco.com/bugsearch/bug/CSCwu68863

(o]]]

&

SSH 7| ot2He| SFTP Aol SHIE F7
SFTP 7’49 2CHAH & X). 0| LF= ALS
2 ChA| MMFH A2 2l ghlct.

H 7|12 7FKt=X| & QlgL|CHAzure K& A HZHo]
rﬂaiﬂiaﬂ%igéﬁrééewwHM7w*

2. GUI EIZX|EE| AB 0o HEFKIBt show repository <sftp repository> Z& 0| E240| Q& LICt

- =isenodel/iseadmin#show repository Azure-SFTP

% SSH connect error

o4

CLIOIA MM EI RSA 27l 7|7} Azure ssh 74301 F7HE|Q= K| &olshL|Ct.

3. SFTP 2IZX|E 2| 2ME O KHI5| HZI5HEAT debug TS BAESHAAIL.

isenodel/iseadmin#debug transfer 7

= i‘l.i;sl.admu‘#d.l.bun transfer 7
= = itory Azure-SFTP
3 [395485]:[info] tr:msfe fer.c[333] [system]: sftp dir of repository Azure- .:F'rl’ quuaEtﬂd
3 [395485]:[info) transfe: fer util.c[2755] [system]: Server validatio 18 = ~core.windows.net
T [395485]: [dehug] tran | . 28 [ : Running sftp comman p.blob.core.windows . net pe o xxx [ 1g =1 f
[395485]:[4i 3 | er.c[6 E + DEBUG: local user: iseadmin UID: 0 sftp run parent FD: 7 remote [ *p.blob.core.windows

ebug)] transfe 7
:[debug] transfe dle 27 3 : B ting SFTP command: 0 iseadm: r/bin/sftp -oIdentityFile=/home/iseadmin/.ssh/id_rsa -oUse
HostsFile=/home/iseadm /K | entication=no = = w— € e . blob. core.wi
p_handler.c[445] [system]: attp_rnad Error: read fa)l:-d
p_handler.c[914] [system]: sftp_run parent Error: read{command prompt) failed
i[debug)] transf ftp_handler.c[1123) [system]: sftp parent status -306
¥ 55H connect error
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