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MM 5t2{H EC2 > Network and Security > Key PairsZ 0|5

9,'—'
(@]
=
D
Q
D
D
~
(@)
<
o
Q
=
N
0=

EC2 < Key pairs (1) info
Bashboard CL Find Kay Puir by ateribute o tag
EC2 Global View [3
Global View 3 Name v | Type ¥ | Created @ | Fingerprint o v
Events
varshaah-ise s 2025/05/20 17:32 GMT*5:30 TEBEZ0ETe )T Lec b2 AT TR edbITER0... key-Ded71067b..,

¥ Instances

nstances

nstance Types

Dedicated Hasts

Capacity Reservations
v Images

AMIs

AMI Catalog

v Elastic Block Store

¥ Lead Balancing
Load Balancers




Varshash Karials »

m

EC2 > Koypairs > Create key pair

Create key pair i

Key pair

A oty pair, consisting of 3 private key and a public key, is 3 set of security credentials that you Use t prove your it

Name

entity when canmacting Lo an instance.

[ varshaah-se |

Ky pair type | Info

[ O Rsa
Private key file format
0 pem

Fo wist with OpenssH

O -ppk
For wse with PuTTY

Tags - optional
Mo

—
Add new tag )

g5 associated v
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e AWS Markatplace » Discover products

AWS Marketplace
P ¥ Refine results

Discover products .
Categories

Procurement insights
Manage subscriptions
Private offers

Wendor Insights
Private Marketplace [3

Settings

Infrastructure Software (5)

Professional Services (4)

16T (2)

¥ Delivery methods
Professional Services (4)
Amazon Machine Image (1)
CloudFarmation Template (1)

¥ Publisher
Agueduct Technologies {1)

Aspire Technology Partmers, LLC.

m
Digitalstates Inc. (1)
Ciseo Systems, Inc. (1)

CFT(CloudFormation Template)E Al
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Search AWS Marketplace products

Q, cisca ise

€isco ise (5 results) showing 1

-5

Did you mean cisco isv, cisco iso?

afuer] i
CIs5Co

Cisco Identity Services Engine (ISE) [
By Cisco Systems, Inc, [T | Ver 3.4.0

26 external reviews [

8 &

Cancel Craate key pair

HF 4 E|'O|

Global v Varshaah Karkala ¥
X
1@
Sort By: Relevance L

Cisco Identity Services Engine (ISE) on AWS enables Network Access Control (NAC) service
workloads to be deployed and managed from the cloud while ensuring the flexibility required
to meet each organizations unigque cdloud strategy. With Cisco ISE on AWS, you can unify the

policy management of your...


http://console.aws.amazon.com/
http://console.aws.amazon.com/

s marketiace [ -

Mbout v Cateperien v Dslhvery Methoch ~  Solwtiom = Bmouwoes v Your Saved Lt 2 Asmuson Web Services Hone il

Subscribe to Cisco Identity Services Engine (ISE)

Offer details o

offer 1D O#ered by Offer type Deplayed an AWS
basttrrefirardymIuupsbh T30 Cisoo Systems, nc. Pubilic Tes

Pricing details

Pricing and entitlernents for this product are maraged threugh an external billing relationship betwesen you and the vendor. ¥ou activate the prodect by supplying 2
license punchased outside of AWS Marketplace, while WS provides the infrastructure requived to launch the product. MWS Subscriptions have ma end date and may be
canceled amy time. However, the cancelation won't affect the status of the extemal lioemse. Additional AWS infrastractune costs apply. To estimate your infrastructure

Total amount

Total cost Additional essts Tax details

KW infastntiore aits apply Additioral tazes muy dpply
$0.00

Terms and conditions

LA} [, You also agree and acknowledge that AWS may,
o your behall, share information abeut this transaciicn (induding your payment ter i the respective seller, reseller or underying prewider as applicable, in
upise inrvsices 3o colliet payments fram yeu on Berald of the eller theough your AWS 3ccount. Your use of AWS
[ ee ather agrecment with AWS governing your use of such serices. If you e fecehdng a private offer froma

[ ifoe CPPO transaction) or bere [7 or SPPO traemaction) for mone infamaation on the chanmel partner

sprvices i subject 1o
channel partrer, you may clie

Purchase details ..

offer 1D Ofered by Total cost Additional costs.
basttrreGrardynauupsbh o Cisto Systems, nc. sana WS rrfrastructure coats apply
Tax details

Additional tases may appty

Back Subscribe

3. 7} &, Launch Your SoftwareE AMEHSHL|C}

aws marketplace English = Varshaah Karkala =

About =~  Categorles =  Delivery Methods =  Solutions =  Resources =  Your Saved List Become a Channed Partner  Sell in AWS Marketplace  Amazon Web Servi

(@ You suecessfully purchased Cisco Identity Sarvices Engine (ISE) Launch your software [3

Your AWS Marketplace agreement was created, You can launch your software or Manage subscriptions A

Offer details i

Offer ID Offered by Offer type Deployed on AWS
basttravexwcdyn2uupbbh? 30 Cisco Systems, Inc. Public Yes

4. Fulfillment & M0 A CloudFormation ElE%/E
(ISE HHT), Region(X|«)2 ME45t T Continue(H|



Abaut = Categories = Delivery Methods Solutions Resources « Your Saved List Become & Channel Partrer Sell in AWS Marketplace  Amazon Web Services Home Help

"cl,'s'élc',' Cisco Identity Services Engine (ISE) Cntinue to Laundy

< Product Detail E Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment optien
: CloudFormation Template
ClowdFormation Template v Deploy a complete salution configuration using a Software Pricing

CleudFormation template
Crseo ldentity 50 e

fens Enal
Cisco Identity Services Engine (ISE) » ::':"(ES Engine

Software version

ar

34,0 (Aug 07, 2024)
Whats in This Version

Cisco ldentity Services Engine (ISE)
Leam more

Region

US East (N. Virginia) -

5. C}2 M| 0| X|of| A 212 2 CloudFormation A&S MENEFLCT.

About « Categories ~ Delivery Methods ~ Solutions ~ Resources - Wour Saved List Become a Channel Partner  Selliin Marketplace  Amazon Web Services Home  Help

'f;l,'s',l_lr_',' Cisco Identity Services Engine (ISE)

« Pra Lawnch

Launch this software

Review the launch configuration details and follow the instructions to launch this software,

Configuration details

Fulfillment option Cisco Identity Services Engine (ISE)
Cisco Mentity Services Engine [ISE)

Software version 3.4.0
Region U5 East [N, Virginia)
Choose Action
. ) Choose this action to launch your configuration through the AWS
Launch CloudFormation B CloudFormation consabe * g g )

Launch
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aws i [ Q search ala ¥
e CloudForma Stacks » Createstack ]

CloudFormation { See

@) Create stack Create stack

Stacks

StackSets blap &

) Specify stack detaits Prereqmslte Prepare temptate

Exports & template by 3 OUF Exiiting resources in the 1aC generater [3,

Infrastructiane Composer

1€ genera

- O thease an existing template Build from Infrastructure Compaser

Hiaks pwerviow

Hoaks

¥ Registry
Pusbilic
Active
Publisher

Spatlight

Speclfy template
¢ [2 von

© Amazon 53 URL ] Upload a template file Syme from Git
Provicie an Amaron 53 URL 13 your tamplat Uplaad your semplate divectly 1o the console Syne a templats from your Git sepasitary

Amazon 53 URL
httpas /el amaranaws. com wemg- fulfillment-cf-templates-prod e defi6 2-abad-42 Te-b523- 7e03cd 5011 1¢/6a 2851767 2b4 1 3602205 1 ce 265454 0 template

SEURL:  hittpe: /s 5 amazonaws.comy/awsmp-fulfillment-cf-templates-prod/bedefes 2-abad -4 2 7e-b523- TS5 cd 5011 1 /6a 2851 76F7 2b4 136b2 205 1ce2Bad54 S template

{_ View in Infrastructure Composer

cancel Mest
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Groups > Create security group

VPCinfo
[ vpe-05 160126961 1cca

Inbound rules o
Type Info Protocol inle Portrange Infe Source  Info Description - optional 1sle
S5H v Angwh... ¥ ] (oetere )
0000/0 X
(e ) T )
HTTPS v | CraateSecurityGroup ((anywn... v ]
]

( & Rules with source of 0:0.0.0/0 or /0 allow all I addresses to access your instance. We recommend setting security group rules te allaw access from kngwn IP addresses only;
N

QOutbound rules wr.
Type Info Protocol isfe  Portrange infe Destination info Description - optional 1sfe
( ) Dalate

Custom v | [ Q

55H ]
00.00/0 X

[ wrTes v ) (oetere

(hddrute )

J

- SSH AMATL MCHE FEE|X| of2 B SSHE Sdll @1Z2 A& [l "Operation
timed out" 2 77} g4t

1

0
>
C
n

-M-L63P Downloads % chmod 400 varshaah-isel.pem
—M-L63P Downloads % ssh -i varshaah-isel.pem admin@®3.91.252.232

ssh: connect to host 3.91.252.232 port 22: Operation timed out

GUIol| AM|AStE{T A= E [ "O] AFO|E

- HTTP/HTTPS HMA 7} MEX| ke He
of AZe & Qi&LICH 2F/ 7 LIEFE = Q&LCH



- X & hitpsi3.91.252.232

This site can't be reached

3.91.252.231 took too long to respond.

Try:
+ Checking the connection

s Checking the proxy and the firewall

ERA_TIMED_OUT

Datails

- HE|HERXT: 7IE MEY! & StLtzt MHEHEILICE.

e CloudFormation » Stacks  Ereatestack (e}
CloudFormation < ="
@ Create stack Specify stack details
Stacks
StackSets el .
(@) Specify stack details Provide a stack name
Exparts
P Stack name
Confiqure stack options e
tructure Compo: P Stack ramse must cortain only betters (-2, -], rarmibers §0-50. and yphens (-) and start with a better. Max 128 characters. Character count: 3128
[ generatar Review and create
Parameters
Hooks overview
Parameters are defined in your template and allow you te input custom values when you create or update a stack.
Hagk

Instance Details

Hostrama
Enter the hostname. This fieid ooty supports alphanumeric characters and frypben (-], The length of the hostname showld not exceed 19 characters

warshaaheise

Instance Key Pair
Tio sccess the Cnen ST it

varshaah-isel v

Spoilight

Manags Security Grow

Feedback Selec 2 prlds -
35-0¢5¢20e8b248d042¢ X
Managerment Network
Choase the sunes 1o be wsed for the

ane alrea

subnet-017e2674facT4aTea v

Management Private IP

¢ Terma  Coskie peelerences

M7A|o| AWSOIM EAEIF
HiZ 3l oF 5t AR =20
C|HFO|A0f VPN E{2 M
L|C}.

e Q8 2o 22X 0|A0M SARSHE CHE EE AF235l0{ B4
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https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/217462-configure-ise-3-1-through-aws-marketplac.html#anc9
https://www.cisco.com/c/ko_kr/support/docs/security/identity-services-engine/217462-configure-ise-3-1-through-aws-marketplac.html#anc9
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EBS Encryption
Choose true to enable EBS encryption
false v

KMS key for encryption
Enter the KMS Key |d/ARN/Alias for encryption (Applicable only if EBSEncryption is "true”)

Enter S5tring
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Network Configuration

DNS Domain
Enter a domain name in correct syntax (for example, cisco.com). The valid characters for this field are ASCIl characters, numerals, hyphen (-), and period (). If you use the wrong syntax, Cisco ISE services
might not come up on launch.

i
| varshaah.local

Primary Name Server
Enter the IP address of the primary name server in correct syntax. If you use the wrong syntax, Cisco ISE services might not come up on launch,

~
72.163.128.140
p .

Secondary Name Server
(Optional) Enter the IP address of the secondary name server in correct syntax, If you use the wrong syntax, Cisco ISE services might not come up on launch,

i
Enter String
\

Tertiary Name Server
(Optional) Enter the IP address of the tertiary name server in correct syntax. If you use the wrong syntax, Cisco ISE services might not come up on launch.

Enter String
A

Primary NTP Server
Enter the IP address or hostname of the primary NTP server in correct syntax (for example, time.nist. gov). Your entry is not verified on submission. If you use the wrong syntax, Cisco ISE services might not
come up on launch,

'
| 10.64.58.51

Secondary NTP Server
(Optional) Enter the IP address or hostname of the secondary NTP server in correct syntax (for example, time.nist.gov). Your entry is not verified on submission. If you use the wrong synitax, Cisco |SE services
might not come up on launch,

"

i
Enter String
A s

Tertiary NTP Server
(Optional) Enter the IP address or hostname of the tertiary NTP server in correct syntax {for example, ti mE_nis'l.g:wJ_ Your entry is not verified on submission, If you use the wrong syntax, Cisco ISE services
might not come up on launch.

i
Enter String
L.

r
ot
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+ User Details(AFE At MIEAFE)0IM 7|2 B EIRF A = MEIE

Services

ERS
Do you wish to enable ERS?
e "

no v
\ J

pxGrid
Do you wish to enable pxGrid?
( Y

no v
\ J

pxGrid Cloud

Do you wish to enable pxGrid Cloud?

r ™y
no v

User Details

Enter Password
Enter a password for the username "iseadmin®, The password must be aligned with the Cisco I1SE password policy. The configured password is used for Cisco ISE GUI access. Warning: The password is displayed
in plaintext in the User Data section of the Instance settings window in the AWS Console,

Confirm Password

Retype Password

[ Y\
ssssasns




Step 1 = =
@ Create stack Configure stack options
Step 2
& Specify stack details Tags - optional
Step 3 Tags (key-value pairs) are used to apply metadata to AWS resources, which can help in organizing, identifying, and categorizing those resources. You can add

@ Configure stack options up to 50 unique tags for each stack.

Mo tags associated with the stack.
Step 4

Review and create Add new tag

You can add 50 more taq[s]

Permissions - optional
Specify an existing AWS Identity and Access Management (IAM) service role that CloudFormation can assume.

1AM role - optional ) )
Choose the 1AM role for CloudFormation to use for all operations performed on the stack.

[ 1AM role name v | [ Sample-role-name bl ] C Remove :1@

Stack failure options
Behavior on provisioning failure
Specify the roll back behavior for a stack failure. Learn more [
© Roll back all stack resources
Roll back the stack to the last known stable state.

Preserve successfully provisioned resources

Preserves the state of successfully provisioned resources, while rolling back failed resources to the
LasL:nnwn stable state. Resources without a last known stable state will be deleted upon the next
stack operation.

Delete newly created resources during a rollback
Specify whether resources that were created during a failed operation should be deleted regardless of their deletion policy. Learn more [2

© Use deletion policy ) ) ) )
Retains or deletes created resources according to their attached deletion policy.

Delete all newly created resources
Deletes created resources during a rollback regardless of their attached deletion policy.

Additional settings
You can set additional options for your stack, like notification options and a stack policy. Learn more (3

» Stack policy - aptional
Defines the resources that you want to protect from unintentional updates during a stack update.

* Rollback configuration - optional
Specify alarms for CloudFormation to monitor when creating and updating the stack. If the operation breaches an alarm threshold, CloudFormation rolls it
back.

» Notification options - optional
Specify a new or existing Amazon Simple Motification Service topic where notifications about stack events are sent.

® Stack creation options - opt.ional
Specify the timeout and termination protection options for stack creation.

T
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United States (N Vieginia) v Varshash Kariala *

VE € Search [Option+S! [ il T
e CloudFormation > Stacks > lse @ @ e

CloudFormation < B Stacks (1) © ise & >
. - -~ £
Stacks Q Filter by stack name (_ Delete ) ( Update stack ¥ )I\ Stack actions ¥ )(\ Create stack v )
Stack details .
. Filter status Stack info Events Resources Outputs Parameters Template Change sets Git syne
rifts
Active * | @D view nested —
StackSets
- 1 ETTTD | timeline view
Exports
Stacks
Events (5) view raot cause ) (G}
Infrastructisne Compaser ise
1aC generatar O 20250520 254945 UTCH0530 QL Sewrch events @
REATE_COMPLET!
2 CREATE_COMPLETE Tirnestsmp Logieal 1D Status Detailed status Status reasen Hoak
Hooks overview
2025-05-20 25:50:05 a .
2 CREATE_COMPLETE
Hotks UTC40530 e[ @
2025.05-20 23:50:01
UTE0630 lseEe2instanie [3 (&) CREATE_COMPLETE
¥ Registry un
Public exténsions 2025-05-20 23:49:48 seEc2irstance [ (D (REATE_IN_PROGRES FESoUroE Ereation
Activated extensicns uTCssz0 & i
Publishir 2025-05-20 23:45:45 (D) CREATE_IN_PROGRES
IseEc2instan
UTCH 0530 SRS 5
2025-05-20 254543 (i) CREATE_IN_PROGRES
Spatlight e [2
g UTCr0830 se [3 h User Initiated

Feedback
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e CloudFormation » Stacks > ise

@ o o

CloudFormation < o Stacks (1) @ ise Y
Stacks Q. Filter by stack ( Delete ) ( Update stack ¥ ) (_stack actions ¥ ) ( Craate stack ¥ _-:1
Stack details "
i Filter status Stack info Ewents Resources Parameters Template Change sets Git symc
rifts .
Active v D View nested
StackSets
1
Bports Outputs (4) ©
Stacks 0, Search cutputs 1 @
Infrastructune Composer e I
Key & Value Ll Description ¥ | Export name v
1aC generatar O 2025-05-20 23:49:43 UTC+O550
(2 CREATE_COMPLETE AT - Availability Zone of the newly
ereated EC2 instance
Hooks overview
InstanzelD of the newly crested
e Instanceid 0e393472cfa132622 ISE EC2 Instance
Pri N, f
PrivatebnsHame Ip-172.21.94.89.ec2 Intemal rivate DNSName of the newly
¥ Registry 1] created EC2 instance
Public extensions Private IP add: of 1
Privatelp 172319489 P IP skt of o iy

Activated extensions
Publisher

ereated EC2 instance

35: Amazon H4! O|O|X|(AMI)E At&75}04 ISE 74

1. AWS Management Console|_£ 1 9215t0{ AWS Marketplace MEAITEMS

2. A grcjod| M "cisco ise"& =35t Aol M Cisco ISE(Identity Services Engine)&

L|ct.

e AWS Marketplace > Discover products

AWS Marketplace

Discover products
Procurement insights
Manage subscriptions
Private offers

Vendor Insights
Private Marketplace [

Settings

£
v Refine results

Categories
Infrastructure Software (5)

Professional Services (4)
1T (2)

¥ Delivery methods
Professional Services (4)
Amazon Machine Image (1)
CloudFermation Template (1)

¥ Publisher
Aqueduct Technologies (1)
Aspire Technology Partners, LLC.
(U]
Digitalstates Inc. (1)

® e
Search AWS Marketplace products
Q ciseo ise X
1 ]
cisco ise (S results) showing 1-5
Did you mean cisoo isv, cisco iso? Sort By: Relevance b

Cisco Identity Services Engine (ISE) [2
By Clsco Systems, Inc. [ | ver 3,40

stfrat]es
CIsco
96 external reviews [3

Cisco Identity Services Engine (ISE) on AWS enables Metwork Access Control (NAC) service
. workloads to be deployed and managed from the cloud while ensuring the flexibility required

to meet each organizations unique cloud strategy. With Cisco ISE on AWS, you can unify the
policy management of your...

Cisco Systems, Inc. (1)

AWS Markeplace2| ISE

3. View purchase options(7OH

aws marketplace

About = Categories =

Dwlivery Methods ~

Sclutions *  Resources =

(D You have access to this product
You or someone in your organization has already purchased entitlements for this product.

AWS Marketplace > Metwork Infrastnecture » Amazon Machine image [AMI] > Cisco identity Services Engine (ISE)

Cisco Identity Services Engine (ISE) .

Sold by: Cisco Systems, Inc. [3

Deployed on AWS

Cisco ISE on AWS provides secure network access control for loT, BYOD, and corporate owned endpoints. Cisco
ISE enables you to easily segment network access for employees, contractors, and guests across wired, wireles..

@ Show more

{0} OAWS reviews | 48 external reviews

Become a Channel Partner

Sall In Af

View subscription [3 x

View purchase options

( Request private offer [ )



http://console.aws.amazon.com/
http://console.aws.amazon.com/

4. 2ZE Qo] AlZtE ZEIFLICH

aws marketplace [ = L —

About = Categories *  Dalivery Methods =  Solutions *  Resources *  Your Saved List Become a Channel Partner  Sell In AWS Marketplace  Amagon Web Services Home  Help

9]
Subscribe to Cisco Identity Services Engine (ISE) i

Offer details o

Offer ID Offered by Offer type Deployed on AWS
basttrzvBxwcdyn2uupsbh730 Cisco Systems, Inc. Public Yes

T —

Your AWS Marketplace agreement was created, You can launch your software or Manage subscriptions [

aws marketplace

About + Categories « Delivery Methods ~ Solutions « Resources « Your Saved List Become a Channel Partner Sell in AWS Marketplace Amazon

400k Cisco Identity Services Engine (ISE) Continue to Launch

Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option

Amazon Machine Image
Deploy a vendor-provided Amazon Machine Image Software Pricing
(AMI) on Amazon EC2

Amazon Machine Image E |

Cisco Identity 50 /hr
Services Engine
(ISE)

64-bit (x86) Amazon Machine Image (AMI)

a

Software version

I 3.4.0 (Aug 07, 2024) gl B
Infrastructure Pricing

Region ECH: 1 * e5.4xlarge
Monthly Estimate: 490, h

| US East (M. Virginia) ;l onthly Estimate: $430.00/mont

Use of Local Zones or WavelLength infrastructure deployment may alter your final pricing.

Ami Id: ami-07946balceelcadda
Ami Alias: faws/service/marketplace/prod-TwsmSsh6ugdie/3.4.0 Learn More 2 ({{IID
Product Code: basttravexwedyn2uupbbh730

Release notes (updated August 7, 2024)

6. ZX| M= EECH20IM EC2E Soll AlxtE ME{E O S A™E =2 AlS TI-FLICH



aws marketplace

LULIT g Categories v Delivery Methods + Solutions Resources v Your Saved List

ihals Cisco Identity Services Engine (ISE)
= Product Detail Subscribe Configure Launch

Q, Search

Launch this software

Review the launch configuration details and follow the instructions to launch this software.

Configuration details

Fulfillment option

Software version

Region

Usage instructions

Choose Action

Launch through EC2

0)-

64-bit (x86) Amazon Machine Image (AMI)
Cisco Identity Services Engine (ISE)

running on c5.4xlarge
3.4.0

US East (N. Virginia)

Choose this action to launch your configuration through the
Amazon EC2 console.

am

Launch

151 7| @8l EC2 Launch an Instance H O|X| £ 2|C|2M=]L|C}.



= EC2 ) Wnstances > Laundh an instance

D) It seeren like you may be mew to lsunching instances in EC2. Take a walkthrough to learn about EC2, how to lsunch instances and sbout best practices

(_ Takea walkthrough )

Do mot show me this mestage again

Launch an instance ..

Amiazon EC2 allows you 10 Create virual machings, of instances, that nam o the AWS Cloud. Quickly get stanted by following the simple 31605 below,

Name and tags i

¥ Application and OS5 Images (Amazon Machine Image) e

A AN templa centaing the seltears o

e fee AMIS if

s whiat o 364 Lok

€, Search our full cotalog inclusling 1000:

fcotion and 03 imeges

AMI from catalog Recents Quick Start
Hame
Cisco Identity Services Engine [I5E) vE 4 bedef6E2-abad-42Te-b525-
FraSeds0111e
Description

[Copied ami-0e29bcta7 16e0ddTd (ISE_5.4 0 608 from us-east. 1] Clsco Identity Services Engine (15E) vE4
Imag 10

ami-07946bal cee lcatida

Username (D)

raat [Check with the AMI proveder)

Published Architecture Rt deviee type
2024-08-05T1S.0825.000F  x86_64 e ehs

Virtualizatien

¥ Instance type i | Ge ssvie

Instance type

8. OlE2 A3 E510{ QIAEA R& MMo 2 0|F 5t
&g MEfStLICE

Key pair(212!) of2{ofl A O|Foi| 45 7|
T 7|4 A EBHA FHX).

Number of Instances(21AEA

ces » Lawnch an initance

* Instance type o | ce advce
Instance type
5 dxlarge
Family ch 1y

CPU 32 Gi Memary  Currenk geearation: 1

The AMS wendar recommends using a ¢5 dxlange instance (or Larger for the best experkence with this preduct

¥ Key pair (login) i

Add addétional tags

ating syiteen, application server, and applicaticas) requined b Lunch your istance. Search or

Q

Browse more AMis

ENA Enabled
Ves

T All generations

Compane instance types

Vit €30 s @ ity PaiF 10 Secunely CORNBLL 16 yeur Instance. Ensine that you have 3ecess 1o the selected key pair before you lauach the instance

Key pair name - required

varshaah-kel -

9. HER3 MY MM

. Zoof et vPe L MEYIS FAELICEH
1

« Security Group(£2¢t 1
=2 ddgct

C  Create new key pair

¥ Summary

Rumber of initances  efs

T =

Soltwans Image (A1)
961571660307 _read more

Virtial sewver type [imstance type)
12.mitro

Fisgwall {security grovg]
M 1601ty groun

Storage (volumet)

1 volumels) - 300 Gib

(D) Froe timr: In your first year of epening an AWS acesunt, X
you get 750 Bours per month of E2 it instance uiige
o £3 micre whene tLmicr snt available) when wied
it free ther AMb, TS50 hours per month of public 1P
achdeess uage, 30 GiB of DS storage, 2 million 1O, 1 0B
of snapihotd, and 100 68 of bandwidth to the internet

Cancal Luiich initine
Launch an instance
G2 Proview code

¥ Summary
Mumber of instances  infe

Saftware Image (AMI)

[Copled ami-OcBaf14ed039ba4fs _read mere
aeml-0c 4% Sel beacced

Wirtuall server type finstance type)
cS.dxlarge

Firewall (security group)
default

Storage (volumes)
1 welumeds) - 300 Gib

MEASE LY (O Alof] LESF Q= Zd%

M



= EC2 > Instances » Launch an instance

¥ Network settings o

Network Info
vpc-062e0871c331 2f6ad

Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP  Info
Enable
Additional charges apply when outside of free tier allowance

Firewall {security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance,

) Create security group [ © select existing security group J

Common security groups  Info

Select security groups v

default sg-0b902ad2c151F2773 X
VPC: vpe-062e0871¢3312f6ad

Security groups that you add or remove here will be added to or removed from all your network interfaces,

10. [AEZIXK| A MMoM Riste 28 37|12 FAIELICH

0: gp2 2 & 82 AME35l= 600 GiB

¥ Configure storage it

1x | 600 GIB  gp2 w  Rootvolume, Mot encrypted

G Compare security group rules

Advanced

{ (@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage

3

Add new volume

(@ Click refresh to view backup information
The tags that you assign determine whether the instance will be backed up by any Data Lifecycle Manager policies.

0 x File systems.

11. Advanced Details(1 = AT HE) Mol £ Fof st F71 HHE(0d: IAM
MEXCIOIH = B2 S2)2 F+HFLICH

ro

|>
e

>
|H

Hu
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Edit



¥ Advanced details Info
Domain join directory  Info

| Select

v | @ Create new directory [2

1AM instance profile | Info

[ select

v ] & Create new |AM profile [2

Hostname type | Info
IP name

DNS Hostname | Info

Enable IP name IPv4 (A record) DNS requests
Enable resource-based IPv4 (A record) DN5S requests

Enable resource-based IPvE (AAAA record) DR

requests

Instance auto-recovery | Info

| Default

Shutdown behavior  Info

| stop

Stop - Hibernate behavior | Info

[ Disable

Termination protection | Info

[ Disable

Stop protection  Info

v ] & Create new placement group [3

| Select v |
Detailed CloudWatch monitoring | Info
| Disable v
Credit specification | Info
| Standard v |
Placement group = Info
| Select
EBS-optimized instance | Info

Disable v
Instance bandwidth configuration | Info

| Default

Purchasing option = Info
O None
[ Capacity Blocks

Launch instances for your active capacity blocks

[ Spotinstances

Request Spot Instances at the Spot price, capped at the On-Demand price

Capacity reservation Info

[Nun:e

Tenancy | Info

[ Dedicated - run a dedicated instance

Additional charges apply



12. HIEFE O|E{ {7 A4 Aoi| A

- ISE {34 O|M0IME V2 MEEZ EQ)2
« 3.4 O|M ISE HTHC| B2 & EE EFst7] ¢

RAM disk ID  Info

Select

Kernel ID  Info

Select

Nitro Enclave Info

Select

License configurations  Info
Select

CPU options  Info

Configure CPUs for your instance to optimize performance and save on licensing costs.
0 Use default CPU options
) Specify CPU options

Default active vCPUs Total vCPUs
16 16

Metadata accessible Info

Enabled

Metadata IPv6 endpoint  Info

Metadata version Info

V2 only (token required)

£\ For V2 requests, you must include a session token in all instance metadata requests.
Applications or agents that use V1 for instance metadata access will break.

Metadata response hop limit  Info

Select

Allow tags in metadata Info

Select



13. User data Z=0{|AM SAE O|Z, DNS, NTP MH, A|ZtCH, ERS ! Zt 2|k} A} 5 H
01 ISE QIAE A CHEF =7| 7 Of7H+E MBS ELICE.

of:
hostname=varshahise2

primarynameserver=x.x.x
dnsdomain=varshah.local
ntpserver=x.x.x.x
timezone=0} A|O}/Z 7} E}
A& Xt O|F=admin

o & =lse@123

ersEnabled=true

User data - optional  Infa

Upload a file with your user data or enter [t in the field.

I,i 4 Choose file }

[ hostname=varshaahise2
prima FFHHMESETWFFK.!.E-I
dnsdemain=varshaah.local
I'ITFI-'SEr'u‘vEr':I.I.l.I
timezone=Asia/Kolkata
username=admin
password=lse@123
ersEnabled=true

User data has already been basetd encoded
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* Summary
MNumber of instances
1

Infa

Software Image (ABMI)
[Copled ami-Oe29bcfa7 16e0dd?d ...read more
ami- ﬂ?ﬂdEbakeeh:aﬂda

Virtual server type (instance type)
t2.micro

Firewall [security group)
default

Storage (volumes)
1 volume(s) - 300 GiB

-

@ Free tier: In your first year of opening an
AWS acoount, you get 750 howrs per month
of t2 micro instance wsage (or tS.micro
where t2micro isn't available) when used
with free tier AMis, 750 hours per month of
pubdic |Pva address usage, 50 GibB of EBS
storage, 2 million 1/0s, 1 GB of snapshaots,
and 100 GB of bandwidth to the internet.

Cancel

Launch instance

B Preview code

= Alﬁ*éﬁ LICE' Ol Al

|.A|XI-EI_| |. J‘l_|. bl =1
A|&F

I=A

Srates (N Wim

Narkala ™

Varshaah

0| M| A|X|7} LFEFLLICE. '°._|AE._‘|£ <instance_name>2|
A7 2o 2 A|EE|U=2

S LIEFRLICH

® Launch log

Next Steps

@, what would you like to do next with this instance, for example “creote alorm” or “create bockup™

Create billing and free tier
usage alerts

To manage costs and avoid surprise
bills, set up email notif [

Connect to your instance

Onge your instance i nannéng, log into
it from your local computer.

billing arsd Free tier usage thresholds.

Create bliling alerts [3

Create AWS budget

A5 Budgets allows you to create
Budgets, forecast spend, and take
action on your costs and usage from a
single locatian.

Create AWS budget (3

(" connect to instance [ )

Learn more [3

Manage CloudWatch alarms

Create or update Amazon CloudWatch
alarms for the instance,

Manage CloudWatch alarms
&

Connect an RDS database

Configune the connection between an
EC2 Instance and a database to allow
trafhic Aow betwien thim.

Create EBS snapshot policy

Create a policy that automates the
creation, retenticn, and deletion of
EBS snpibots

[: Connect an RDS database [2 j

( Create EBS snapshot policy [3 :}

Create a new RDS database [2

Learn more (3

Disaster recovery for your
instances

Recover the iNSances you just
launched inte a different Availabaity
Zone or a different Reglon using AWS
Elastic Disaster Recavery (BRS),

Disaster recovery for your
instances (3

Moniter for suspicious
runtime activities

Armazon Guard Duty enables you to
centinuously menitar for malickous

Manage detailed monitoring

Enable or disable detailed monitoring
For the Instance. If you enable detalled
monieding, the Amazen EC2 conole
degplays monitosing graphs with a 1-
minute pesied.

Manage detailed monitoring

@

Get instance screenshot

Capture a screenshot from the
ingtance and view it a5 an image, This
5 useful for troubleshooting an

runtime activity and wunauths

bk, with near real-time visibility
iz an-host activities ocgurring acress
your Amazon EC2 worklaads.

Menktor for suspicious

runtime activitles [3

Gat instance sereenshet [

12 3 4 )

Create Load Balancer

Creata a application, network gateway
or classic Elastic Load Balancer

Create Load Balancer [2

Get system log

Wiew the instance’s system log to
troubleshoot issues.

Get system log (3



CFTE At&Estod #5& ISE QIAEA

CloudFormation
—’r— l=EC2 CHA|E

EHO| Resources(Ela24) BS 2 Of
EZ g|C|™MEELCH

off M| A

=c/X ID)E 2=¢

§t C}= Physical ID(2

Ch QIARIAE B

Git sync

( Delete ) ( Update stack ¥ ) ( Stack actions ¥ )( Create stack W )

Crnvancesate * ) Cactioms + )

Availability Zone ¥

us-gast-1a

ise
Stack info Events Resources Outputs Parameters Template Change sets
Resources (1)
Q, Search resources
Logical ID a | Physical ID v | Type v | Sstatus
IseEc2Instance i-0e393472cfa132622 [7 AWS:EC2:Instance ® CREATE_COMPLETE
e ECZ > Instances
EC2 < Instances (1) i gttty @
Dashboard Q4 Find Instance by o P oF tog (cose-sensitive) Al states ¥
Z“""“““"'““E nstance 1D = -00393472c02132622 XJ (ctear titers )
Vet
N —— MWame g L Instance 1D Instance state ¥ Instance type ¥ | Status check Alarm status
Instanes TOR4TIcfal 12632 & Running & & tExlarge (@ B/ checks passec  View alarms +
= z< (@]
AMIE AHE35t04 FHE ISE QAT AN AAM A

OE QIAEA
SIE|0] QUARA T Ha S LIEFLY

Public [Pvd DNS

-

-2.3.51.282.232 com,,,

{0|X|2 oS ErLICt. of H|o|X[oi|AM el =l

AEIA
O2 EAEE=EX

| = QlghL|ch.

Pulblic IPva .,
3.99.352 332

10| 3/30|



EC2 » Mnstances * Launch an instance

* Launch log

Next Steps

QU what would you like to do rext with this instance, for example “create lorm” or “create bockup™

Create billing and free tier
usage alerts

To manage costs and avaid surprise
bills, set up email i fi

Connect to your instance

Onge your Instance i munning, log inte:
it From your local computer.

billing arsd Free tier usage threvholds,

Create alerts [2

Create AWS budget

AWS Budgets allows you to create
Budgets, forecat spend, and take

( conneetto invtanen [2 )

Laarn mare [

Manage CloudWatch alarms

Create or update Amazon CleudWatch
alares for the instande,

Connect an RDS database

Configure the connection between an
ECZ instance and a database to allow
traffic flow between them.

Create EBS snapshot policy

Create a policy that automates the
creation, retention, and deletion of
EBS srupshats

C Connect an RDS database [3 )

( Create EBS snapshot policy [3 }

Create a new RDS database (2

Leam mare (3

Disaster recovery for your
instances

Regowir thi inaances you just

action on your costs and usage from a
single location.

Create AWS budger (3

Manage ClosdWatch alarms
&

launched into a different Availabaity
Zone o a different Region using AWS
Elastic Disaster Recovery (DRS).

Disaster recowvery for your
instances [3

Monitor for suspicious
runtime activities

Adruaznn GuardDuty ensbles yos 18
continisousty manitor for malicious

Manage detailed monitoring

Emable o disable detailed monitoring
for the instance. If you enable detalled
moniteding, the Amazon EC2 corsole
displays monitoeing graphs with a 1-
minute period.

Manage detailed monitoring
]

Get instance screenshot

Capture a screenshot from the
instance and view it a5 an image, This
s useful for troubleshooting an

runtime activity and unauth

betyriar, with real-tirne visibility
Mo an-host activities occurring across
your Amazon EC2 workloads.

Manitar for sus

runtime ac

urnes )

Get instance sereenshat [2

12 3 4 3

Create Load Balancer

Create a application, network gatesay
or classic Elastic Load Balancer

Create Load Balancer [2

Get system log

Wiew the instance's syitem log ta
troubilshaot issuses.

Get system log [

e ECZ ¥ Instances @ e 5
EC2 ¢ Instances (1/2) e @ (Cconmeet ) Cinstaneestate v ) (actions v ) |I=
Dashboard Q4 Find dnseance by o or tag fcase-sensitive) Allstates ¥ 1 &
EC2 Global view [3 B Name g v | instance 1D | mstamcestate v | Instamtetype W | Status check | Alaren status Awnilability Zome ¥ | Publie IPyd DNS v | PubliciPvd.. v | Elastic P
Evenis [ warihashisel -O905£07a276571335 @Running @ B S.dulirge [0 9 View alarms +  us-gast-1b #62-54-82-163-3.comm.. 5482.163.30 -

¥ Instances hash-isel D506 248F26084b 3ce Estopped B € tmicro - View alarms 4+ us-east-1d - - -

Instances

ISE GUI M| A

S|
A

O|A| ISE M7t ¥3™Mo =2 +#

ISE GUIO|| HM|ASHE{H EEt 2
|22 QIE{YIo| A T HAA

38 IP7t QA AL QIAE[0] QU

« EC2 > InstancesZ 0|5 5}04

« Public IPv4 address(3& IPv4 &

07| ME ISE GUIO| M| AStE O A

w Network Interfaces (1) nfo
Instance datails

Q, Filter network interfaces

Interface 1D Device indix | Card index |

(=}
eni-076793d759b¢a26d7

e

N

Dascription |

T ei&Lich
EX[ FelgfLch
QUAHAE MEHSFLICEH
a) EEE H&Lch
g+ AE S8IPFLE E + UsLICH

3.91.252.232

Public IPv4 address

17231.94.89

El&= EHet2RX(0d: Chrome &= Firefox)2 Y10 S IP &4

Private |Pv4 address

Private IPv4 DNS

ip-172-31-94-89.ec2. .

IPvE addresses



ISE GUI 2121 H|0|X|7} LEEFEfLICH

€ 9 O wnNotSecure  https:ff3.91,262.232/adminflogin.jsp

L

e
CIsCco

Identity Services Engine
Intuitive network security

Usamame

Password

English | B8

Problems logging in?

it g

& 2024 Cisco Systems, Inc. Gisco, Cisco Systnms and Clsco Systems logo are registentd tracemarks of Cisco Systems,Inc. and/or its affilates in the U5 and certsin other countrios. Cisco ISE utiizes open 3ounce Softwans Tom various companants. Wi thind-paty Bcordes and natices



E{0|' g0 M SSH

1. SSH HMAE AIEE £ UAH| £ ISE MH|A T}
QHtXo 2 10- 15+0| FIE A ELICH

£ E35l CLI HMA

EC2 2&0IM QATAS Mstn S SBrLIC

SSH 2ZI0[AE B0 M CHS BHE gLt

CIREE$t pem 7| TtU0| Z&E Z2HZE O|SELICH
Ch= P2 A-™MELICH

cd <path-to-key-file>
chmod 400 <your-key-pair-name>.pem

X

ssh -i "<your-key-pair-name>.pem" admin@<public-ip-address>

dE=Z

2f

"d



£ 1: Cisco ISE= SSHE &% §FE 210QI2 H|&H38t52 2 SSH AFEXLE admin2 At
gLt
PuTTyE AL83t0{ SSHE S8l CLI AM|A
« PUTTYE &LICH

+ Host Name(Z2AE 0|8) EE=o0i CtE2 YA ELICH admin@<public-ip-address>



Lngging Host Hﬂt’lt

PuTTY Configuration

Basic options for your FuTTY session

(or IP address) Paort

= Terminal

admin@3.91.252.232 22

Keyboard
Bell

Features O ssH
 Window

Connaction

ki Saved Sess
Behaviour
Translation
b Selection Default Se
Colours
Fonts
= Connection
Data
Froooy
F 55H

type:

Serial Other: Telnet -

Load, save or delete a stored session

ions

tings Load
Saye

Deleta

Serial Close window on exit:

Telnet ) Always
Rlogin

Abowt

2|
—
ol=2
Lo =
ghct.

MME A|ZH5tE4H Open(&7))2 2

Mewver Only on clean exit

Dpan Cancal

Z Z0i M Connection(@1Z) > SSH > Auth(@!&) > Credentials(XtZ2d ZH)2 O|S & L|C}.

I8 7Hel 7| I Foil U= Browse(3otE V()& =I5t SSH 742l 7| ot U S M=

=g Lt



PuUTTY Configuration
Credentials to authenticate with

eoe
Category:
F Selection Fublic-key authentication
Colours Private key file for authentication:
N [Usersjvakarkal/Documents{AWS/varshaah-isel. pem
w Connection
Data Cartificate 1o use with the private key (optional):
Proy
= 55H
e Flugin to provide authentication responsas
Host keys Plugin command to run
Cipher
= Auth
Credentials
GESAPI
TTY
X1
Tunnels
Bugs
bore bugs
Serial
Telnat

& ot

Browse...

Browse...

Open

IgFLict.

= Jo}
= =

Cancel



[ ] [ ] PuTTY Security Alert

The host key is not cached for this server:

3.92.62.14 (port 22)

You have no guarantee that the server is the computer you think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 3072 SHAZ56:SCEThvU+huvBkErOSwOpGaM/haXtfa+mixoP45mJVLM

If you trust this host, press "Accept” to add the key to PUTTY's cache and carry on
connecting.

If you want to carry on connecting just once, without adding the key to the cache,
press "Connect Once".

If you do not trust this host, press "Cancel" to abandon the connection.

More info... Accept Connect Once Cancel

« O|X| PUTTY AMlA0| ISE CLIOi| @4Z=ElL|Ct.
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(publickey)."

= —_—

2A| sHZ

MREAEX O|F E= HIYHS

CIE Xz QAEHA M Fo 22 E ALK o 2 Qs &M= A7 Bi&LICH Ol A
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LI

Nmie
Ccisco

Identity Services Engine

Intuitive network security

a Invalid Usarname o Password. Please try again. ‘

Usaername

Pagsword

English | Bl

Problama logging in?




Lirsted States (W, Wirginial * Varshaahh20Karkala ¥

@ (-_{IJIHFIE'IIT_:I {_FIHTEH{E State W -} ( Actions & )

Instance diagnostics

Attach to Auto Scaling Group |: Instance settings hﬂ|
Change termination protection MNetworking [
Change stop protection Security »
Change shutdown behavior Image and templates >
Change instance migration on reboot Monitor and troubleshoat B

Change auto-recovery behavior

mmendations. | Learm more 5

Change resource based naming options

[ Edit user data J

Allowr tags in instance metadata
Manage tags

Madify instance metadata options

047|014 QIABIA M Fol AHE S ALK OlF L HIUHEE &2 4 ABLICH Ol
&t X124 3H2 ISE GUIo| 210215t = O AF8E = /U&LICH.



¥ Instances

-

N 211555 I 00 Sl

Edit uier data

Edit user data i«

Instande 1D

03 i-0121d4152¢52403eb0

Current usaer data

I::I_D Copy user data )

[ 'El To edit your instance’s user data you FArst need to stop your instance

9 H|UHS S MHEY I SAE O|F U HIYUHS S HOIE T
SAE O|B
%At 2RH9H 810IZ ()2 SR ELICH
Zol= 197HE ZTHE 4 giaLict
ot 3
 Cisco ISE HILH S HM2 Z4aof FLICH
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_basic_setup.html
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3. QIAEIA T BX|E|H Actlons( 2t 2d) > Instance settings(2/AEHA M
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2 X%t OS2 Instance state(RIAE A A EH) > Start instance(2IAE A A
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https://tools.cisco.com/bugsearch/bug/CSCwh41693
https://tools.cisco.com/bugsearch/bug/CSCwh41693
https://tools.cisco.com/bugsearch/bug/CSCwh41693
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