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PACE AI83tX| et= 2EO0|ME= TrustSec A E 7345177t Of £l&L|Ct PAC(Protected

Access Credential)7t 2235 X| 27| EALICH PAC= Yt o = C|HO|A L} ISE(Identity

Services Engine) 7t2| 2ot S4lof E g L|Ct O] M2 HWAIR 042 ISE =E7t U= & F0MH &

5 fgfLiCH 7|2 =7t 2 =21l A, ClHO|AE R}Z g ZQe 90| Xts
o

AL

A
0Z
o
o
=
[l
02!

=) = =1 HA
O oo R MEtstod BEE EY = UELICH PAC Qi QB2 T2 MAE 7tA S 5104 2H %

Ol BEOAE CIHHOIATH AHSRE O1F W HILUHSE Zoists 2
C}. ISEE 29t A4S Motstod SEFBLICE O] HI&0

HEE MZFLICH of7jols 2ote 93t !

Ol M= W HA 3 olo|Efoll CHE SHHsHT X|& MOl HMAE 25t Ol ALSELICH

Ad
o

-1

>

4 x4
= O

>

x| 7o

O 2 Mol M= Cisco C9300 £ 2XIE AHE3t01 PAC gl &S FE¥LICH HT 17.15.1 0|42
AMEst= ZE 2 2IX|I= ISE(Identity Services Engine)& At&3t0{ PAC 8l 2188 =™8E =

&Lt

1EHAl: 22|x|2| Zm[ze o]« E{0[E ot2iof U= ALIXI2| RADIUS AH 2 RADIUS Z&2 7
dgfuict

Radius AH:

radius server

address ipv4

auth-port 1812 acct-port 1813

key

Radius 1. &:



aaa group server radius trustsec
server name

2EHAH|: PAC-less 2152 2|5l RADIUS MH| 1 & € cts authorization 2! dot1x0d| O & & L|LC}.

CTS OHZE!:

<tfroot>

cts authorization Tist
cts-nmist

// cts-mlist is the name of the authorization Tlist

Dot1x 215:

<{froot>

aaa authentication dotlx default group

aaa authorization network
cts-nlist

group

3CHAl: AQ|x[2| enable =04 A CTS-ID & HIHHS E 7 LCt

cts credentials id

password



ISE +M

1. ISEO| A Administration(Z2]) > Network Resources(HE 3 2L A) > Network Devices(H|E
2|3 C|[HIO|A) > Network Devices(HIE 3 C|HFO|A)0IA HIE QT C|HIO|AE FAIBILICE ISE
Mu{ol| AQ{X|& F7t5t2iH add(F7HE =g LICt.

bl |dentity Services Engine Administration / Network Resources
)i Bookmarks Network Devices Network Device Groups Netwerk Device Profiles External RADIUS Servers RADIUS Server Sequences More
B Dashbaard Hatwark Devices

Network Devices

! Context Visibility

4, Operations

I Policy
Name IP{Mask Profile Name Location Typa Description

4 Administration

4l Werk Centers

02

2. ISEQ| ip address EE0 NAD IP A& F7t5t0{ A2 X|0| M trustsec 215 04| CHE radius
2 AMelguct.
3. NAD Z2t0[|1E0f CHEt Radius @15 S &3t 6t Radius 37 HIZ 7|18 = &uict.

4. 12 Trustsec dHE

Mg g44315l D ClHO|A O] S CTS-IDZ YO|o|ESID HIYHS ZEE H
2ol HYUHS 2 Urlo|E 3t )

L|CH(cts credentials id <CTS ID> password <Password>
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Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

0 0 11 0 0

Refrash Show Within
Never ~ Latest 20 records ~ Last 3 hours w
o Ty Export To Filtar
Time Status Details Repea... ldentity Endpoint ID Endpoint Profile Authentication Policy Authorizath
bos o Identity Endpoint ID Endpoint Prafile Aythentication Policy Authorizatior
Feb 23, 2026 08:16:12.0... a HCTSREQUESTH L e NetworkDevieeAuthorization NetworkDevie
Feb 23, 2025 08:16:05.7... a HCTSREQUESTH e — NetworkDeviceAutharization HetworkDevic
Cisco ISE
Steps
Overview P
Eiarit . Step 1D Description Latency {mz)
11001 Recelved RADIUS Access-Roquest
TIREETE HCTSREQUESTH 1oz RADIUS eraated 8 new session 0
Encpoir 90:77:EE:EC: 78:B0 & 12237 PAC-less request 0
1Mz Generated a new session 1D 1
Endpoint Profile
15012 Selected Access Service 1]
Authentication Policy NetworkDeviceAutharization 12238 Succossfully processed PAC-loss o
Authorization Palicy MetworkDeviceAuthorization >> Dafault 15036 Evaluating Authoerization Palicy o
" 15008 Matched Default Rule B
Authorization Result
11002 Returned RADIUS Access-Accept 3

Authentication Details
Source Timestamp 2025-02-23 19:14:46.407

Recetved Ti 2025-02-23 19:14:46.407

Policy Server Ise341

Usernama HCTSREQUEST#
Endl ] 9077 EEEC:78:80
Calling Station id 907 eei0c:TE:80
Authentication Mathod webauth

EXE siZdstcdiH &R0 M CFS CIHAE Aot AIL.

Debug Command:

debug cts environment-data all
debug cts env

debug cts aaa

debug radius

debug cts ifc events

debug cts authentication details



debug cts authorization all debug

ClHa zE =zt

*23 232 14:48:14.974: CTS 4 O|O|E: ZX|Z 3 oI M2 1 &! H|E 0tA 3 0x2

*23 23 14:48:14.974: CTS &4 | O|E: download transport-type =
CTS_TRANSPORT_IP_UDP

*23 232 14:48:14.974: cts_env_data & Z: &'Ell env_data_complete S0 O|H E
O(env_data_request)2 7t 2t &LIC}.

*22 232 14:48:14.974: @@ cts_env_data ' 2: env_data_complete -> env_data_waiting_rsp
*22 232 14:48:14.974: env_data_waiting_rsp_enter &4 El = WAITING_RESPONSE

*22d 232 14:48:14. 974 EIHFOIAOiI Hot 7|7} Q2 pac-less env-data CHRZEE TI&stD A&
&||AM PAC-Less 2152 AlRFELICEH

*22 232 14:48:14.974: cts_aaa_is_fragmented: (CTS env-data SM)NOT-FRAG attr_q(0)
*2H 232 14:48:14.974: 3 ClO|EH 23 %d: &fEf = WAITING_RESPONSE
*22 232 14:48:14.974: env_data_download_complete:
AEH(FALSE), req(x0), rec(x0)
*22 232 14:48:14.974: A EH(FALSE), req(x0), rec(x0), expect(x81),
wait_for_server_list(x85), wait_for_multicast_SGT(xB5), wait_for_SGName_mapping_tbl(x1485),

wait_for_SG-EPG_tbl(x18085), wait_for_default_ EPG_tbl(xC0085),
wait_for_default_SGT_tbl(x600085) wait_for_default SERVICE_ENTRY_tbl(xC000085)

*22d 232 14:48:14.974; 3 C|O|E{ 2% & AEf = WAITING_RESPONSE, =4l =0x0 2% =
0x0

*23 23 14:48:14.974: cts_env_data_aaa_req_setup: aaa_id = 15

*22 232 14:48:14.974: cts_aaa_req_setup: (CTS env-data SM)Private group is appeards DEAD,
attempt public group

*23 232 14:48:14.974: cts_aaa_attr_add: AAA 278 (0x7AB57A6AA2C0)
*22 232 14:48:14.974: ALEXl O|& = #CTSREQUEST#

*22d 232 14:48:14.974: AAA HEIAE E4 F7}: (CTS env-data SM)attr(E| A E)



*22d 232 14:48:14.974: cts-environment-data = E|AE

*22 232 14:48:14.974: cts_aaa_attr_add: AAA 23 (0x7AB57A6AA2C0)

*22 232 14:48:14.974: AAA ZHEHIAE &/ F7}: (CTS env-data SM)attr(env-data-fragment)
*22 23 14:48:14.974: cts-device-capability = env-data-fragment

*22 232 14:48:14.974: cts_aaa_attr_add: AAA 273 (0x7AB57A6AA2C0)

*22 232 14:48:14.975: AAA ZARIAE &4 F7}: (CTS env-data SM)attr(CHS MHH IP X|¥)
*22d 232 14:48:14.975: cts-device-capability = C+S MH{ ip x|

*23 232 14:48:14.975: cts_aaa_attr_add: AAA 278 (0x7AB57A6AA2C0)

*23 232 14:48:14.975: AAA ZHEIAE &4 F7}: (CTS env-data SM)attr(wnlx)

*22d 232 14:48:14.975: clid = wnlx

*22d 232 14:48:14.975: cts_aaa_req_send: AAA req(0x7AB57A6AA2C0)7F AAAOIZH HEXoZ
MEE|IRA& LI

*22d 232l 14:48:14.975: RADIUS/ENCODE(0000000F): 242 74 24 |8 = CTS
*22d 232l 14:48:14.975: RADIUS(0000000F): 43 NAS IP: 0.0.0.0

*22d 232 14:48:14.975: vrfid: [65535] ipv6 tableid: [0]

*22d 232 14:48:14.975: idb7F NULLILICH,

*22d 232 14:48:14.975: RADIUS(0000000F): 43 NAS IPV6: ::

*22d 232 14:48:14.975: RADIUS/ENCODE(0000000F): A& _MIAd_id: 4003

*22d 232 14:48:14.975: RADIUS(0000000F): &

*22 232 14:48:14.975: RADIUS: PAC less mode(PAC 838 T E), secret is present(f

o
N
30
o

*22d 232 14:48:14.975: RADIUS: CTS pacless £ & radius 20| F7tsi&LICt.

*22 232 14:48:14.975: RADIUS/21 2 Y Radius-Server 10.127.196.169& %|& 9| 2EH IP F4
10.127.196.234

*223 232 14:48:14.975: RADIUS: PAC less mode(PAC 818 ZE), secret is present(Z 27} AUR)

*22 232 14:48:14.975: RADIUS(0000000F): A2 ?{%x|0A 10.127.196.169:1812 id 1645/11, len
249 // Radius Access RequestE HMA S ME

RADIUS: QI&Xt 78 8A 70 5C E5 D3 DD F1 - B4 82 57 E2 1F 95 3B 92

*228 23Y 14:48:14.975: RADIUS: AtEX} O|& [1] 14 "#CTSREQUEST#"



*22d 2321 14:48:14.975: RADIUS:

O

2, Cisco [26] 33
*22 232 14:48:14.975: RADIUS: Cisco AVpair [1] 27 "cts-environment-data=test"

*22 232 14:48:14.975: RADIUS:

OH

Z Y&, Cisco [26] 47
*22 232 14:48:14.975: RADIUS: Cisco AVpair [1] 41 "cts-device-capability=env-data-fragment"

*22 232 14:48:14.975: RADIUS:

OH

= A, Cisco [26] 58

*22 232 14:48:14.975: RADIUS: Cisco AVpair [1] 52 "cts-device-capability=multiple-server-ip-
supported"

22 232 14:48:14.975: RADIUS: ALK &5 [2] 18 *

*22d 232 14:48:14.975: RADIUS: Calling-Station-Id [31] 8 "wnlx"

*22d 232 14:48:14.975: RADIUS: Service-Type [6] 6 Outbound [5]

22 232 14:48:14.975: RADIUS: NAS-IP-Address [4] 6 10.127.196.234
22l 232l 14:48:14.975: RADIUS: 22U, Cisco [26] 39

*22 232 14:48:14.975: RADIUS: Cisco AVpair [1] 33 "cts-pac-capability=cts-pac-less" // CTS
PAC Less cv-pair 42 ISE7} PAC Sl 21E 2 s A2 MElStE S st o FIHE

OF

*22 232 14:48:14.975: RADIUS(0000000F): IPv4 Radius IfZ! T
*23 232 14:48:14.975: RADIUS(0000000F): 5 A|zt Z=3b A|2HE

*22 232 14:48:14.990: RADIUS: id 1645/11 10.127.196.169:18120{| A =4I, Access-Accept, len
313. /1 21& d3E

RADIUS: QIZXt 92 4C 21 5C 99 28 64 8B - 23 06 4B 87 F6 FF 66 3C

*22d 232 14:48:14.990: RADIUS: AZX} O|& [1] 14 "#CTSREQUESTH"

224 232l 14:48:14.990: RADIUS: 224 [25] 78

RADIUS: 43 4143 53 3A 30 61 37 66 63 34 61 39 54 37 68 [CACS:0a7c4a9T7h]
RADIUS: 39 79 44 42 70 2F 7A 6A 64 66 66 56 49 55 74 4D [9yDBp/zjdffVIUtM]
RADIUS: 78 34 68 63 50 4C 4A 45 49 76 75 79 51 62 4C 70 [x4hcPLJEIvuyQbLp]
RADIUS: 3148 7A 35 50 45 39 38 3A 69 73 65 33 34 31 2F [1Hz5PE98:ise341/]
RADIUS: 35 32 39 36 36 39 30 32 31 2F 32 31 [ 529669021/21]

*22d 232 14:48:14.990: RADIUS: 22|, Cisco [26] 39

*23 23 14:48:14.990: RADIUS: Cisco AVpair [1] 33 "cts-pac-capability=cts-pac-less"



*22d 232 14:48:14.990:
22 232 14:48:14.991;
22 232 14:48:14.991:
22 232 14:48:14.991;
22 232 14:48:14.991:
22 232 14:48:14.991:
*2% 232 14:48:14.991:
2% 232 14:48:14.991:
2% 232 14:48:14.991:
2% 232 14:48:14.991:

*22d 2321 14:48:14.991:

A
oo

*22 23 14:48:14.991:
*22 23 14:48:14.991:
*22 232 14:48:14.991:
*22 232 14:48:14.991:
*22 23Y 14:48:14.991:
*22 23 14:48:14.991:
*23 232 14:48:14.991:

*23 232 14:48:14.991:
x4

*22 23 14:48:14.991:
*22 23 14:48:14.991:

2% 23 14:48:14.991:
NEECoEHb22E

A
24

CTS_AAA_SLIST

53 HmH Access-AcceptOl A slist O|& (CTSServerList1)2 &2

slist O]

& (CTSServerList1)O0|

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

RADIUS:

O

OH

OH

OH

PAC less mode(PAC

=10
=

21%|, Cisco [26] 43

Cisco AVpair [1] 37 "cts:server-list=CTSServerList1-0001"

=10
=

234, Cisco [26] 38

Cisco AVpair [1] 32 "cts:security-group-tag=0002-00"

=10
=

24%l, Cisco [26] 41

Cisco AVpair [1] 35 "cts:environment-data-expiry=86400"

=10
=

47|, Cisco [26] 40

Cisco AVpair [1] 34 "cts:security-group-table=0001-17"

o= S

A= D E), secret is present(®

RADIUS(0000000F): ID 1645/110{|A 5= A1

cts_aaa_callback: (CTS env-data SM)AAA req(0x7AB57A6AA2C0) S &

AAA CTX FRAG 4} (CTS env-data SM)attr(E| A E)

AAA CTX FRAG “d#}: (CTS env-data SM)attr(env-data-fragment)

AAA CTX FRAG X4 (CTS env-data SM)attr(CHS M IP X[)

AAA CTX FRAG 4 (CTS env-data SM)attr(wnix)

A A
- O.

AAA £:
AAA :

SLIST O|& & &t

AAA £

AAA £

S (450)ULICh.
S(1324)2LIC}.

server-list = CTSServerList1-0001.

security-group-tag = 0002-00.

: environment-data-expiry = 86400.

E7|’ O|

2
AT

AAA £d: security-group-table = 0001-17.CTS 24 H|O|E{: AAA &4

O A
ARH

t&Lich

LICH

)

& LIC}. cts_is_slist_send_to_binos_reqE FALSEZ A



CTS_AAA_SECURITY_GROUP_TAG
CTS_AAA_ENVIRONMENT_DATA_EXPIRY = 86400.
CTS_AAA_SGT_NAME_LIST
E|0|2(0001)0| 53 #m{ Access-AcceptOi| A = 4I1E
HZELX| i 22 EHO0|E(0001)2 HXIEHWM SAESE SAELICH
A 0|&(0001), MICH(17)
CTS_AAA_DATA_END

*22 232 14:48:14.991:  cts_env_data WAITING_RESPONSE &'Elf env_data_waiting_rsp &0l
O|HE 1(env_data_received)2 7+ X2t & LICH.

*22 232 14:48:14.991: @@ cts_env_data CH7| 5_8H: env_data_waiting_rsp ->
env_data_assing

*22d 232 14:48:14.991: env_data_assessing_enter: &4 E{ = ©7} &

*22 232 14:48:14.991: cts_aaa_is_fragmented: (CTS env-data SM)NOT-FRAG attr_q(0)

*22d 232 14:48:14.991: env_data_assessing_action: &'Ell = I} &

*23 232 14:48:14.991: env_data_download_complete:
AEH(FALSE), 2%(x81), rec(xC87)

*22d 23 14:48:14.991: =4l S

*23 23 14:48:14.991: HEH(TRUE), 2% (x81), rec(xC87), 0i|&F(x81),
wait_for_server_list(x85), wait_for_multicast_SGT(xB5), wait_for_SGName_mapping_tbl(x1485),

wait_for_SG-EPG_tbl(x18085), wait_for_default_EPG_tbl(xC0085),
wait_for_default_SGT_tbl(x600085) wait_for_default_SERVICE_ENTRY_tbl(xC000085)

*2H 232 14:48:14.991:  cts_env_data B7}: & Ef env_data_assessing & O|HE
4(env_data_complete) & 7t X2t & LICt.

*22 232 14:48:14.991: @@ cts_env_data ‘B7}: env_data_assessing -> env_data_complete
*22d 232 14:48:14.991: env_data_complete_enter: &'E = 2t2

*22 232 14:48:14.991: CTS-ifc-ev: env data reporting to core, Z21}: 84S

*22 232 14:48:14.991: env_data_install_action state = COMPLETE.types 0x0

*22d 232 14:48:14.991: env_data_install_action 4 A x|El sgt<->sgname Ei|0|E



*22d 232 14:48:14.991:
*23 23 14:48:14.991:
*23 23 14:48:14.991:
*23 23 14:48:14.991:
*23 232 14:48:14.991:

*22 232 14:48:14.991:

Mx|El sg-epg 55 ™|

MxIEl 7|12 EPG =5 He|

env_data_install_action mcast_sgt E{| 0|2 Cl|0|EE
2 E Ho|HE CH7| ZElZ S7I8 2

SLISTE O™ M2 &1 SLUFLICH BINOSE £

CTS-sg-epg-events: 223 CI|O|E{0]| default_sg 0 A
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