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Startup Session

Llaunchd (init)

Legacy
System Starter

daemaon
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Login Session
(one session per logged-in user)

— System daemon

Legacy

mach_init task

System daemon

tirmed job

launchd
e agent
— agent
pr— daemon
— timed job
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sudo launchctl =5 | awk '{if (NR>1) print $3}'
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sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed '|.*/||;s|
= {$]|' | grep -i cisco
sudo launchctl S5 | awk '{if (NR>1) print $3}' | grep -i cisco
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1. ™A sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" BES AL& 35104 A

H|A 9| M launchctl OIS S & QIst A AIR. | grep -aiE "V.*= {" | sed '|.*/||;s| = {$|' | grep -i
{MH|A 0|}

0 € £04 sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" B 2| A2 | grep -
zaio

aiE "\.*= {" | sed 's/.\{3\}$/" | grep -i com.cisco.secureclient.iseposture, ==
gui/501/com.cisco.secureclient.iseposture & L|C}.

2. sudo launchctl print { Your launchctl service name } | grep -i 'type = Launch' H&E AF&35104 M
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sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed '[.*/||;s|
={8II

sudo launchctl &5 | awk '{if (NR>1) print $3}'

ZELT|X| 8f2 MH[A

el
9 oz

S5 (pli )OI 7‘*°|E|01 KB 2EE|X] E2 MH|ALE &4 S5 (plist) 0| HO|E[o] RUX| Lot
ECg = e MH[AT 25 Y EL?

Olg48t MH|AE= MRS 7|7F 2l X| 22, macOS CIHEO|A M| & MH|AZF EX4SHK| ekotof 3t
=X| &0lst2i= B AFS Atelol 7+E Bfo| AFSElLICEH

0 € =01, macOS C|HIO|AM ECH/FE A ME|ATF REEE|X| &t =5 5t2{H 047]0]
us.zoom.ZoomDaemon=2 AH|A Zto 2 FI7t5IH ECH/S A7t A™E[10 UX| 2K E= EX|L

K| eft=x| #elg = &L

M7HE = e MHIATE o aiY &4 50| Holz|o] Q&LICH
o & £0{ 0] HHE ALE5lH dhepbd plist7t Ho|Z|of JUS S & ele = U&LICH

Is -ltr /System/Library/LaunchDaemons | grep com.apple.dhcp6d.plist
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sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed '|.*/||;s|
= {$||' | grep -i com.apple.dhcp6d
sudo launchctl 55 | awk '{if (NR>1) print $3}' | grep -i com.apple.dhcp6d
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el Jdentity Services Engine Work Centers / Posture

] Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Palicy Sets Troubleshoot Reports Settings

[ H tions List > macOS-Service-Condition
Gonditions w

1 Service Condition

< Anti-Malwiare
..\ Anti-Spyware * Name

Anti-Vi
Ii=Yine macOS-Service-Condition

' Application

2 Compound Description

Dictionary Compound

ﬂ1 Dictionary Simple

* Operating System
Disk Encryption P 9 3

Mac 05X w
Extarnal DataSource
)
Flle .
Compliance Module
Firewall Any version

Hardware Attributes .
* Service Nama

Patch Management
com.apple.sysmand

Registry
Seript Service Type
I Service Daemon Or User Agent ®
UsE
Service Operator
Loaded & Runnin
Remadiations >
exit code
Requirements o ']

Allowed Protecols



o EMH ot X[ ELICH MH[A O|§0 2t Y=
M 23 Cisco {1 ID CSCwf7t 2/&L|CH01373

FRY BB M2 OB

SHE =7Hof CHet 7 AbE L ArEH H& 71
&2 pt=o4ofF gfLICt o] 2 F AbEtol| CHall Message

Z70| FEEH T Zdol| et 27 AHE
Test Only SME AL ELICH
ISE > Work Centers(2rd MIE{) > Posture(Z£

AR) > Requirements(271)E 0|5 5t04 A gtL|Ct,


https://tools.cisco.com/bugsearch/bug/CSCwf01373

2k

o MH|A ZHof et 7 EM42 Gt

Work Centers / Posture

Overview Metwork Devices Client Pravisioning Palicy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Remediation Action Detalls

Name Oparating System Compliance Modula Posture Type Conditi
macGs-Service- Aequinme for  Mac 05X sing  4.x of b 5 Agent at it

macas

™



O 212 &t &, OiX|Y EtH= MY E QLT M S AL E=SoE HEf HHE F
ISE > Work Centers(2fd MIE{) > Posture(ZAX) > Posture Policy(ZA X HE) 2

= Y-ELict

M8 ggstetn, Hote O2 OIS XIS

fjo
utok

‘Work Centers / Posture

= b dentity Services Engine

Posture Policy Paolicy Sets Troubleshoat Reports Settings

[ ] Overview Network Devices Client Proviskoning Palicy Elements
.
Posture Policy (B2
(
5 Status  Policy Optlons Rule Nama ¥ p perating . Madule Posiure Type Diber Conditions Requiremanis
[ Policy Opvoss G SR PrtereRscy s O i o Agem mac 15 - Barnvice:
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Cheg golFLc

O — |
Cisco Secure Client GUI AF&|0lAH macOS ZA X X7H0| E1F tF= AlmisH=X| &015F £ Q&L
ct.
Ml @® © @ Statistics @) . ’@:
Cisco Secure Client  AnyConnect VPN |ISE Posture

AnyConnect VPN: ISE Posture
Connected to FTD.
- Statistics = Security Products  Scan Summary = Message History
Disconnect
Updates Status
1 + macOS-Service-Requirement Done

ISE Posture:
Compliant,

MNetwork access allowed. Scan Again




EE8F ISEOI| M ISE Posture Report(ISE > Operations(2 Q) > Reports(£ 11 A{) > Reports(£ 11 A1) >
Endpoints and Users(¢E X QIE & A& X}) > Posture Assessment by Endpoint(QIEZQIER &
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A% BIHE AU = LICH.
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Identity Services Engine

System User

Usar Domain nis
T
A Instatied
1
A% Inptalind
AM Inatallod Gatekeoper 14,3, 13 Xprotect 2 188,

Posture Report

Postune Status Comgliant

Logged At 2024-02-28 09:44:28.926

Posture Policy Details

Falled Conditions Skipped Conditions

Polley Name Enforcomant Typs Status Passod Conditions
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Cisco Secure Client

AnyConnect VPN:
Connected to FTD.

Disconnect

ISE Posture:
Scanning system ...

10% Scan Again

Security Warning: Untrusted Server Certificate!

Cisco Secure Client cannot verify server: ise-demo-6.ivillega.com
L. Certificate is not trusted.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the
error condition is known.

Cancel Connection

Connect Anyway
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ISE Posture Details

l|||l|||| %
cisco ISE Posture 0

Time Remaining:
1 Update(s) Required 3 Minutes

X Action Required to Enable Access

Updates are needed on your device before you can join the network.

macOS Service is non compliant

More Details \/
Updates Status
1 (%] macOS-Service-Requirem... Required (Manual)

Cisco Secure Client

The requirement cannot be evaluated since you are
connected to an untrusted server. Please contact your Cancel
system administrator.

ISE Posture 2E2 IP &4 E = FQDN(Fully Qualified Domain Name)2 7|£2 2 PSN MHE &
AHSH|CH 2R A= FODNE S8l ISE - EE AMSE TAX HAI|ad oM IS A5
AYULICH WHEbM #E| 2 ZE(S20IE T2 UK EE) QIS AE CN TS EE SAN 0
FQDNS Zgdlfof gLCt 2tLEFIE QIS ME 0| S0 A8 & = U&LICH AUEFE QS
Me o] s&oil cHsH X[ ELct.

AAEI SHOZ Q5 8% CN EHEE AME[E 4 QG&LICH 2 AFZA SAN Z2Eof e ste
3= oF= FQDNE Zghshct
ISE PSNO| FQDN CHAI P FAE S6ll AMEl= A2 29| IP FAF el & == AL8of o4

=l QIZAO| CN ZE EE= SAN ZEof =& E|o{oF &hL|ct.

ISE Posture Z&2 ISE MM HSets UBME AZTLICEH 81T CA7F macOS 7| M2l A Al
AO| AAHEI QIS M KMHE A0 Qe B, O CAE When use this certificate(0] Q15 ME AFSE )
Always Trust(& 4 222 M T|ofoF g LICt.



® ivillega-CA-2024

> ivillega-CA-2024

Bl  Root certificate authority
S xpires:; 5 30 January 2025 at 2 i Central Standard Time
o’

ivillega-CA-2024 t

vl Root certificate authority Trust

When using this certificate: | Always Trust

Secure Sockets Layer (SSL) Always Trust
Name i Secure Mail (S/MIME) Always Trust

T AT o Extensible Authentication (EAP) Always Trust
Cisco Root CA M1

Cisco Umbrella Root CA

com.apple.kerberos.kde

IP Security (IPsec) Always Trust
Code Signing = Always Trust
Time Stamping | Always Trust
X.509 Basic Policy Always Trust

com.apple.systemdefault

Device Management Root CA certificate
Internal Private Root certificate
ivillega-CA-2024 certificate
JSS Built-In Signing Certificate certificate
QuoVadis Root CA 2 certificate

Trusted Device SubCA certificate
1 o Common Name ivillega-CA-2024

Details
Subject Name
Domain Component com
Domain Component ivillega

Cisco Device CA - PROD

com.apple.kerberos.kdc

com.apple.systemdefault

com.apple.kerberos.kde

com.apple.systemdefault

Remote Pairing [dentity Remote Pa Serial Number 24 2C DD 93 3138 C2 87 45 AC BC 7E A6 AF FF 32

Issuer Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024
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IZM7t 2HI2H 2EEL|D 2E CN & SAN 27 A& 0| EFE|HEHE macOS Ala E+Io| OI= M
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BT AAE QIBAM XME L B2 0|58 CHS CA QIS ME AFX|IELCH.

mo mu ro

3 S macOS EHO|'d 88 ZR2OMOZ 0|55t0{ CHS BHE S - ELICH sudo
lusr/bin/security add-trusted-cert -r trustRoot -d -k /Library/Keychains/System.keychain

{CARIBAM BE}

ol E0{ QAEAM7I HlAIE0 U= B2 BHE2 ChEo Z&LCt sudo /usr/bin/security add-
trusted-cert -r trustRoot -d -k /Library/Keychains/System.keychain
/Users/JohnDoe/Downloads/CA_certificate.crt
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Cisco Secure Client Scan 3|

"Cisco Secure Client Scan 3" & "HIE 237} Cisco ISE Posture AgentE AI& St & 74|
fg" @7/ HIAIXIZF LENE =& l&LICt



Cisco Secure Client

AnyConnect VPN:
Connected to FTD.

Disconnect

ISE Posture:
Bypassing Cisco Secure Client scan.

Your network is not configured to use... Scan Again

Your network is not configured to use Cisco ISE Posture
Agent.

O| MIAIX|= ISE > Work Centers(Xrd MIE]) > Posture(ZA*H) > Client Provisioning(E2+0|HE
I 2 H|X{'d) > Client Provisioning Policies(Z20|HE T 2 H|X{'d HZ)o| EE}0|ME Z 2 H|X{'S
of &€ Z2uto| QleE = LIEHE LD

Mac OSX 2 #MAof Cist ZHE = = UK, ZE macOS HAE M& &= 2|0l= ot
Ct.

7|2™Mo 2 ISE0]= Sequoia(15.6.x)2 Z2 Z|4l macOS KT 0| Z & E|o UX| A= 2 0|2{E
HAIXIE & x[otEdT™ s 2 EH7 Aol O|E z|ofof &LCt,

ISE > Work Centers(2Fd MIE{) > Posture(EA %) > Settings(A %) > Software Updates(AZE )
04 O|0|E) > Posture Updates(Z A X UH0|E)o|M ZARX I|=E O|o|EsHoF BfL|CH.
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https://www.cisco.com/web/secure/pmbu/posture-offline.html

Cisco Secure Client Edit

About Cisco Secure Client
Preferences...

Generate Diagnostics Report

2t 1: DART HE S M8 M Include System Logs(AAEl 21 Z ) SMS 24458l of



Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

v Include System Logs

= RUX[BF, DART ¥E 2| unified_log.logod|




#1: 0] 21 o= o] EMol| FHE macOS AMH|A Z74of CiEr ZdLCt.

[Tue Feb 27 10:30:58.576 2024][csc_iseposture]Function: createCheckXMLString Thread Id: O0x4A9FD7CO File

macO0S-Service-Condition



303

com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: processPostureData Thread Id: Ox4A9FD7CO File: Au

ISE: 3.3.0.430

ISE: 2.x

30



mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition

303



com.apple.sysmond

running

(mac0S-Service-Condition)

[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: SMP_initCheck Thread Id: Ox4A9FD7CO File: SMNavPo

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

",isElevationAllowed:1,nRemediationTimeLeft:0}

[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: createCheckXMLString Thread Id: Ox4A9FD7CO Fi

macO0S-Service-Condition

303



com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: doCheck Thread Id: Ox4A9FD7CO File: Rgmt.cpp

[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: doCheck Thread Id: 0x4A9FD7CO File: CheckSvc.
[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: completeCheck Thread Id: Ox4A9FD7CO File: Rqgm

Lt AEZQIEE QIBSlT ZTAKE NMIBSI= ISEPSN = Eo| ClHa 21 Bl ZAX 7
HeAE MYE £ U&sLICH

ISE > Operations(2 ) > Troubleshoot(Z M| 3§Z) > Debug Wizard(C|H{1 OF8A}L) > Debug Log
Configuration(C|tHH 22 5'41L|:LE1|0|A=|)01|A-| OlZa gldeg -_r"M°|' l&LICH PSN 3 AE 0|
£ 2251 Posture 7+ 24 21 B S INFOO|A DEBUGE H#HEELICH

A2 6tH ise-psc.log LHOIM SALSt 28 2 £ &L

macOS MH|A X740 CHalH St of
Ct.

2024-02-27 10:30:58.658 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.runtime.Pos

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:30:58.659 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.util.Status

ISE: 3.3.0.430



ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(macO0S-Service-Condition)



2024-02-27 10:31:06.044 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-8][[]] cisco.cpm.posture.util.AgentU
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