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835104 ISE 3.32 Cisco DNA Center(DNAC)2+ S &t st= A xtod| CH

« ERS ¢{7| M 7| MM A,

+ ISE2} Catalyst Center Zt0| Z & A| ME{7} Q& LICH.

« ISEOIA PxGrid& & 4d3tsHof & LICH.

« FQDN2 IP FA(CISM)# 0t ofL|Et & Z of Z2gLct.

« AE{Z2IO|= YZF CIBME A8 35t= @< Catalyst Center Clusterdf VIP + A ip7t 2R &
L|CF.

« ISEQ| CLI At B2 [ 0| S0t A E|X| b0 API 7|8 HM| AR X[ ELICE.
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» Cisco DNA
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« ldentity Services Engine % 3.3

» Cisco DNA
Ol EMXe| HEE= S = 2B 0| C|HIO|AE ECHE FHME|R&LICEH O] EA0| AHEEl 2E CH}
OlA= Z7I3HEI(7|2) ZHI|ado|Me 2 AR EIRIELICH 2 HIESIF It 28 52l d¢ 2&
B ol &AH el J&Z 0|2 =XI5HAIZ| g LICE
HiE HE
SD-Access & F M2 Cisco Catalyst Center, Cisco® ISE(Identity Services Engine) 2! IHE 2| 7|s
Ol U= RFM X E2SES =& Sall MzELCH

LI} SD-Accessi= E9lofol YRoln], HME M|, T2H|xid, MEshT XISHO
QPM AL HEHI O MNS HESHE o ASELIC

Cisco Catalyst Center2| AtS 3}, 24, 7FA|A 2! 2t2|= Cisco Catalyst Center A ZEQ0{E &35
0| 1
AH

I
Mo
o o

ISEE HE |3 HAM|A KMo HAME #2367 |—?—|°F SD-Access2| EF T4 A QLICtH ISEE
M AHE A5t ALSAL L CIHIO|AE &% 7tstt O80 SR DH%%F nde fEde &
OF MM MZZ 7hASHELICE ISEM| M= AFEREet CHEO|A T ZHESE D o8t |E-|1H|0|é01| i
AlEILICH ISEE= Cisco pxGrid(Platform Exchange Grid) 2! REST(Representational State Transfer)
APIE A83}0q Cisco Catalyst Center@t S8 T|0{ ISEOM HIEZQIE O|HIE 3| Al M3 11|
J8|o|M RS 3HE K| LIC.
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1E-7): ISEOIAM Pxgrid& & &stsHoF &Lt

olO|x|oll EA|E! CHZ System > Deployment > Edit Node > PxGrid0ll A PxGrid MH|AE & A3} 5H
OF gfLCt.
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Diashbaarc
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Context Visibility
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1P Address 10.137.196.72
Pedie
4 Mot Ty Idaraity Sarvicas Erglra (ISE)
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I 24 330 32 FISE =0l A& S pxgrid HEALLE 7HE & U&LICH 2
A 2tEol MY M?J% EFEIIUP Otl Lo =0d| M pxgrid HIZALME A=&iste ZAULICH

2EHAl: ERS(RESTTful Services) 2471/42 7| & 443}

ISE0| A REST(Representational State Transfer) 2! API(Application Programming Interface) A{H|

AE gdststed™ o0l x|of EAIE ZAX{H Administration(& 2l) > System(A|AE]) > Settings(Ad

JH) > ERS Settings(ERS A4%) > Enable ERS for Read/Write(817|/AA7|& ERS & /43})0ll M ERS
217112 7|E & /43t 5HoF & LIC.

= Ui Identity Services Engine Administration / System A Evalustion Mod
)| Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks More -
Posture >
B%  Dashboard =
API| Settings
i Profiling
Context Visibilty
Overview APl Service Settings APl Garewsy Settings
Protocals ——
A, Operations
AP Service S611nas for Primary Administration Node
) Endpaint Scripts
I Policy
Frony @l ERS (Read/\Writa)
4. Administration
SMTF Serer @l Open API [Read/Write)
nll  Werk Centers SMS Gataway
System Time
= APl Service Setting far All Othaer Nodes
I AP Settings
Interactive Hel
g Data Cannect @) RS (Read)

@l Cpen AP Read)

Retwork Success Disgnostics

DHCP & DMS Services
o ;
P CSRF Check [ only for ERS Settings |
Light DeialCiribudos ) Enable CSRF Gheck for Enhanced Security (Mot compatible with pre 1SE 2.2 Clients)

Endpoint Replication _
© Disable CSRF For ERS Request (compatibla with ERS cliants oldar than ISE 2.3)

Intaractive Haln
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Ct,

3EHA|: 22| > pxGrid MH|A > Mol EA|E CHE & HH0| 2
Automatically approve new certificate-based accountsE & 433} & L|C}.

LUHS 7|

Allow password based account creation(H| 2

J124™ pxGrid 20| ET RIS 2 &QIE LCH



= ule Identity Services Engine Administration / pxGrid Services

[ ] Bockmarks Summary Client Management Diagnostics Settings
—

BT  pashboard

Settings

! Context Visibility

- Sulamali
A, Operations o . N

U Policy

s nene cerlifcale-based scoounts

ro based account ereation

Lsae Default
& Administration

Wark Canters

Interactive Help

Cisco DNA Z1x|1gfo|M

1EtA|: Cisco DNAO 22 2IGUI.

2EH7AH|: System Settings(AIA R A7) > Settings(AH) > Authentication and Policy Servers(2!& 2!
M MH)E o|SgLIct

System [ Settings F Q o @ L £ admin

yst Center

Policy Servers

authenticate Catalyst Center users. Cisco Identity

upply policy and user infarmation.

Protecol = Type Stats Actions

RADIUS ISE ACTIVE

3CHA: Add(F7HE E=IFLICH EECHR20AM ISEE MEHEHLIC.



= "cluls'éln:' Catalyst Center

1 Saarch Semings | Exiernal Serices
ce Setlings . . . —
Device Settings > Authentication and Policy Servers
PnE AP Location
R LT s e e e e e o e ritity
Services Engine (I1SE] servers can also supply policy and user information,
@ Add - it Export A5 of Jun 8, 2035 25 PM LY
IP Agdress Protocol = Tyoe Status Actlons
12,127,198 RADIUS ISE

I Authentication and Policy Servers

Inteqrity Verlflcation

ATHH: ZAEICHE 2E ME HEE F7HELICH

Mi{ip 4 ISE 7|2 &2l =9 IP FALICH

® &35: Cisco DNAZ} HEL|3 C|HIO|AZ ISEO] F A& I AR[X|2| Radius 37 HIZILICH.
2%} 0|& /Password: ISE 22|kt A} & H

FQDN: ISE 7|2 #2| == FQDN

7tI%t O|F: Cisco DNA7Z} ISE Pxgridoi| CHet MEAIZIME @HE AlZFE [ ISEL| Pxgrid
Services Oft2H{oll EA|Z[E= O|&ILICt.



Edit ISE server X

Server IP Address

10.127.196.71

Shared Secret

Username®

admin

Password*

FQDN*

kavinise33ppan. puEEag™

Subscriber Name
pxgrid_client_1749316904

=l -




ISE server Integration X

This is the first time Cisco Catalyst Center has seen

this certificate from Cisco ISE, and it is not yet trusted.
Do you want to accept this certificate and establish
trust?

Integration of 10.127.196.71 is waiting for user input

v ° Initiating connection...
less than a minute ago

This is the first time Cisco Catalyst Center has seen this
certificate from Cisco ISE, and it is not yet trusted. Do yo
u want to accept this certificate and establish trust?

View certificate

=

O Establishing trust...
Reading, validating, and storing trusted certificates

@O Discovering nodes...

Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes



Integration of 10.127.196.71 is in progress...

° Initiating connection...
Connecting to Cisco ISE and validating credentials

@ Establishing trust...
Reading, validating, and storing trusted certificates

@ Discovering nodes...
Discovering Cisco ISE primary and secondary admin nodes and pxGrid
nodes

O Connecting to pxGrid...
Loading and validating pxGrid certificates, subscribing to pxGrid topics

CHES S QlgLch

- 2 0|5 & LICtSystem Settings(A|AE M%) > Settings(&d) > Authentication and Policy
Servers(2!3 L A AMH).
.« ISE 88 HE= ActiveZ EAIELICEH



) Search Settings

Authentication and Policy Servers

Use this form to 5 xrvers that authe

lyst Center u:
and user information.

cify t Cisco Identity

Services Engine (ISE} servers can also supply p

External Services

I Authentication and Policy Servers
nteq Verification @ Add T Export
SD-Access Compatibility Matrix
P Address Protocol = Typo Status Actlons
P Address Manager
SR AT T 10.127.196.71 RADIUS ISE

Settings(A’d) >System 360(A|AE! 360)2 2 O|S & LICtH
ISE ME{E CH2 1t ZH0| Externally Connected Systems OF2H01| Available2 & A|E|L|C}

= ol
— cisco

Catalyst Center

System 360 System Health
Software Management Backups Application Health
- -,,\ ® No backups server Configure @ Automation
: configured @ Assurance
LS ,/‘I

Externally Connected Systems

Identity Services Engine (ISE) IP Address Manager (IPAM)
Primary 10.127.196.71 ' Awailable “Update ® No IPAM server configured, Configure
Secondary 10.127.196.73 [ Available

pxGrid-Active  10.127.196.72 [7 Available

pxGrid-Standby 10.127.196.74 [ Available
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£ 1: Cisco DNA-ISE S &2 Al&5H7| Mof| CHE HHEE AFR3510{ MH|IA 218 HIYR
L|C}.

Cisco DNA CLIOIM CtH& BHEE At83stod 28 AA[Ztez Qg + /&L

=

+ maglev$ magctl MH|A 27 - rf ise-bridge
+ maglev$ magctl MH|A 23 -f HEQIT M -c HERT MHA MH|A

A A 3Rl SEE 2I8t Cisco DNAL| 211 HAIX| 5 &

=
== " od

1EHAl: ISE At & 7HK4 27|

2025/06/07 17:21:41 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

025-06-07 17:21:41,905 | & | HA|X| 2|A L Z4E|0[L1-6 | | c.c.a.c.impl.AAARasClientimpl |
AAARasClientimpl - api& & LICt. RBAC uuid - null | correlationld=1978f306-0857-467d-

o o
b974-6444a163f742

St
oH


http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

2025-06-07 17:21:41,917 | B2 | HIAIX| 2|AL] Z4E0[L4-6 | | c.c.a.c.s.trust.CiscolSEManager |--
| correlationld=1978f306-

0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | B2 | HIAIX| 2|A L Z4El|0|L4-6 | | c.c.a.c.s.trust.CiscolSEManager |
Et7|: iseUsername, isePassword, iseHostlp, iseHostName, iseSshKey, apicEmlp, apicEmFqdn 7}
X2 7| | correlationld=1978f306-0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | HE | HAIX| 2|A L] Z4E|0|L4-6 | | c.c.a.c.s.trust.CiscolSEManager |--
| correlationld=1978f306-

0857-467d-b974-6444a163f742

2025-06-07 17:21:41,917 | S | HIAIX| 2lA&LH Z4E{|0|L4-6 | | c.c.a.c.s.trust.CiscolSEManager |
ISE EHAE HEdE {8 GO MH|A £ & | correlationld=1978f306-0857-467d-b974-
6444a163f742

2025-06-07 17:21:41,917 | H&2 | HAIX| 2|AL] ZE|0[L4-6| |
c.c.a.c.s.u.GoTrustEstablishmentUtil | IPE AF&35101 ISEQ| CREATE L0 CH3H GO AMH|IAE =
=3517| 28t API HO|2E T5:10.127.196.71 & S A E 0|E: || correlationld=1978f306-0857-
467d-b974-6444a163f742

2CHA: Q1B M7t AHH MBE Q1B MOIH AZIE 4 gl ABMUX| R E &Qlsts SO QB
ORI WMHSLICH

06/07 17:21:42 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:21:42 [DEBUG] GET https://10.127.196.71/admin/API/PKI/TrustCertificates

2025/06/07 17:21:44 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025-06-07 17:21:44,730 | M | qtp480903748-238 | |
c.c.a.c.c.IselntegrationStatusController | StepName =INITIATE_CONNECTION_TO_ISEO| CHEt
ISE S& &Ell B KO O|E | correlationld=831¢9¢36-d534-415d-86d6-

2025-06-07 17:21:44,964 | 28 | HIAIX| 2lAL] Z4E0|L1-6] |
c.c.a.c.s.h.CreateAaaMessageHandler | At& Xt =2t CH7| 1B M {} | correlationld=1978f306-
0857-467d-b974-6444a163f742

com.cisco.apicem.commonsettings.service.exception.CertificateWaitingUserAcceptanceException:
{"i18n":{"ZE=""NCND80015"}}

com.cisco.apicem.commonsettings.service.util. GoTrustEstablishmentULtil.callGoServiceForTrustProcessir
~[classes/:na]

com.cisco.apicem.commonsettings.service.trust.CiscolSEManager.establishTrustWithPAN(CiscolSEMan:


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/PKI/TrustCertificates
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step

~[classes/:na]

com.cisco.apicem.commonsettings.service.trust.CiscolSEManager.establishTrust(CiscolSEManager.java
~[classes/:na]

com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation(C
~[classes/:na]

com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRBACInvocation(C
~[classes/:na]

com.cisco.apicem.commonsettings.service.handler.CreateAaaMessageHandler.handleRequest(CreateAc
~[classes/:na]

com.cisco.grapevine.amqp.impl.GrapevineMessagel.istener.invokeHandler_aroundBody0(GrapevineMes:
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

com.cisco.grapevine.amqp.impl.GrapevineMessageListener$AjcClosure1.run(GrapevineMessagelL.istenel
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at org.aspectj.runtime.reflect.JoinPointimpl.proceed(JoinPointimpl.java: 167) ~[aspectjrt-
1.9.6.jar:na]

com.cisco.enc.i18n.localization.aop.Enablel18nOnRequestHandler.getEmptyResponse(Enablel18nOnRe
~[i118n-7.1.722.60901 .jar:7.1.722.60901]

com.cisco.grapevine.amqp.impl.GrapevineMessageListener.invokeHandler(GrapevineMessageListener.je
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

com.cisco.grapevine.amqp.impl.GrapevineMessagelistener.onMessage(GrapevineMessageListener.java
~[message-queue-sdk-7.0.722.60901.jar:7.0.722.60901]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.dolnvokeListener(AbstractV
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.invokeListener(AbstractMes
~[spring-rabbit-1.7.15.RELEASE .jar:na]



at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$001(SimpleMessage
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$1.invokeListener(SimpleMes
~[spring-rabbit-1.7.15.RELEASE .jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.invokeListener(SimpleMessa
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.AbstractMessageListenerContainer.executeListener(AbstractMe
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.doReceiveAndExecute(Simpl
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.receiveAndExecute(SimpleM
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer.access$1800(SimpleMessag
~[spring-rabbit-1.7.15.RELEASE.jar:na]

at
org.springframework.amqp.rabbit.listener.SimpleMessageListenerContainer$AsyncMessageProcessingC
~[spring-rabbit-1.7.15.RELEASE.jar:na]

java.base/java.lang.Thread.run(Thread.java:834) ~[na:na]

2025-06-07 17:21:46,284 | & | qtp480903748-916 | | c.c.a.c.s.util.CommonSettingsUtil |
MultiCisco DNAConfigurationTable = MultiCisco DNAConfigurationTable[clusterUuid=878771ce-
8f93-44a5-82c9-3561e14c2d77,createTime=2024-08-23 14:18:11.381,inMultiCisco
DNAMode=false,lastUpdated Time=2024-08-2314:18:11.381,multiCisco DNAFE A&t
eatureEnabled=false,instanceUuid=7f606daa-ca05-472b-b45c-

fe8dfead1717,instanceld=7007 ,authEntityld=7007,authEntityClass=1586401731,instanceTenantld=66c8¢&
2> _creationOrderindex=<® <>, isBeingChanged=<% £>,deployPendingPending=<H{Z 2 &

& enum>,instanceCreatedOn=<E} J A B T > instanceUpdatedOn=<E} { AR =

> instanceVersion=1] | correlationld=5888c4bb-f407-4771-97e6-e5c9a9e08746

3EA: AIZEM w22 S EELICH

17:22:05,574 | £ | qtp480903748-909 | | c.c.a.c.s.controller.AAController | AF& X7} =2t
Bt =41 Q1B M #F | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83



2025-06-07 17:22:05,581 | & | HIAIX| ElAL] ZAE0|L4-9 ] |
c.c.a.c.s.h.CreateAaaMessageHandler | At& Xt 215 A &¢I B = | correlationld=8b73524a-
a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | B2 | HA|IX| 2|AL4 Z4EI0[L4-9 | | c.c.a.c.s.trust.CiscolSEManager |--
| correlationld=8b73524a-

a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | HE | HIAIX| 2|AL] ZHE|0|L4-9 | | c.c.a.c.s.trust.CiscolSEManager |
Et7H|: iseUsername, isePassword, iseHostlp, iseHostName, iseSshKey, apicEmlp, apicEmFqdn 7}
X27] | correlationld=8b73524a-a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | & | HIA|X| 2[AL] Z4E[0]L4-9 | | c.c.a.c.s.trust.CiscolSEManager |--
| correlationld=8b73524a-

a3b1-4ebd-9d3a-b70830d64c83

2025-06-07 17:22:05,605 | H&2 | HA|X| 2|AL4 Z4EIO|L4-9 | | c.c.a.c.s.trust.CiscolSEManager |
ISE EE{AE CERT_ACCEPTOH| CH8t GO MH|A & | correlationld=8b73524a-a3b1-4ebd-9d3a-
b70830d64c83

2025-06-07 17:22:05,605 | M | HIAIX| ElAL HE[O|L-9] |
c.c.a.c.s.u.GoTrustEstablishmentUtil | IPE A28t ISEQ| CERT_ACCEPT %o Cist GO MH|
AE 5557 Qs API HO|2E 75 10.127.196.71 I 3 AE O|&: | correlationld=8b73524a-
a3b1-4ebd-9d3a-b70830d64c83

4THA: A= 75,

2025-06-07 17:22:06,365 | M | qtp480903748-246 ||
c.c.a.c.c.IselntegrationStatusController | StepName =INITIATE_CONNECTION_TO_ISEO] CH&t
ISE S& 4 Ell Bt/ (OO E | correlationld=c1bfde32-4cec-4c9f-afab-06291f1bc437

2025-06-07 17:22:06,375 | M | qtp480903748-909 ||
c.c.a.c.c.IselntegrationStatusController | StepName =ESTABLISHING_TRUST_WITH_ISEO| C{&t
ISE & & Ell Bt/ ”UO|0|E | correlationld=fbba646c-bdae-4554-8c70-0a5836f4c860

5EHA|: ISE ERS 714 E & elst= SLICH

2025/06/07 17:22:06 [DEBUG] GET https://10.127.196.71/admin/AP1/NetworkAccessConfig/ERS

{"asctime":"2025-06-07T17:22:07.529Z","correlationld":","level":"info","msg":"ISEL| X ERS +4
{XMLName:{Space: Local:ersConfig} ID:1 ISCSRF:false IsPAP:true
IsPSNS:true}","packagename™:"ISE 21 Z2|X}"}

6= 7: ISE HEE AS st SLICH

2025/06/07 17:22:07 [C|H{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:07 [DEBUG] GET


https://10.127.196.71/admin/API/NetworkAccessConfig/ERS
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption

https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

{"asctime":"2025-06-07T17:22:09.065Z","correlationld":"","level":"info","msg":" ISE {72
{Version:3.3 Patch:0 PatchList:0}","packagename":"ISE Connection Manager"}&!L|LC}.

7EA: e HEE HEE 7t = S

2025/06/07 17:22:09 [DEBUG] GET https://10.127.196.71:9060/ers/config/telemetryinfo

{"asctime":"2025-06-07T17:22:10.161Z","correlationld":"","level":"info","msg":"Telemetry 1D
30d43265-1577-4e02-a10b-6b549099f544" "packagename":"Utilities"}

{"asctime":"2025-06-07T17:22:10.161Z","correlationld":"","level":"info","msg":"ISE == 04 A
openAPI| &2l &l 31" "packagename":"ISE Connection Manager"}

8EHA|: ISEOIM API A EH 7t 7|

2025/06/07 17:22:10 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:10 [DEBUG] GET https://10.127.196.71/admin/AP|/apiService/get

{"asctime" "2025-06-07T17:22:11.291Z" "correlationld":"","level":"info","msg":"OpenAPI7} O|O| &
MEE[RRAELICE {true}","packagename":"ISE Connection Manager"}

OCHA|: ISEQte| EEHAE AX{0| &t2 E|FI&L|CE.

{"asctime":"2025-06-07T17:22:11.291Z" ,"correlationld":","level":"info","msg":"M&l| & EHE A Z|E
£ Qe MENZ UO|0|E" "packagename™:"ISE Connection Manager"}

2025/06/07 17:22:11 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:11.304Z" "correlationld":","level":"info","msg":"NDSZ == A'El &
HIo|EE EUl= SlLCt I 0|2 E {\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3ea69\",\"ciscolseList\":[{\"ciscolseld\":\"acc84e0a-cfdb-48a4-
2f56eafe5490\",\"description\":\"\",\"failureReason\":\"\" \"fqdn\":\"I\" \"iplp =4

\"\"10.127.196.71\" \"& ] F\"\"UPDATE\"\"&3gh"\"PRIMARY\" \" & E{

\"\"ACTIVE\" \"subscriberName\":\"pxgrid_client_1749316904\"\"trustState\"\"TRUSTED\"}],\"ipAddress\":

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:11.319Z" "correlationld":","level":"info","msg":"NDS | CHEt = E &
HIO|E AEl, & I = 200 OK","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.319Z","correlationld":","level":"info","msg":"NDS £ 21&Z M £ L{7|
" "packagename":"ISE Connection Manager"}

{"asctime":"2025-06-07T17:22:11.319Z","correlationld":","level":"info","msg":"& 7}


https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/telemetryinfo
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/apiService/get
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo

{17487437175958362366089997042 CREATE}","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.319Z" "correlationld":","level":"info","msg":"NDS 2 == &'El &
Clo|EE EUi= SUct Ho|2E=
[{\"serialNumber\":\"17487437175958362366089997042\",\"issuer\":\"CN=I\"\"operationType\":\"CREATE\

2025/06/07 17:22:11 [DEBUG] &I2 http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo/iseCerts

{"asctime":"2025-06-07T17:22:11.329Z" "correlationld":","level":"info","msg":"NDS 0| CHEF ==
HolE AE, & I = 200 OK","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.329Z","correlationld":"" "level":"info","'msg":"COMPLETE AEf =
ISE EH7| ESTABLISHING_TRUST_WITH_ISE &4 0| E" "packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:11.329Z","correlationld":","level":"info","msg":"NDSE 28 ™M&
{\"StepName\"\"ESTABLISHING_TRUST_WITH_ISE\"\"StepStatus\":\"COMPLETE\"}","packagename":"r

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

10EHA|: ISE 0 = A,

{"asctime":"2025-06-
07T17:22:11.339Z" "correlationld":"","level":"info","msg":"IN_PROGRESS","packagename":"ndsutil"
2Ef2 ISE Et7| DISCOVERING_NODES ICl|0|E™

{"asctime":"2025-06-07T17:22:11.339Z" "correlationld":"","level":"info","msg":"NDSE 28 ™&
{\"StepName\"\"DISCOVERING_NODES\",\"StepStatus\":\"IN_PROGRESS\"}","packagename":"ndsutil"}

2025/06/07 17:22:11 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:11.348Z","correlationld":","level":"info","msg":"NDS ™| CHEt ISE S &
EtAH H Al http S Z ==200","packagename":"ndsutil"}

2025/06/07 17:22:11 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:11 [DEBUG] GET https://10.127.196.71/admin/APl/Infra/Node/SimpleL.ist

{"asctime":"2025-06-

07T17:22:12.512Z" "correlationld":","level":"info","msg":"66¢c88fc4104bfb741d052de9:b745dd4f-
2a22-47d8-a216-6a5f3eab9 ISEOIAM 47H9| =E & 2tk &LICH "packagename™:"ISE Connection
Manager"}

0l

{"asctime":"2025-06-07T17:22:12.512Z" "correlationld":"","level":"info","msg":"7 |2 PAN = E % X|
8t &7t33ppan/10.127.196.71, & PRIMARY","packagename":"ISE Connection Manager"}

de localize33ppan/10.127.196.71, role PRIMARY","packagename":"ISE Connection Manager"}


http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/iseCerts
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/Infra/Node/SimpleList

2025/06/07 17:22:12 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:12 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/ise33localspan

{"asctime":"2025-06-07T17:22:13.612Z","correlationld":","level":"info","msg":"2 & PAN == i F7}
{"asctime":"2025-06-07T17:22:13.612Z","correlationld":","level":"info","msg":"MnT & = E F7}

2025/06/07 17:22:13 [E|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:13 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/ise33seclocal

{"asctime":"2025-06-07T17:22:14.737Z","correlationld":","level":"info","msg":"pxgrid .. E F 7}

2025/06/07 17:22:14 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:14 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/isepxgrid2025

{"asctime":"2025-06-07T17:22:15.863Z","correlationld":","level":"info","msg":"PSN == F7}
isepxgrid2025.localad.com/10.127.196.74","packagename":"ISE ?1Z4 £ 2|X+"}

2025/06/07 17:22:15 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:15 [DEBUG] GET
https://10.127.196.71:9060/ers/config/node/name/localise33ppan

{"asctime":"2025-06-07T17:22:17.047Z2","correlationld":","level":"info","msg":"PSN ‘==
1/10.127.196.71 F7}","packagename":"ISE Connection Manager"}

MEHA: £ AMo| 2t 2 E|R}ELICE

2025/06/07 17:22:17 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:17.843Z" "correlationld":","level":"info","msg":"NDS 2 =& 2FE{ &
Ho|EE EUl= SLICH HO|2E {\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-

6a5a85f3ea69\" \"ciscolseList\":[{\"ciscolseld\":\"49523ddb-e1d5-c53d-1e20-
01f8509a3c28\",\"description\":\"\" \"failureReason\":\":\" \"fqdn\":\",\"ipIpA +&2

\"\"10.127.196.73\"\"2F & R &\":\"CREATE\",\"23&h\"\"SECONDARY\",\" &} Ef

\"\"ACTIVE\" \"subscriberName\":\"pxgrid_client_1749316904\",\"trustState\":\"TRUSTED\"}],\"ipAddress\":

2025/06/07 17:22:17 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo



https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/ise33kavinspan
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/ise33seckavin
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/isepxgrid2025
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/node/name/kavinise33ppan
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo

{"asctime":"2025-06-07T17:22:17.860Z","correlationld":","level":"info","msg":"NDS | CHEt = E &
CIO|E 4El, 8 I = 200 OK","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z","correlationld":","level":"info","msg":"COMPLETE & E{ 2
ISE Et7| DISCOVERING_NODES 0| E","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:17.860Z","correlationld":"","level":"info","msg":"NDSE 28 M&
{\"StepName\":\"DISCOVERING_NODES\",\"StepStatus\"\"COMPLETE\"}","packagename":"ndsutil"}

12EtA: ISE 24 1B M 7HKH27]

{"asctime":"2025-06-
07T17:22:17.871Z","correlationld™:"""level":"info","msg":"GetCertChainForISERole , 21& EAP &!
L E |""packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:17.871Z","correlationld":"","level":"info","msg":"ISE 10.127.196.710]|
M 24 218 M 7K 7|","packagename":"Certificate Manager"}

2025/06/07 17:22:17 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:17 [DEBUG] GET https://10.127.196.71/admin/API/PKl/LocalCertificates

{"asctime":"2025-06-07T17:22:19.264Z" ,"correlationld":","level":"info","msg":"E2| = 215 {0 CHEF
CIZEM ®|Q 5. ===10.127.196.71;cname=","packagename":"@1& A & Z|X}"}

{"asctime":"2025-06-07T17:22:19.264Z","correlationld":","level":"info","msg":"21& M= XA MY
A& LICH Subject=CN & Issuer=CN, ZLAF(7| Q1S A &2 dE""T7|X| O|F""2l& M ZEIX}")

{"asctime":"2025-06-07T17:22:19.264Z","correlationld":","level":"info","msg":"iseCerts 01| & &

,"packagename":"DAL"}

{"asctime":"2025-06-07T17:22:19.276Z" "correlationld":","level":"info","msg":"iseCerts 01| 43S
2 4 UE","packagename":"DAL"}

2025/06/07 17:22:19 [C|H{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

13EH7: Pxgrid @173 &2l

{"asctime":"2025-06-07T17:22:19.336Z","correlationld":","level":"info","msg":"PxGrid 7} & 3} &

,"packagename":"ISE Connection Manager"}

{"asctime":"2025-06-
07T17:22:19.336Z","correlationld":","level":"info","msg":"IN_PROGRESS","packagename":"ndsutil"
& EfZ ISE Tt PXGRID_CONNECTION 0| E")

{"asctime":"2025-06-07T17:22:19.336Z","correlationld":"","level":"info","msg":"NDS £ L&H ™M&
{\"StepName\":\"PXGRID_CONNECTION\",\"StepStatus\":\"IN_PROGRESS\"}","packagename":"ndsutil"}


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71/admin/API/PKI/LocalCertificates
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:19 [C|H{1] PUT http:/network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

{"asctime":"2025-06-07T17:22:19.349Z" "correlationld":","level":"info","msg":"NDS | CHEt ISE S &
EtAH H Al http S Z E==200","packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:19.349Z","correlationld":"","level":"info","msg":" = =
10.127.196.7201 CiEh #2| QIBEM Ml 7t K427 & 5" "packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:19.349Z" "correlationld":"","level":"info","msg":"10.127.196.72& A
H QI& M 7t 7(","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","correlationld":","level":"info","msg":"10.127.196.7201| CHEF
MH 218 M &2 7HK{gt&LICH &M@l Z 0| 4", "packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","correlationld":","level":"info","msg":"peer7} T&l| 21& M
#olg MBEEX| &2l chain length=4","packagename":"Certificate Manager"}

{"asctime":"2025-06-
07T17:22:20.907Z","correlationld":","level":"info","msg":"Node=10.127.196.7201 CH &t Q1B A |2l
2l = /40| 0| E;cname=","packagename":"Certificate Manager"}

{"asctime":"2025-06-07T17:22:20.907Z","correlationld":","level":"info","msg":"ise-bridge certpool0]
£ 2. Issuer=CN=Certificate Services Node CA - localize33ppan; Subject=CN=Certificate Services
Endpoint 5t CA - ise33seclocal; &z HE
=336164adf99b4663b51c7d8787b671e2","packagename":"Certificate Manager"}

2025/06/07 17:22:20 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

{"asctime":"2025-06-07T17:22:20.920Z","correlationld":","level":"info","msg":"NDS £ = E & Ef
HIolEE ELE SYLICH H 0|2 E {\"aaaServerld\":\"b745dd4f-2a22-47d8-a216-
6a5a85f3eab9\",\"ciscolseList\":[{\"ciscolseld\":\"dad546ca-fe8f-28d9-a112-

56ecade00239\" \"description\":\"\" \"failureReason\":\"\"\"fqgdn\":\"\"\"iplp &2

\":\"10.127.196.72\" \"& & S Z\"\"CREATE\" \"23g""\"PXGRID\"\"& E{
\":\"INACTIVE\",\"subscriberName\":\"pxgrid_client_1749316904\" \"trustState\":\"TRUSTED\"}],\"ipAddress

2025/06/07 17:22:20 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo

{"asctime":"2025-06-07T17:22:20.936Z","correlationld":","level":"info","msg":"NDSO0{| CHEt ==
Cllo|E &Ef, 8B ZE 200 OK","packagename":"ndsutil"}

14EH7A|: 215 M LO|O|E.

{"asctime":"2025-06-07T17:22:22.585Z","correlationld":","level":"info","msg":"ISE0I| M A= ZQIE
CIBEM 7kK L7, \u0026{CertTemplateName:pxGrid_Certificate_Template
Format:PKCS8_CHAIN Password: !5 A 2%&:{San:52:ad:88:67:42:58
Cn:admin_66c88fc4104bfb741d052de9}","packagename":"PxGridClient"}


http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo

2025/06/07 17:22:22 [C|B{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

2025/06/07 17:22:22 [DEBUG] PUT
https://10.127.196.71:9060/ers/config/endpointcert/certRequest

{"asctime":"2025-06-07T17:22:24.071Z","correlationld":","level":"info","msg":"iseCerts 01| & 2!

,"packagename":"DAL"}

{"asctime":"2025-06-07T17:22:24.072Z","correlationld":","level":"info","msg":"iseCerts0f| 4332
2 4 E" "packagename":"DAL"}

15t 7H|: Pxgrid Z20|HE &85}

{"asctime":"2025-06-07T17:22:24.074Z","correlationld":","level":"info","msg":"¢I E X P E certs0i| A
privateKeyE 2 EH&LICE.","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:24.074Z","correlationld":","level":"info","msg":"E 2t O|HE QCIE M |
Q1 19| QIE M &5 == " "packagename":"PxGridClient"}

2025/06/07 17:22:24 [C|BH1] POST https://10.127.196.72:8910/pxgrid/control/AccountActivate

{"asctime":"2025-06-07T17:22:25.247Z" "correlationld":","level":"info","msg":"Got Response 200 ,
for URL
https://10.127.196.72:8910/pxgrid/control/AccountActivate","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:25.247Z" "correlationld":","level":"info","msg":"GOT ACCOUNT
ACTIVATE RESPONSE: \u0026{AccountState:ENABLED H{7
:2.0}","packagename":"PxGridClient"}

2025/06/07 17:22:25 [C|B{1] POST https://10.127.196.72:8910/pxgrid/control/ServiceLookup

{"asctime":"2025-06-07T17:22:26.311Z","correlationld":","level":"info","msg":"Got Response 200 ,
for URL https://10.127.196.72:8910/pxgrid/control/ServiceLookup","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:26.311Z","correlationld":"","level":"info","msg":"pubsub A{H|A 174
AlE \u0026{Name:com.cisco.ise.pubsub NodeName:~ise-pubsub-ise33seclocal

Properties:map[wsUrl:wss://:8910/pxgrid/ise/pubsub]} ","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:26.311Z","correlationld":","level":"info","msg":"ISE Pubsub & A{H|
A URL: wss://10.127.196.72:8910/pxgrid/ise/pubsub","packagename":"PxGridClient"}

2025/06/07 17:22:26 [C|H{ 1] POST https://10.127.196.72:8910/pxgrid/control/AccessSecret

{"asctime":"2025-06-07T17:22:27.461Z","correlationld":","level":"info","msg":"Got Response 200 ,
for URL https://10.127.196.72:8910/pxgrid/control/AccessSecret","packagename":"PxGridClient"}

{"asctime":"2025-06-
07T17:22:27.461Z","correlationld":","level":"info","msg":"wss://10.127.196.72:8910/pxgrid/ise/pubsub 2
2 &t A7| A|E","packagename":"ws-endpoint"}


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://10.127.196.71:9060/ers/config/endpointcert/certRequest
https://10.127.196.72:8910/pxgrid/control/AccountActivate
https://10.127.196.72:8910/pxgrid/control/AccountActivate
https://10.127.196.72:8910/pxgrid/control/ServiceLookup
https://10.127.196.72:8910/pxgrid/control/ServiceLookup
https://10.127.196.72:8910/pxgrid/control/AccessSecret
https://10.127.196.72:8910/pxgrid/control/AccessSecret

{"asctime":"2025-06-
07T17:22:28.479Z","correlationld":","level":"info","msg":"wss://10.127.196.72:8910/pxgrid/ise/pubsub0i|
MEBZ™o 2 HAZAE" "packagename":"ws-endpoint"}

2025/06/07 17:22:28 [C|H{1] POST https://credentialmanager.maglev-
system.svc.cluster.local:443/api/v1/credentialmanager/decryption

{"asctime":"2025-06-07T17:22:28.479Z","correlationld":","level":"info","msg":"& & pxgrid = EZ 4d
" "packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:28.533Z","correlationld":","level":"info","msg":"COMPLETE &E{Z
ISE EtAH PXGRID_CONNECTION &GO E", "packagename":"ndsutil"}

{"asctime":"2025-06-07T17:22:28.533Z","correlationld":"""level":"info","msg":"NDS £ @& ™M&
{\"StepName\":\"PXGRID_CONNECTION\",\"StepStatus\":\"COMPLETE\"}","packagename":"ndsutil"}

2025/06/07 17:22:28 [DEBUG] PUT http://network-design-
service.fusion.svc.cluster.local:32765/iselntegrationStatus/Step

2025/06/07 17:22:28 [DEBUG] GET http://network-design-
service.fusion.svc.cluster.local:32765/aaaStatusinfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69

16EtA|: Trustsec SGT CIRZE

{"asctime":"2025-06-07T17:22:34.370Z","correlationld":"","level":"info","msg":"BULK
DOWNLOADING FOR SERVICE com.cisco.ise.config.trustsec TOPIC

securityGroupTopic","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:34.371Z","correlationld":","level":"info","msg":"CHE C}2 2 E URL:
[https://10.127.196.71:8910/pxgrid/ise/config/trustsec]","packagename":"PxGridClient"}

{"asctime":"2025-06-
07T17:22:34.371Z","correlationld":"","level":"info","msg":"https://10.127.196.71:8910/pxgrid/ise/config/trus
At &304 com.cisco.ise.config.trustsecl| CHE CH2 EE A|E" "packagename":"PxGridClient"}

2025/06/07 17:22:34 [C|H{1] POST
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":","level":"info","msg":"Got Response 200 ,
for URL
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups","packagename":"PxGridClient"}

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":","level":"info","msg":"Reset Security Group

Cache.","packagename":"cache"}

{"asctime":"2025-06-07T17:22:35.424Z","correlationld":","level":"info","msg":"2. ¢t 1 & FH Al |

O|E""packagename":"cache"}

{"asctime":"2025-06-07T17:22:35.424Z","correlationld":"","level":"info","msg":"SG bulkdownload Ci|
O|E{, ACA7} ot & SEL|X| 2t F, RMQE FA|5tX| 2 &","packagename":"Subscribers"}


https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
https://credentialmanager.maglev-system.svc.cluster.local:443/api/v1/credentialmanager/decryption
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/iseIntegrationStatus/step
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
http://network-design-service.fusion.svc.cluster.local:32765/aaaStatusInfo/b745dd4f-2a22-47d8-a216-6a5a85f3ea69
https://10.127.196.71:8910/pxgrid/ise/config/trustsec
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups
https://10.127.196.71:8910/pxgrid/ise/config/trustsec/getSecurityGroups

{"asctime":"2025-06-07T17:22:35.424Z" "correlationld":"","level":"info","msg":"2. & FA|of| CHEt +
= gtz L CHE CHREE 22" "packagename":"ISE Connection Manager"}

MM B: ISEQ| 21 HIAIX|

Jor
Ojn

(ISE PSC 21)
1B B NS MEE iKMo E Fu

2025-06-07 22:45:22,788 INFO [ers-http-pool15][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::- 7|2 QIS0 S &LICH AFE X} 2[R

2025-06-07 22:45:22,788 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getPathinfo=/node

2025-06-07 22:45:22,788 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- #iHE MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:45:22,788 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ###HH# MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/node

2025-06-07 22:45:22,788 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:45:22,788 C|H{ [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ###HH# MaxThreadsFilter.doFilter —> getLocalPort=9060

2:45:22,794 LI [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -::::- C|H{1 &
2 — A1} com.cisco.cpm.ers.app.proxy.HostConfigProxy@2ff9a8ef

2025-06-07 22:45:22,794 C|H{ 1 [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
;.- DEBUG INFO — 221} com.cisco.cpm.ers.app.proxy.HostConfigProxy@39c¢857df

2025-06-07 22:45:22,794 C|H{ 1 [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
:::- DEBUG INFO — Z1} com.cisco.cpm.ers.app.proxy.HostConfigProxy@24e4889c¢

2025-06-07 22:45:22,794 C|H{ 1 [ers-http-pool15][[]] ers.app.impl.handlers.NodeCRUDHandler -
;.- DEBUG INFO — Z21} com.cisco.cpm.ers.app.proxy.HostConfigProxy@73eb7edf

2025-06-07 22:45:22,802 INFO [ers-http-pool15][[]] cisco.cpm.ers.fw.CRUDService -:::::- E|AA
28 'node'0l| CHEF GET ALL 2la4A QEO| d3Mo 2 R E|J&LICEH

2EHA|: ISEQ| T =2l

2025-06-07 22:48:39,847 INFO [ers-http-pool15][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::- 7|8 Q1501 H3&LICH AL XL 22|k}

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web. CertificateAuthenticator -
- B0l 2ol FlEhstnR QABM Tl Q15 S HHELIC

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -


https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/node
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/node

- #### MaxThreadsFilter.doFilter —> getPathinfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ####H# MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getLocalPort=9060

2025-06-07 22:48:39,848 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;.- ## RateLimitFilter Serviet => ERS 82 A& FLICH 3 HA! == o3 2 &Lt 49

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::- ###H
PICFilter.doFilter —> getPathIinfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ###Ht#
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::- ##H##
PICFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,848 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ##H#
PICFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:39,849 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -:::- ####
PAPFilter.doFilter —> getPathlnfo=/op/systemconfig/iseversion

2025-06-07 22:48:39,849 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ##H#H#
PAPFilter.doFilter —> getMethod=GET

2025-06-07 22:48:39,849 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -:::- ###H#
PAPFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

2025-06-07 22:48:39,849 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ###t
PAPFilter.doFilter —> getRemoteHost=10.62.113.211

3TtA: HEHEEZl HEE 7tX= FLIch

2025-06-07 22:48:41,371 INFO [ers-http-pool15][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::- 7|2 QI& 0| dSM&LICH AL X} 2 E|X}

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.CertificateAuthenticator -


https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion
https://10.127.196.71:9060/ers/config/op/systemconfig/iseversion

ni- Q150| & Z ol 7lEhst ez QI M 7(gh Q15 AU E LT

2025-06-07 22:48:41,371 C|H{ [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getPathinfo=/telemetryinfo

2025-06-07 22:48:41,371 C|H{ [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- #i## MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:48:41,371 C|H{ [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #HHHE MaxThreadsFilter.doFilter —>
getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41,371 |1 [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:41,371 C|H{ [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- #### MaxThreadsFilter.doFilter —> getLocalPort=9060

2025-06-07 22:48:41,371 DEBUG [ers-http-pool15][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ## RateLimitFilter Servlet => ERS 28 & ASKELICH AN HA == CtSt Z&LCt 49

2025-06-07 22:48:41,371 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getPathInfo=/telemetryinfo

2025-06-07 22:48:41,371 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:48:41,371 |1 [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getRequestURL=https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:48:41,371 C|H{ [ers-http-pool15][[]] cpm.ers.app.web.PICFilter -::::- ##H##
PICFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:48:41,372 C|H{ 1 [ers-http-pool15][[]] cpm.ers.app.web.PAPFilter -::::- ##HH#
PAPFilter.doFilter —> getPathlInfo=/telemetryinfo

2025-06-07 22:48:41,374 INFO [ers-http-pool15][[]]
ers.app.impl.handlers.TelemetryInfoCRUDHandler -:::::- GET ALL API LK

2025-06-07 22:48:41,377 INFO [ers-http-pool15][[]] cisco.cpm.ers.fw.CRUDService -:::::- E|AA
F & 'telemetryinfo'oll CHEt GET ALL ElAaA 30| M3Mo =2 22 E|J&LICH

4EHA|: REST 7|8 @2 ISE0M S8 el HEE 7t = o AFZElLICH

2025-06-07 22:49:00,957 INFO [ers-http-pool18][[]]
cpm.ers.app.web.BasicAndTokenAuthenticator -::::- 7|8

ro

B0l dSHELICEH ALS A} ZE|X}

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getPathinfo=/sessionservicenode


https://10.127.196.71:9060/ers/config/telemetryinfo
https://10.127.196.71:9060/ers/config/telemetryinfo

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getMethod=GET

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ###H#H# MaxThreadsFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
- ##H##H# MaxThreadsFilter.doFilter —> getRemoteHost=10.62.113.211

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
.- #### MaxThreadsFilter.doFilter —> getLocalPort=9060

2025-06-07 22:49:00,957 DEBUG [ers-http-pool18][[]] cpm.ers.app.web.MaxThreadsLimiterFilter -
;- ## RateLimitFilter Servlet => ERS & H&ELICH M HZA! == O3 Z&LICh 49

2025-06-07 22:49:00,957 C|EH{ 1 [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ###
PICFilter.doFilter —> getPathIinfo=/sessionservicenode

2025-06-07 22:49:00,957 C|H{2 [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ###t#
PICFilter.doFilter —> getMethod=GET

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -:::- ####
PICFilter.doFilter —> getRequestURL=https://ise-bridge.ise-
bridge.svc.cluster.local:8080/ers/config/sessionservicenode

2025-06-07 22:49:00,957 C|H{ 1 [ers-http-pool18][[]] cpm.ers.app.web.PICFilter -::::- ####
PICFilter.doFilter —> getRemoteHost=10.62.113.211


https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
https://ise-bridge.ise-bridge.svc.cluster.local:8080/ers/config/sessionservicenode
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