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* |ISE(Identity Services Engine)

* Cisco WSA(Secure Web Appliance)
o ZSHE WE 12|=(pxGrid)

s TLS/SSL Q1M

* Windows Server 20162 PKI
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* |ISE(Identity Services Engine) 7 3.3 I k| 4
* Cisco Secure Web Appliance tH& 15.2.0-116
* Q|5 CA(Certificate Authority) B2 A 2| Windows Server 2016.
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Al

1E-A|: ISEServer pxGrid 215 A A4

ISE AME pxGrid 21& Aol CHEt CSRE A gfLCt.
1. Cisco ISE(ldentity Services Engine) GUIO| 21 QI8 L|C}.

2.Administration(Zt2]) > System(A|A &) > Certificates(21E A) > Certificate Management(2!5 A ZH2) > Certificate
Signing Requests(1&M MHE )2 o|SFLICH.

3. CSR(Certificate Signing Request) A4S MEdEtL|CE

= il Identity Services Engine ‘Administration f System

Deplaymant Licansing Cartificates Logging Maintanance Upgrade & Rollback Haalth Chocks Backup & Rostors Admin Accoss Settings

Certificate Signing Requests

X T [ Gonerate Canificate Signing Requests (CSR) ‘
F] Cartific. qning
[iisman
Frisndly Name Cortificate Subject Koy Length  Portal gro...  Timestamp Host



Usage

Cerlificatels) will be used for I prGrid VI

Allow Wildcard Certificales D (]

Node(s)

Generate CSR's for these Nodes:

Node CSR Friendly Mame

B ise3s ise33HpxGrid

Subject

Comman Name (CN)
SFQDNS ©

Organizational Unit (QU)
AAR D

Organization (O)
Cisco i

City (L)
Bangalore

State (ST)
ELA

Country (C)
IM

—_ ———m — —m m
Subject Alternative Name (SAN)

DNS Name < ise33.lab.local

IP Address 10.127.197.128

©

NN e——
* Key type

RSA v @O

* Key Length

4096 ~ (i)

* Digest to Sign With

SHA-384 o

Certificate Policies


https://server/certsrv/

2. Network([IE 2{3) > Certificate Management(2!5 M & 2|) > Manage Trusted Root Certificates(& 2[& 4= Q4

rr

=
FE

QIE A BE)Z olSELICH



= o — I

Interfaces

Transparent Redirection
Routes

DNS

High Availability

Internal SMTP Relay |
Upstream Proxy

| External DLP Servers |
Web Traffic Tap

I |
Certificate Management

Cloud Services Settings
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1.MS Active Directory Certificate Service(MS Active Directory @15 M A{H| A )https://server/certsrv/2 2 O|S & L|C}H 047]
M server= MS MEQ| IP EE= DNSQILC}

2. 218 ¥ S={gLch
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3. 13 QIEM ¥E MYst= S M=EfLC

Microsoft Actve DireClory Cartificale Semaces — Avasto-ISE

Request a Certificate

Select the cerlificate type:
User Cerificale

Or, submit a

4,018 MMM M4 El CSRO| LI 2 Saved Request(MEEl 27%) Z=of 2 AHELICH

5. Q1B M HIZ2/0| M pxGridasE MBS Ot MES E=IFLICH

Submit a Certificate Request or Renewal Req

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal raquast generated by an extenal source (such as a Web server) in the Saved Request box.
Baved

RIS T T =
vuPBBEuﬁxQFzT.«Mcta-ouzgsm zis8lK LHknPssozm(LFchn
afzbek L 1nRF IFLEXH TKEJALLXS g4 Mos EVRCHIGINPR s Wawje /A
EwiW3cedShiy Buf £ jqLpxmkhs 2 Tusx7 ko TPFETHEOVKgUPRA TalF0
T1iwoQ)iTUL1pHzLsgHOh2oRWOpWDTCXT T FOVL cMWSAMS vl yiMnS
GOHOIIF /B JmPMAZEPLIST6T NsBHTFTrUdBMCAME AASBMHE 0GCSqGS
MDSWEWYIVAR] B g Y TEWY BEBOUHART w IAYOVRORBBOWGAT Te 21 e
¢ vauﬂrmEtmmjmgkm.kjmwsrmagemmm

Baso-Gd FIF205+Hg) 2y DM d9zhvkhsaf.

cen.hcﬁ;neem; oobkCITI0yrErsdioz@oPul, SPAT15h

(CNE or SeInTHA+3q81Xbdt Bq9o2ri] THOUSAIVIC mﬁmzmc\‘ﬂ'\"znldcx

PRCS #10 or ¥ /NI HHOAPrvL L 2Z6XTkuQCw DB/ GobGrY tallfid 2KOmh / Raxtn2s

PKGS #7) XICHa0erd §2T4eU100: 10a368KVI LAN XM TAYF s30q1] {XPEER4
5470w 2d 0T pKRAYHLG 183y g aF XigZ 1gSKBL1 F IXVTRKTDINC X
TXRUSFrevzy JAeyGaukuasl RSAm 1Ry JESOBUTHG TUIQM] AhKCDS
TL75msAl TpanSt HopdgXyy 2a0BahtH1Gr(YERSxhIaq XuloPG
1rHsDENUT+RAC 1Y SdHSR T knsXERBC 35HEGs r+ lepGFaxghVic
BMG6150/ v fbASPOs BNRXASTCOOEMNE T SVCAKKE aL AF LBy tbSTxSE
wscbymx‘;?wmcn fmlk=

-END CERTIFICATE REQUEST-- -

L |
Certificate Template:
pGnd v I

Additional Attributes:

Artritutes



https://server/certsrv/

02£

! pxGridoi|= Enhanced Key Usage(11
| R 5 ZlestL|Ct.

L5t WSA-Client.cer2 A& gfL|C}.

= 7| AH8) 2o



Microsoft Active Directory Certificale Semvices - Avasle-1Sk

Certificate Issued

The certificate you requested was issued to you.
DEIEH anmded or @Ease 64 encoded

MM C: WSA 22I0|1E @15 ME CSR(Certificate Signing Request)odl HFQIElst 1 S8t8tL|Ct.

1.WSA(Web Security Appliance) GUIZ 0|S&fL|C}.

2. Network(HIE{3) > Identification Services(A18 A{H|A) > Identification Service Engine(&8 AMH|A AZTNS 2 O|SF
Lct.

4.Web Appliance Client Certificate(2] 01Z20|21A Z2I0|HE QB A) MMHo 2 0|S & LCH.

5. signed certificate(MEE! 215 M) M40 A HHE 215 M WSA-Client.cere Y2 =g LICH

Use Generated Certificate and Key Generate New Certificate and Key |

Common name: wsabal.tac.com
Organization: AAS
Organizational Unit:  Secunty
Country: IN
Expiration Date: Mar 19 14:21:32 2027 GMT

Basic Constraints: Mot Crtical

Download Certificate... | Download Certificate Signing Request...

Signed Certificate:

To use & signed certificate, first download a certificate signing request using
the link above Submit the reqruest to a certff‘cate aurhanty, and when you
receive thg gebcliow,

Certificate WSsA-Client.cern.cer Upload File




6. MEg Z8/gL|ct.

7. Commit Changes(#H3 At 7{2])& 22I5t04 HE AlZ S M8 gLt

|0

9.Test Communication with ISE Nodes(ISE = =2t

ChS 2ot LIErE & &L

| SA EHIAE)Z A3 ESD Start Test(E|AE AIR)E Z2[8HLCH

ISE =E2I9| SAlHAE

ISE = E2°to| SA HAE

Checking DNS resolution of ISE pxGrid Node hostname(s)

Success: Resolved '10.127.197.128' address: 10.127.197.128
Validating WSA client certificate ...

Success: Certificate validation successful

Validating ISE pxGrid Node certificate(s)

Success: Certificate validation successful

Checking connection to ISE pxGrid Node(s)

Trying primary PxGrid server...

SXP not enabled.

ERS not enabled.

Preparing TLS connection...

Completed TLS handshake with PxGrid successfully.

Trying download user-session from Chttps://ise33.1lab.local:8910)...
Failure: Failed to download user-sessions.

Trying download SGT from (https://ise33.1lab.Tocal:8910)...

Able to Download 17 SGTs.

Skipping all SXP related service requests as SXP is not configured.
Success: Connection to ISE pxGrid Node was successful.

Test completed successfully.

Cisco ISE0| M Administration(22l) > pxGrid Services(pxGrid A{H|A) > Client Management(Z2}0|E Z2]) >
Clients(22+0|HME)2 O[S &fLIct.

124™ WSA7} statusEnabled 2| pxgrid 22t0|HE 2 MM EL|CH



= b identity Services Engine Administration / pxGrid Services

P! Bookmarks Summary Client Managamant Disgrostics Sattings

CHenas
! Comtext Visibility Falex Clients
W operations - Chonts met
I Posicy

4. Administration pxGrid Clients

Wetk Cantors

Interactive Foatures

Hame Description Client Groups Status

o

Cisco ISEMIM &5 S5 & 21524 Administration(2 2l) >pxGrid Services(pxGrid A{H|A) > Diagnostics(&IEH) >
Websocket(& A2 > Clients(22H0IHE)Z o|S &L

= ik ldentity Services Engine Administration / pxGrid Services

Pl Gookmarks Summary  Client Management  Diagnostics  Settings

BT pashboard

WebSocket

Clienis Topics

4. ndeinistration

Al Work Centers

aractive Foatisnes

Glient Name Gonmect To Sesaion Id Cartificate Subscriptions

Cisco ISE Pxgrid-server.log TRACE level.reference.

<#root>
{"timestamp":1742395398803,"level":"INFO", "type" : "WS_SERVER_CONNECTED", "host":"ise33","client":"
wsabgl . | ab. | ocal _i sed

,"'server":"wss://ise33.1ab.Tocal:8910/pxgrid/ise/pubsub","message":"WebSocket connected. session\u003d

TRACE [Thread-8][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Drop. exclude=[id=3,c]l
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Authenticating null

DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Certs up to date. user=~ise-pu
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- preAuthenticatedPrincipal = ~i
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- X.509 client authentication ce
DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.config.MyX509Filter -::::::- Authentication

success

: PreAuthenticatedAuthenticationToken [Principal=org.springframework.security.core.userdetails.User [Us

DEBUG [Thread-8][[]] cisco.cpm.pxgridwebapp.data.AuthzDaoImpl -::::::- requestNodeName=wsabgl.lab.Tlocal
DEBUG [Thread-13]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Adding subscription=[
INFO [Thread-13][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Pubsub subscribe. subscrip

TRACE [WsIseClientConnection-804][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=34eael



"wsabgl . | ab. | ocal _i sed

", "server":"wss://ise33.lab.local:8910/pxgrid/ise/pubsub",'"message" :"Pubsub subscribe. subscription\u00

TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=SE
TRACE [Thread-3][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cached
TRACE [Thread-3]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute from=[id=0,
TRACE [Thread-3][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [Thread-3][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [sub-sender-1][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
DEBUG [Grizzly(1)][[]1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=34eael7d-5
DEBUG [Grizzly(1)]J[[]1]1 cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=4b4d7de4-b
TRACE [Grizzly(1)]1[[]] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=dd1d138d-a640-4f4f-bd
TRACE [Grizzly(1)]1[[]] cpm.pxgridwebapp.ws.distributed.FanoutDistributor -::::::- DownstreamHandler sen
TRACE [Thread-10]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=S
TRACE [Thread-10][[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cache
2A a4

=

ok = 9= CA X, WSAONIM ISE (I E|AET T2 QIsH AMTHELICH AlTl: ISE PxGrid AE{0il CHEE 94 AlZHO| =

Test Communication with ISE Server

Start Test |

Validating ISE Portal certificate ...
Success: Certificate validation successful

Checking connection to 1SE PxGrid server...
Fallure: Connection o ISE PxGrd server timed out

Test interrupted: Fatal error occurred, see details above.

Cisco ISE Pxgrid-server.log TRACE level.reference.

<#root>
ERROR
[Thread-8][[]] cisco.cpm.pxgrid.cert.LoggingTrustManagerWrapper -::::::- checkClientTrusted exception.

unable to find valid certification path to requested target principle=CN=wsabgl.|ab.local, OU=Security,

TRACE [WsIseClientConnection-804][[]1] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=34eael
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Received frame=[command=SE
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::- Authorized to send (cached

TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute from=[id=0,



unable to find valid certification path to requested target

principle\u003dCN\u003dwsabgl.lab.Tocal, OU\u003dSecurity, O\uOO3dAAA, C\uOO3dIN"}

TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [Thread-9]1[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::- Distribute distributed
TRACE [sub-sender-11[[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::- Send. subscription=[id=
DEBUG [Grizzly(2)][[1] cpm.pxgrid.ws.client.WsSubscriber -::::::- onStompMessage session=[id=4b4d7de4-b
TRACE [Grizzly(2)]I[[]1] cpm.pxgrid.ws.client.WsEndpoint -::::::- Send. session=[id=dd1d138d-a640-4f4f-bd

18.76.185.168 18.127.197.138 TCP 66 42883 + 5910 [ACK] Seq=1 Ack=1 Win=66496 Len=8 T5val=984988999 TSecr=1459880712

16.76.185.168 18.127.1597.128 TLSw1.2 583 Client Hello (SNI=18.127.197.128)
18.127.157.128 18.76.185.168 TCP 66 8918 + 42883 [ACK] Seq=1 Ack=518 Win=38080 Len=@ T5val=14598088715 TSecr=384588399
10.127.197.128 18.76.185.168 TLSv1.2 4818 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
18.76.185.168 18.127.197.138 TCP 66 42883 + 8910 [ACK] Seq=518 Ack=1243 Win=65280 Len=@ TSval=984989019 TSecr=1459888739
18.76.105.168 16.127.197.128 TCP 66 42883 » 8910 [ACK] Seq=518 Ack=2485 Win=65280 Len=@ TSval-984989819 TSecr=1459808739
18.76.185.168 18.127.157.128 TCP 66 42883 =+ 8910 [ACK] Seq=518 Ack=3727 Win=64864 Len=@ T5val-984989819 TSecr=1459888739
18.76.185.168 18.127.1597.128 TCP 66 42883 + 8910 [ACK] Seq=518 Ack=4753 Win=65472 Len=@ TSval=98498901% TSecr=1459860739
.197.128 TLSv1.2 1526 Cerhﬁcate, Clmnt Iiey Exrhanse. Certlﬁcate Verify, Change Cipher Spec, Encrypted Handshake Message
TCP & 78 8 _TSval=1459808761 TSecr=9BA989839

TLSw1.2 ?3 nler't {Leuel Fatal Descnpno 3

.127.197.128
.127.197.128

66 42883 + 8519 [nCK] 5
66 42883 + 891@ [ACK] S

18.76.185.168 TCP 66 8918 = 42883 [ACK] Seq= ?6 Ack=1979 Win=33@24 Len= TSval =1459880778 TSecr=98498%84

1. 2] o{Z 20| AA ME IS M7t WSAOIM H3 X2 BHITEIT ¥ Aol HUEIUEX| selgLict
2. Y3 £ WSA 2EH0IUE AB M| FE CA 1B M7t Cisco ISEQ MZIE = s ME A0 &8H=X| elguint

Cisco 1 ID =k
Pxgrid getUserGroups APl 20| Bl SE& &t
grefuch.

WSAE ISEO|A AD & CHAI SIDE £=AIgHL
C}.

Cisco HH1 ID 23986

Cisco H{11 ID 77321



https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCwh23986
https://tools.cisco.com/bugsearch/bug/CSCvr77321
https://tools.cisco.com/bugsearch/bug/CSCvr77321
https://tools.cisco.com/bugsearch/bug/CSCvr77321
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