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Secure Network Analytics Cisco Identity Services Engine
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Flow Collector (FC) Stealthwatch Management
Console(SMC)
g
g
=
= Change of Authorization (CoA)
Catalyst 9300
(Flow Exporter)
BNS [DNS |
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—
Rouge DNS Server Corporate User My Corporate DNS
(Trusted Network)

Clolo{azol EA|EI CHE

« 71 AERIVHIP EERE LIEU D E22 AEEZ |0|EHE MEst= S T C9300 &
fIx|ol| AL & LICH

- SUE 7Y AMAEXIIE 7|1 DNS MHE AFESHE S TP EI&LICH

* Flow Collector7t SMC(Stealthwatch Management Console)2t & &

* SMC(stealthwatch Management Console)= PxgridE &3l ISEQ & & ElLICt.

EAE 744
1. netflowE AtEst0d E2 & ZLIEZ st LHE'H A2|X[E EHIFLICH

Cisco I0S® XE 17.15.012 Al#st= C9300 AR(x|2| 7|2 E22 Zu|ado|M

flow record SW_FLOW_RECORD
description NetFlow record format to send to SW
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input



collect transport tcp flags
collect interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow exporter NETFLOW_TO_SW_FC
description Export NetFlow to SW FC
destination 10.106.127.51 ! Mention the IPv4 address for the Stealthwatch Flow Collector
! source Loopback0 ! OPTIONAL: Source Interface for sending Flow Telemetry (e.g. Loopba
transport udp 2055
template data timeout 30

flow monitor IPV4_NETFLOW
record SW_FLOW_RECORD
exporter NETFLOW_TO_SW_FC
cache timeout active 60
cache timeout inactive 15

vlan configuration V1an992
ip flow monitor IPv4_NETFLOW input !Apply this to the VLAN/Interface that you want to monitor the f

! VALIDATION COMMANDS

! show flow record SW_FLOW_RECORD

I show flow monitor IPv4_NETFLOW statistics
! show flow monitor IPv4_NETFLOW cache

ZAn|agolMdE 2t25tH C93000M IP £22 < H|O|E{E Flow Collector2 LHE'H 4= Ql&LICH O
2 C}Z Flow Collector0i A O| HIO|E{E AMEletn 41 U miigzlg 9|5 SMC(Stealthwatch
Management Console)2 &g LICtH

2. Cisco ISE0M X% HIEX T Alof &EAst

ANCE 7|2Xo 2 H|ZM3lE|o] U&LICH ANCE pxGrid7t E 43I E ZA0f2t g5z, &2
ZHO|M MEIAE S22 H[EEste W7HX| EM8EE 4ElE R XIELICH

Operations(2 ) > Adaptive Network Control(31& & UE 2|3 A 04) > Policy List(E2 5 5) >
Add(F7H)E MEHE T3, Policy Name(E 2 0]& )0l Quarantine(Z2l)2 =235t Action(Z )0
Quarantine(4d2l)2 =&t

bl [dantity Services Engine Operations / Adaptive Network Control

Policy List  Endpoint Assignment

Quarantine

QIUARANTIME
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1EHA: SMC GUIo| 22215t 11 Configure(T43) > Detection(Ef X) >
AE OF #E))Z 0|S351 Inside Hosts(LHE A E) 19| (...) (M=
Add Host Group(2AE O§ F7hHS MEgLIC

st Group Management(=
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1 o] ofloflM IP MEL 10.197.179.0/242 LAN MEHIS 2 AZELIC Ol UWEXZ
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2EHA|: SMC GUIO| 219181 Configure(T4d) > Detection(E
AE OF #2|) > Outside Hosts(2/F ZAE) QoM (.)E 2
E F7hHS MEFLIC.

> Host Group Management(Z

N
2|5t 7 Add Host Group(ZAE 1

)
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A-EEIH, ol HIESIZ ot 7[Eixof et AX| HERHZ BrEolMd CHE &+ A&LICH

2ol AA8El= HAE 3 PCe H™ IP 10.197.179.136(2HE My Trusted Networks EAE O &
ofl &) % DNS 10.127.197.132 & 10.127.197.134(2HE My Corporate DNS 3 AE I120i &8
)2 FEELCH

&
>

4+ ® 5 Control Panel » Metwork and Internet > Network Connections w B o
Organize » Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection e @O
L"‘ Ethernetl .:- peiPassthrud : . . .
" B Pletwork ntemet Protocel Versson 4 (TCP/IPw) Properties X
. General

Youi £an get [P settings assgned sutomatically if your network supparts
this capabiity. Otherwise, you need to Ak your network adminestrator
for the sppropriate [P settngs

Obtain an [P address sutomatically
@) Use the followng [P address:

[P address: 0 .197.109.1%
Subnet masic: 255,285 .255. 0
Defadt gateway: 10.857.19. 1

@) Use the following DNS server addresses:

Preferred DS server: 10 .127.197 .12

Alternate DINS cerver: 10 .137.197 . 134

O vasdate Seltngs upon et Advanced. ..
o[ e

THA!: LS AFE X7t 2|5 DNS Mol @128 [ 0|8 BRIt 8 HEH 21 A|IAHES MH5t0d
, MAHo R ERfE S 2 o|MQl Q| ALO|EZ B|C|3ME &= Qe TEHo| @i= DNS Mol Ciet
HEE Atbtote EE EC|HELICH BE 7 #/93HE|H Cisco Secure Network Analytics=
PxGridE &3l M8% HIER{3 Xof HA S xHEY5t04 Cisco ISEL 235101 0|28 FEF DNS A
HE AI235t0d ZAEE Zz|8hct

Configure(Tt4d) > Policy Management(Z32 22))2 0|S&hL|ct.
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o 22 HEE AH85tod AEXL X|H O|HEE ddgfLCh

- O|S:DNS 2[gt o|HE

« FH ZAE O U AEE = U HERXZ
« I|0{ ZAE OF: (Not) Li 3|At DNS.

. I|o{ ZE/ZZEZ: 53/UDP 53/TCP

% My Trusted Networks(Z2AE &) L EAET} 53/up EE= 53/tcpE &3ll My Corporate
DNS(EAE O8) Ul SAEE KNI CIE SAEQ SAE 4 FAEI wgLCt
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AT e SH el 2YE A D LB ddE 8 #El 3o M8 £ /JU&LCh
Configure(T43) > Response Management(S & & 2l) > Actions(2))Z 0|5 3511 Add New
Action(M Z¢] F£7H& 2218 CHZ ISE ANC Policy (Alarm)E MEHEHLICH,
?|Htof CHEF 2| MM = FH Mu{ol CHgt 442 F345t7| 2I5 Ol 2 XIHstD YRS B
E % Cisco ISE 2HAEE MEHEHLICE

n Response Management
nush
Rufes  Actions  Sysk Formats
a
Merstar ISE ANC Policy (Alarm) Action m
0 You've chosen the ISE ISE clusser, 30 this action will b= exccuted 0Ny for rules Cremted for the rush doman. We wil not Imemen this aciien e amy U I1's 3ssigned 1o 13t 15 configured for another domasn.
[E—
W e .
— SE_ANGC,_LSER ac oo Ttine ANG pol
ag - 1
Contguee

5EFA|: Rules(T# &) Mo M 72 E dHeLICH o] 72 LI LIERZ LHe| ZAE T HE ¢l= DNS MEHHZ DNS

E2§Zg Mstein A # motch o0 HOlE Action® HSELICH Rule is trigged if 44440141 Type® =45t 9
M AN ASR R OlHIES MeygLict,

Associated Actions(231Z2El 2 d4)0i|A{ O|F0i T4 El ISE ANC Alarm(ISE ANC BE) 242 MEE
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4. O|HHEE E2|7{g [ StealthwatchOll A A|ZHEE EHedo]

Cisco ISE GUIO| 22135+1 Policy(Z%H) > Policy Sets(Z32H Z8h) > Authorization Policy(T 8 £
04 &) - Local Exceptions(2Z 042]) > Create new Policy(Af &2l A A)0{l M Policy set(X3=H &gt
) > Create(EH) & MEASLICY.

« O|&: DNS €&t o 2|
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&
s

4 & s Control Panel » Network and Internet > Network Connections » v & . Metwork r y-]
Organize » Dizable this network device Diagnose this connection Rename thic connection View status of this connection Change settings of thic connection = +* [ 9
l’_ " Fihemetﬂ l: " .p.:iPass-thmD ot . I
Disable e = Jetwork ernet Protocel Version 4 (TCP/IPwd) Properties *
- . General

You can get [P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate TP settings.

{0 Cbtain an IP address automatically
(@) Uige the folowing 1P address:

[P address: 10 .197. 179 . 136 |
Subnet mask: 255.255.255. 0
Default gateway: 0 .197.199 ., 1

{®) Use: the folowing DNS server addresses:
Prafarrad DNG server: g .8 .8 .8

Alternate DNS server: 10 . 127 .197 . 134 |

[CIivahdate s=ttings upon exit Adwanced. ..

C9300 A 2| %[0 X show flow monitor IPv4_NETFLOW FHA|E AL235t04 &EQIgfLICH | 8.8.8.8 &
oM 2&& ZIA35t0q Flow Collector2 T&ste WA &Helg = U&LICH IPv4_NETFLOWE
x| ZAx|aio|Mo *HELICt

29
o
A

<tfroot>

IPV4 SOURCE ADDRESS:

10.197.179. 136

IPV4 DESTINATION ADDRESS:

8.8.8.8

TRNS SOURCE PORT: 62734

TRNS DESTINATION PORT:

53

INTERFACE INPUT: Tel/0/46

IP TOS: 0x00

IP PROTOCOL: 17

tcp flags: 0x00
interface output: Null

counter bytes long: 55

counter packets long: 1

timestamp abs first: 10:21:41.000
timestamp abs Tast: 10:21:41.000

StealthwatchOll A O|HIE 7} E 2|7{%|H Monitor(Z LIE{12)) > Security Insight Dashboard(=2 o Q1A
OlE CHAIEE)Z o|SELCt.



DNS Violation Event | 022312025 (1)

Alarms

2 Adarem 2 Policy 2 Fvent Aaren 2 Source User Dietsils S Lasthctive T Actie T Ackmowledged Actions
View Datails Curront o L)

oups 2 Source Target Hoxt Groups 2 Target

IIIS 15 AN My Trastod Networks 10197179036 « o Unined S2atos BAABe e DS Wickation Event Ingide Hosts = anurag@avasio o

Monitor(Z LIE{&)) > Integration(& &) > ISE ANC Policy Assignments(ISE ANC E& &=hHE 0
ot

Cisco Secure Network Analytics0ll M PxGrid ! Cisco ISEE &35 M3& HIE X3 Mo HA
oxioz Asisl0] SAEE HDSH=X| &0l |C}

ISE ANC Policy Assignments

Blout B Addrenn A Asdrans Asvgemant . Bequsated By Tima Baquanted ANC D [Wsctive ANC P_  Ausige ANC Dol

[TETT IR ST Automane [Respanse Manasgement) /232005 1076 AM Quarartng Quarantine ¢

OF&H7HX| 2 Cisco ISEXIAM Operations(2 %) > RADIUS > Livelogs(2t0|E2 21)2 0|§35t1 9=
ZQIEo CHal EE{E MEFLICH

Operations / RADIUS

= bl |dentity Services Engine

] Diagnostic Tools Download Logs Debug Wizard
LE Status Datails Identity Endpoint 1D Authentication Policy Authorization Policy Authorization Profiles
1 W B3:AF x

q\ | [-] a Anur 4:9¢ FaE S3005W >> Auth_Dotlx_Wir.. S3005W »> DNS Viclation Exception DenyAccess
l [ -] a 93005W >> Default 93005W >> DNS Violation Exception DenyAccess

[11)] a Afufag 4 B3005W >> Auth_Doilx_Wir.,
F |

| e = |

nl

a Anurag 34:96:9 3 HI0OSW >> Auth_Dotlx_Wir S300SW == USER-AD PermitAccoss

S

A ISEE Q= __oﬂ HEELICH

ZZ4 0of 2] M= DNS {8t of|2|of k2, CoA(Change of Authorization)= ISEO 2|51 AT HA|

A= ZQIEO|M T o] £+ El £ A= ZQIE O] MAC FAE X 7{524H Operations(2%) >
Adaptive Network Control(M S & 4| E /3 A|04) > Endpoint Assignments(AI=ZQIE &&) >
Delete(&F A)0l| A MAC2 A 7{&LCt.

Oparations / Adaptive Network Contral

= b ldentity Services Engine

J|  Bookmarks Policy List Endpaint Assignment
BT Dashboard
Endpoint Assignments
i Contaxt Visisity
» K ot i
A, Operations 4 ah y it y the
U Policy
owsiPage 1 1 '
d.  Adeinistration
MAC address Policy Name Policy Actions

Interactive Halp




Cisco ISEO] CH8t =& 7|&&L|Ct.

isco ISE 2| pxgrid(pxgrid-server.lo MA 3 2 MYE SH2 pxgrid-
Cisco ISEQ] pxgrid(pxgrid log) 744 @ 40! CHaH TRACE M2 MAE SME pxgrid
server.log It ofl E A|E LICH

<ffroot>

DEBUG [pxgrid-http-pool15][[]] cpm.pxgrid.ws.client.WsIseClientConnection -::::::617fffb27858402d9ff9658

RUNNI NG

, 'policyName":

Quar ant i ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::617fffb27858402d9ff9658b8

command=SEND

,headers=[content-Tength=123, trace-id=617fffb27858402d9ff9658b89a29f23, destination=/topic/com.cisco.i
TRACE [pxgrid-http-pool12][[]1] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::617fffb27858402d9ff
TRACE [pxgrid-http-pool12][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::617fffb27858402
TRACE [sub-sender- O][[]] cpm. pxgridwebapp ws . pubsub. SubscriptionSender —::::::617fffb27858402d9ff9658b8

SUCCESS

, 'policyName":

Quar ant i ne

ll}
TRACE [WsIseClientConnection-1162][[]] cpm.pxgrid.ws.client.WsEndpoint -::::::ef9ad261537846ae906d637d6

command=SEND

,headers=[content-Tength=123, trace-id=ef9ad261537846ae906d637d6dcle597, destination=/topic/com.cisco.i

TRACE [pxgrid-http-pool15]1[[]] cpm.pxgridwebapp.ws.pubsub.StompPubsubEndpoint -::::::ef%9ad261537846ae906
TRACE [pxgrid-http-pool15][[]1] cpm.pxgridwebapp.ws.pubsub.SubscriptionDistributor -::::::ef9%9ad261537846a
TRACE [sub-sender-0][[]] cpm.pxgridwebapp.ws.pubsub.SubscriptionSender -::::::ef9ad261537846ae906d637d6
SUCCESS

, 'policyName":

Quar ant i ne

"}
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