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TACACS+& ISE(ldentity Services Engine) T4
ISE2| 7|7tH|E O|HY! 1 QIE{m|Oo| A0 CHEF IP F4A T4

1. Device admin(C|H}O|A E2])0| & M3tEl ISE PSN = =9| CLI0 2215t show interface
BHES ALE504 AFE 7h58 QIE W 0|AE & IELCY.
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2. SUEt PSN L EQ| CLIGIM CHE B-HE ALE3t01 7|7HH|E Ol 1 CIEH o|A0f IP =48
gEefict

hostnameofise# T

hostnameofise/admin(config)#interface Gigabit Ethernet 1

A H

—

hostnameofise/admin(config-GigabitEthernet-1)# <ip address> <subnet netmask> % IP
BotHise MH|ATFCHA] AIZFE £ &LCH

IP &4 HAES HSSHAIZS L2

H&Ene? [of, ofLe] of



3. 2CHH|Z £851H ISE L= AMH|A T} CEA] A|ZHEILICH ISE MH|A 2| AE|E & 0I15H2{™ show
application status ise @& A&t 0| A TIAFO] et MH[A S| AENT AR SOIX| = QlghL
Ct.

ISE MH|A & el = ol

4. show interface WHEE ALE 5104 Gig1 QE{H 0|A 0| IP FAE & QlIFfLICH
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5. show portsE AF&35104 ISE = =0M ZE 499| HE X QIBFLICEH | inc 49 &7

ISEOIAM ZE 49 5{2 &
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Logging
PRIMARY

Upgrade

Certificates

o] gdst
ISE2| GUI > Administration(Z 2l) > Deployment(T %) > Select the PSN node(PSN ‘= E MEH) 2
0|S 8t CHS Enable Device admin service(C|HIO|A B2 MHH|A & MH3HE MEHEHLICY.
Administration / System
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Licensing
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Deployment
—
D Dedicated MnT (i}
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Permit_all_commands= A& A} admin0ll & & E|H C|HO|A S| 2 E HWHE 5{8FLCH
permit_show_commands= A& X+oi|H| &S E|H show BE B S{S & LICH

1. Work Centers(%f ¥ MIE{) > Device Administration(C|HFO|A #HE]) > Policy Results(Z3%4 41}
) > TACACS Command Sets(TACACS &2 Z/ghZ o|S&tLICH Add(F7HE 22!t
Name PermitAllCommands(O|& PermitAllCommands)Z A& & CHS Permit any
command(Z & EH 5{8) &felgta MEHFLICE Submit(ME)2 2= & Lct.
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D: Parmit any command that s nat listed Dalow U
e
Tra
| Grant Command Arguments

Mo data found

ISEC| B &g Zu|ae ol

2. Work Centers(%fd AlE{) > Device Administration(C|HFO|A & 2]) > Policy Results(Z&2 Z21}) >
TACACS Command Sets(TACACS W& ZlghHZ o|SELICH Add(FE7HE Z2IFLICt Name(O
&)PermitShowCommands & XS5t Add(F7HE =18 Ot 0K 2 2 permit show and
exit(show and exit) BEE T LICL 7|2Mo 2 Q+E H|9 & 42 ZE A7t T ELICH
Submit(M&)2 Z2!gLict
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TACACS+& EBIEH #+d
TACACS+ 215 ! M3t 20{E Q{8 Cisco 10S 2t EH 74

1. 2tE{e| CLIol 22915t 1 2R E{0l M TACACSE FA5t7| QlsH CHS M2 AsstLICH
ASR1001-X(config)#aaa new-model — NADO{| A aaaE & d35tst=E O 28 B

ASR1001-X(config)#aaa session-id common. —NADOIA aaaZ & 43lste Ol 2o s PdL|ct

ASR1001-X(config)#aaa 215 212! 7| 1 & tacacs+ 2Z
ASR1001-X(config)#aaa authorization exec default group tacacs+
ASR1001-X(config)#aaa authorization network list1 group tacacs+
ASR1001-X(config)#tacacs AH] ise1

ASR1001-X(config-server-tacacs)#address ipv4 <TACACS MHQ| IP &4 > . - ISE 2IE{H|0|A
G1IP 2.

ASR1001-X(config-server-tacacs)# 7| XXXXX

ASR1001-X(config)# aaa group server tacacs+ isegroup
ASR1001-X(config-sg-tacacs+)#server O|& ise1
ASR1001-X(config-sg-tacacs+)#ip vrf forwarding Mgmt-intf
ASR1001-X(config-sg-tacacs+)#ip tacacs 2~ A-2IE{H|O|A GigabitEthernet0
ASR1001-X(config-sg-tacacs+)#ip tacacs 2~ A-CIE{H|O|A GigabitEthernet1
ASR1001-X(7*&)#exit

2. B}RE{ TACACS+ HI|ad oM X{&E 8t & show run aaa WY S AF2510{ TACACS+ 71T
dlo|MHg =elghL|Ct.

ASR1001-X#show run aaa

!

aaa 218 212l 7|& 1 & isegroup local
aaa authorization exec 7|2 1 & isegroup

aaa authorization network list1 group isegroup



A+E Xt O|F admin H|ZH

POI'

0 XXXXXXX
!

tacacs AMH ise1

Z 2 ipv4 <TACACS MH{Q| IP FA>

7| XXXXX

!

!

aaa & MH{ tacacs+ isegroup

MH O|& ise1

ip vrf & ZH2]-intf

ip tacacs &4 QIE{H| 0| A GigabitEthernet1
!

!

!
aaa M =&
aaa session-id common

!

TACACS+& A 9% #+M
TACACS+ 215 &l Het 2048 I8t 29X 77

1. A2|%|2| CLIo| 2a2l5t1 ALIX|0MH TACACSE TA45t7| QI8 CHe B2 AMastLICt.
C9200L-48P-4X#TAd t
gt £0i st | Tef|o|M HEE UMFLICH CNTLZE SE&LICH
C9200L-48P-4X(config)#taaa M Z&. — NADO|A aaaE &435t6lE o 2 st HH

C9200L-48P-4X(config)#aaa session-id common. —NADOM|A aaaE & 45t5t= O 2o 8 Haiel
L|Ct.



C9200L-48P-4X(config)#aaa ©!& 212! 7|2 & isegroup local
C9200L-48P-4X(config)#aaa authorization exec default group isegroup
C9200L-48P-4X(config)#aaa authorization network list1 group isegroup
C9200L-48P-4X(config)#tacacs AMH ise1

C9200L-48P-4X(config-server-tacacs)#address ipv4 <TACACS MHE{Q| IP F4> — |SE QIE{H| 0]
AG1TIP =4

C9200L-48P-4X(config-server-tacacs)#key XXXXX
C9200L-48P(config)#aaa group server tacacs+ isegroup
C9200L-48P(config-sg-tacacs+)#server O|& ise1
C9200L-48P-4X(config)#exit

C9200L-48P-4X#twr H| 2 2



7'<I-_—)|_:
].

=
=
—

2. 22| %] TACACS+ ZAI|ag|o|ME HEE & show run aaa BES AFS

N
cloldg =elgfLct.
C9200L-48P#show run aaa
!
aaa 218 2392l 7|& & isegroup local
aaa authorization exec 7|82 1& isegroup
aaa authorization network list1 group isegroup

AL X} O|& admin HIZEHE 0 XXXXX

NAD TACACS+ Z11|12{ 0| M0l M tacacs+&=
ElLct

27T AEOf Wt HEEE &

504 TACACS+ Z1I|1



!

!

tacacs At ise1

F A ipv4 <TACACS MH{O| IP 4>
7| XXXXX

!

!

aaa & AH tacacs+ isegroup
MH{ O|E ise1

!

!

!

aaa M| =&

aaa session-id common

FO|

—_

o

et B0l A =2l

22 E{2| CLIO| A test aaa group tacacsgroupname username password ne
7tHIE ol 1 QIE{H|O|AE AFE 5= ISEO] CHEH TACACS+2| &K 215

CIE2 2tRE L ISEQ| ME S2L|rct.
EFRE{0M ZE 49 2l

ASR1001-X#telnet ISE Gig 1 Q/E{H|O|A IP 49
ISE GIg 1 QIE{HIO|A IP, 49 A= B... ¥7|

ASR1001-X#test aaa group isegroup router XXXX £l

ot

—

ok

OF

=
S



reply-message 0 "2 ="

ISEO| A & Q1524 GUI -> Operations(2f ) -> TACACS live logs(TACACS ZI0|E 2a)0f| 21
218t C}Z, Network Device Details(UIE /3 C|HFO|A MEALY) HEOM EIRE IPE EEHZEL
C}.

[
eps

Overview

I Recoived TACACS+ Authentication START Request

Request Type Auhantication
5045 Evaluating Policy Group ([0 Step latency»2ma)

Status Pass

! . 15008 Ewvaluating Service Selection Policy () Step latency=0ms)
Session Key honey/53052023715 semgn Sueried PIP - Network Access. Device IP Address (T

Step latency=4ms)

Message Text P - Auth = A ithcats

g e assed-Authentication: Authentication succesded 1 Ewaluating Identity Policy ([J Step latency=14ms)
Username router Selected kdentity source sequence - All_User_ID_Stores [

: T Step latency=Gms)

Authentcation Podicy Mew Policy Set 1 »» Default

. Selected identity Source - Internal Users ([J Step
latency=1msa)

' shall_Profil
- Shall_Profile Locking up User In Internal Users IDStome () Step
latancy=0ma)
. Found User in Internal Users IDStore (1) Step
T latency=B0ma)
Authentication Details yamge TACACS+ will use the passwornd prompt from global
77 TACACS+ configuration (1 Step lstency=1ms)
Generated Time 2025-03-06 05:52:51.374000 +00:00 am-e REtumed TACACS+ Authentication Reply ([ Step
" latency=0ms)
Logged Time 2025-03-06 05:52:51.374
urq g FECEIVED TACACS Authentication CONTINUE Request |
Epoch Time (sec 1741240371 "~ [ Step latency=3ms)
1 Evaluating Identity Policy ([J Step latency=3ms]
SE Node honey
Selected idantity source sequence - All_User_ID_Stores (
Wessage Text Passad-Authentication: Authentication succeeded o 1 Step latency=fms)
Salected danlity Sourca - Imernal Users [[J Step
tlure Reas latancy= 1ms)
=P i o LOOKING up User In Internal Users IDSwone () Siep
" latency=0ms)
foot Cause -y Found User in Internal Users I0Store ([ Step
T atency=11ms)
Username router
22037 Authentication Passed ([ Step latency=1ms)
Network Device Name RouterTest & Evaluating Authorization Policy ([J Step latency=2ms)
Natwork Device IR L = ] samye REtumed TACACS+ Authentication Reply ([J Step
Iatancy=11ma)

IPSECHIS IPSEC DévicaliNG LocationAll Locations, Divice

Héturcrk Dindca Group TypaHAll Device Types
Device Type Devies TypelAll Device Types
Location Location#All Locations
Device Pori

ISES| TACACS 2I0|E 21 - 2t = ¢l

FO|

A Qx| &el

_tok

A Q| x| 2] CLIMIA test aaa group tacacsgroupname username password newn B A& 35109 7|
7HHIE o4l 1 QIE{H|O|AE AFS3EHE ISEO] CHEH TACACS+2| Q152 & olstL|ct.

CH=2 2 switch & ISEL| MZE E24Q]L|C}.

AL x|0M EE 49 EOI-



C9200L-48P# EIL! ISE Gig1 QIE{H|0|A IP 49
ISE Gig1 QIE{H|O|A IP, 49 AT F... &7|

C9200L-48P#test aaa group isegroup switch XXXX new

AEXt O|F 0 "switch"
reply-message 0 "t 5"

ISEOI M & 2152424 GUI -> Operations(ZH ) -> TACACS live logs(TACACS 20|12 23)0| 21
QI8 CH2, Network Device Details(LIE 3 C|HO|A ME ME) ZE oM AR IPE ZE{ZIE
L|Ct.

Cisco ISE

Steps
Overview €

. 13013 Raeceived TACACS+ Authantication START Request
Requast Type

15049 Evaluating Policy Group () Step latency=8ma)

Stat Pass — + .
Status ! G008 Evaluating Service Selection Policy () Step latency=0ms)
SeEEion Koy honey/530620237/11 5048 Queriad PIP - Network Access Device 1P Addrazs ([J
T Step latency=11ms)
Meszage Text Passed-Authentication: Authentication succeeded 15041 Evaluating Identity Policy (g Step latancy=8ms)
Usermame switch 23072 Selected identity source sequence - All_User_ID_Stores |
2207
) Step latency=17ms)
uthentication Policy New Policy Set 2 »> Default

Salected ldentity Source - Intemal Users I:u Step

latency=1ms)
&lected Authorization V!

el _Profil
rafila Sheil_Prcfile 4210 Looking up User in Imernal Users IDStore () Steo
2421¢
latency=1ms)
2a317 Found User in Intemal Users IDStore ([ Step
243
larency=63ms)
Authentication Details 1apas VACACSe will use the password prompt from global
SUL0 .
TACACS+ configuration ([J Step latency=0ms}
Generated Tima 2025-03-06 04:10:15.551000 «00:00 e BB TACACS+ Authentication Reply (3 Step
U120
latency=1ms)
Logged Time 2025-03-06 04:10;15.551
3014 Beceived TACACS. Authentication CONTINUE Request |
Epoch Time (sec) 1741234218 ) [ Step latency=Tms)
15041 Evaluating Identity Policy ([ Step latancy=6ms)
SE Mode neney
a Saelected identity source sequence - All_User_ID_Stores |
22072 1
Message Text sod-Authentication: Authantication succeeded T Step latency=22ms)
30 Salected Identity Source - Internal Users ([J Step
Bl ' latency=1ms)
Resolution 24710 -0OKING up User in Internal Users IDStore (19 Step
latency=36ms)
oot Cause 4 Found Usar in Internal Users IDStore | [ Step
- e latency= 16ms)
Usemame switch

22037 Authentication Passed ([J Step latency=0ms)

Matwork Device Name Switch 15036 Evaluating Authorization Policy ([ Step latency=1ms)

Motwerk Davica IP R — 13015 Rewrmned TACACS+ Authentication Reply ([J Step

Iatency=36ms)

IPSECH|s IPSEC DevicedNo,Location#All Locations, Device

Network D 3rouUps

" . Typoiall Device Types
Davica Type Device TyperAll Davice Types
Location Location#All Locations

Davica Port

ISES| TACACS 20|22 21 - AR|%| =l
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Ol MMof A= TACACS+ Q1B T} HEt5tod Y7dEls T 7hx| Uea{ol Exfol CHsh ABErLICH

AILFE|2 1: TACACS+ 215 0] "2 F: 13017 Network Device or AAA Client0i A TACACS+ mZ!2
grof&LICH"

O| AlLtEI2= WESRT CIHIOIATFISEMM HIER A SBIAAZ FILE|X| oF S Ml e & LICEH Of
AJBIAFIM 2 & Q50| ALx|E ISEQ HIEY T 2lAA0 FIHE|XR| ot&LCt.

AR AN

Work Centers / Device Administration

Click hare ta do walality sstup [0 nol s=ow this again

l Bookmarks Cverview Idantities Usar Idc‘ml"y Olllllps Ext Id Sources Network Resources PI‘IIIEY Elaments Device Admin I"DIIE]' Eots Ry
L Dashboard Matwark Dwscas
[ — Network Devices

! Ceetaxt Vislbility
Semcros 0 Tomk 0

4. Operations -

Mame - 1P Mask Profike Name Loethan Type Description

2 Imteractive Help

ZA 2 AlLt2IR - HESIF ClHHo|ATHISEN F7HE|X| &t & LICH

OlMl AQIZ/HIESIT ClHO|AMM Q2152 HAESH mfZ/o| oA CHZ ISEX| TEFefL|ch 12
LI "@F: 13017 A3 40} ZH0| " Received TACACS+ packet from unknown Network Device or
AAA Cnent(of = Qe UES|3A ClHIO|A &= AAA 2Et0|1E M TACACS+ THZ! = 4)"E AEH
ot

) [er—
Avnontican

vyy PECHREY TAGACS: puzker from unenoem Mawors Dosice
¥ ama, e

TACACS 2l0|2 21 - IE Q|3 C|H}o|A 7} ISEO =7}E| K| ot A Alm).

HIE ST ClHtO|A (AR &2

Switch#test aaa group isegroup switch XXXXXX new(A | X[#EIA E aaa & isegroup 22 &| XXXXXX 4171
AR 75



SHZA%RH- AQ|%|/EF2E)/HE ST C|HFO|A T} ISES| HIES|T C|HIO|A R F7ME|Q=X| & QI5tL|C}

.C|HIO|A 7} FI7IE|IX| ot R ISEL| HIEQ|3 C|HIO|A 2£0] HEQT C|HIO|ASE FIHENL
Ct.

AlLEE|2 2; ISEE ofF HME Q10| TACACS+ IS Atso 2 ArX|gfLCt.

O| AlLt2|2 = ISE0|M Device Administration Service7t HI& 3HE M S 4FHLIC} O] AlLtE|20]
MISE= mZlg At A|et ISEQ| HIESIT 2|AA0 FIHE HIERIT ClHtO|ANM 21F 0| AlZHE

A= T

G2t 2tole 274 EAIE| K| et&Lct.

O| AT EIXFM E0oiF = ZR{H, ISE0I A Device Administration(C|HHO|A EHE2[)O| HIE HSHEL
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[ amark Depioyment  Licensing  Certi icates  Logging "

XP Sare

AlLIE|R: ClHFO|A B 2|7t ISEN|A ZASHE|X| f &L Tt

ME2X7F HE ST CIHIO|AOAM €152 AlXtslH ISEE= Elo|e 20] MY 9o mZIS RI=
2 MX|5t1 ISEE TACACS 215 ZZMAE 2t25t7| Qe WERZ ClHo|AMM EiH Syn JLH
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N wcp.stream eg 0 E -

Source | Lt ol Infey
= e i 66 47384 = 49 [5YM] Seq=R Wine65535 Lene@ M35=1388 SACK_PER

pticn List (EOL)

‘Opsraticns / TACACS

TACACS 2tolE 21 QIS - ISE0| A =2l

L E {3 CIHFOIA(ALIR])0A = el

AQR S

Switch#test aaa group isegroup switch XXXX new(& Q| XHEIAE asa & isegroup A& XXXX &17F)
AR HEE

AR|X| HE

*3%) 14 13:54:28.144: T+: HHZ 192(0xC0), & 1, AIBHA 1, &¥53511,5C0

*32 142 13:54:28.144: T+: session_id 10158877(0x9B031D), dlen 14(0XE)

*32 142 13:54:28.144: T+: type AUTHEN/START, priv_Ivl:15 action:LOGIN ascii

*39 142 13:54:28.144: T+: svc:LOGIN user_len:6 port_len:0 (0x0) raaddr_len:0 (0x0) data_len:0
*3% 142 13:54:28.144: T+ A XL AR

*3% 14 13:54:28.144: T+ LE:

*32 14 13:54:28.144: T+: rem_addr:

*3% 14 13:54:28.144: T+: CIO|E]:

*38 142 13:54:28.144: T+ T2 B =
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https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/terminal-access-controller-access-control-system-tacacs-/200467-Troubleshoot-TACACS-Authentication-Issue.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/new_and_changed_info.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_tacacs/configuration/xe-16/sec-usr-tacacs-xe-16-book/sec-vrf-tacas-svrs.html#GUID-7272A81C-0F82-4412-AB58-F20618A68259
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