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1. CLIOIM 7 7ts &t HostKey | Hostkey & T 2|&
2. ecdsa-sha2-nistp256 L ed ZAE 7| X| &
3. 2ot SSH HZE /%t hmac-sha2-256 & hmac-sha2-512 k|

CL| &g

MHIA ssh BAE 7| ST 2|1E
MH|A sshd ZAE 7|

MH|A sshd BAE 7| LD E|E
MH|A sshd mac & 1 E2|&

TN 758 SSH HostKey & T 2|&
OIE MH S48 2I8t SSH HostKey €1 2|& 74
H=: asc-ise33p4/admin(config)# service ssh host-key-algorithm ?

7t 2=

orr
rot

ecdsa-sha2-nistp256 ecdsa-sha2-nistp256 algo 4
rsa-sha2-256 rsa-sha2-256 algo 7
rsa-sha2-512 rsa-sha2-512 algo 74

ssh-rsa ssh-rsa algo 71
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B asc-ise33p4/admin(config)# service sshd host-key ?

7t 2=

or
rot

host-ecdsa-256 ssh host ecdsa 256 7| 7+
host-ed25519 ssh host ed25519 7| £

host-rsa ssh 3AE rsa 7| #+Ad

SSH M 215 & ?[8t SSHD ZAE 7| ¢ nE|&S FIFLICHL



HZ: asc-ise33p4/admin(config)#service sshd host-key-algorithm ?

7t 2t

or
rot

ecdsa-sha2-nistp256 ecdsa-sha2-nistp256 algo 43
rsa-sha2-256 rsa-sha2-256 algo 7+
rsa-sha2-512 rsa-sha2-512 algo 7+
ssh-ed25519 ssh-ed25519 algo 4
SSH MH 2152 <51 SSHD MAC €1 E2|&2 T/ 8gLict.
B asc-ise33p4/admin(config)#service sshd mac-algorithm ?
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or
rot

hmac-sha1 hmac-sha1 algo 744

hmac-sha1-etm-openssh.com hmac-sha1-etm-openssh.com algo %3
hmac-sha2-256 hmac-sha2-256 algo Tt 44

hmac-sha2-256-etm-openssh.com hmac-sha2-256-etm@openssh.com algo +%3
hmac-sha2-512 hmac-sha2-512 algo #%3

hmac-sha2-512-etm-openssh.com hmac-sha2-512-etm@openssh.com algo +%3



SSH:
isepri33/admin(config)#service ssh host-key-algorithm ecdsa-sha2-nistp256

isepri33/admin#show running-config service ssh
MH|A ssh host-key-algorithm ecdsa-sha2-nistp256

SSHD:

isepri33/admin(config)#service sshd EAE 7| ¢ 11 2|& ecdsa-sha2-nistp256



isepri33/admin#show running-config service sshd

MHI|A sshd &3}

MH|A sshd & 23t & 11 2|& aes128-ctr aes128-gcm-openssh.com aes256-ctr aes256-gcm-
openssh.com chacha20-poly1305-openssh.com

MHI|A sshd ZAE 7| &1 2|&F ecdsa-sha2-nistp256

MHI|A sshd mac-algorithm hmac-sha1 hmac-sha2-256 hmac-sha2-512

service sshd host-key host-rsa

2 X272k

isepri33/admin#show logging system confd/confd.log

2025-03-18 08:35:25,241 ['H &] service_conf.py update_host_key_algorithms 2+t21:575 H[0| E
EISSH ZAE 7| dTE&E HB

2025-03-18 08:35:39,056 ['& £] service_conf.py update_host_key_algorithms 2+t21:567 S AE 7|
ot 1 2|&: ecdsa-sha2-nistp256

2025-03-18 08:35:39,260 [ E] service_conf.py restart_sshd line:259 sshdE &% Z CIA| Al
stgteLch

AAEH

et 1 2|&: ecdsa-sha2-nistp256

2025-03-18 08:48:20,396 [ 2] service_conf.py restart_sshd line:259 sshd& 83O Z CIA| Al
&Lt

2025-03-18 08:48:20,400 ['E £] service_conf.py update_host_key_algorithms 2t21:575 SSH 4
E 7| ¢10EE §3Ho R HO|o|E

2025-03-18 08:49:00,442 'S E] service_conf.py update_host_key_algorithms 2+t21:567 A E 7|
ot 71 2|&: ecdsa-sha2-nistp256

2025-03-18 08:49:00,672 [ E] service_conf.py restart_sshd line:259 sshdE& M3 MO Z CIA| A
g Lct.

2025-03-18 08:49:00,674 ['S £] service_conf.py update_host_key_algorithms 2t21:575 SSH 4
E 7| ¢0EE 3o E YOo|E
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* rsa-sha2-512
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rsa-sha2-256
rsa-sha2-512
ssh-rsa
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