ISE 3.3 EHEHFE 2F "SNS 37xx MH|A Z 7|

O] EMoiME ISE 3.3 0|4 T TPM(Trusted Platform Module)2| 52 430 CHaH AEErL|CH.
A =

Cisco ISE(ldentity Service Engine)0l CH8t 7|8 X|Al0| QIo{oF B LICt.

HiE HE
TPM(Trusted Platform Module)2 Z31&(AMH)E /&5 5t= Ol AFS El= OtE|HMEE OHTSHH K&
g = e AFE (00| R HEE ) LICH

O|2{%t ofE[HE = H|YHS, QIEM = &5
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2 HdE fXlete O =&0| &l EUE FEU

|Ct.
ZE B30 2t otet AFEE FrisiodH QUS(EHEO| AMEE = 1 2ot HHE Tt
X idse UBEsie Z2MA) U SF(EHEO| MEIE = A0 Hot FME x| AAZ S &
85 P" O =20| E)0| 2R Lct MA| E AL2Xl= Mol CHet FE 7[H2 M| A0f CHe &
22 A3 gLct.
3.3 0|0 M= ISE MHIAE Z=7|8t5t7| @8l TPM 2&0| EErLCt.
ISE TPM Z2{| 3= F 7tX| MH|A, & Key Manager, TPM Manager2 ‘gl L|Ct.
7| 2t2|At
KeyManager 59| A|[AEI2 L E9| 7|21 HIHE ME|ste 7|2 74 RALICH 047(0= 7| M4,
7| Sig =3t 7| Sel/= A, 7(of CHel HMA &S So| ZEELICH

7| ZelRt= X2l  ZE HIZof CiEt =& o|§E=z !X &el&fLich

-

ot /7|= 7| 2te|XHof



olall ClAT O KA E|X| St&LICH ZEMA S0 EEAES HL2 TPM ZZ|XHE =5l TPMOA
HAME|H Hl2e =2 HA HIZ 2ol ol Qd&Lch.

TPM ZtE2[X}

TPM ZEIRHS TPM %718, HIL SQU2 QI siAl = 225/ 3 a5, bW 4% Hotg FMeret
LICh. TPM ZEIRHE ClA 200 HIZ/7|8 XIS K| SLich Clazol 72t 2 8 K slo st 2
712 = TPML| 7|2 5 3tE|0] S StEl FAleZ XEEILICH TPM #E|XH= OIF, I, ALS
A Sol miel BE 72 s 8 22 Thdol HEELIC
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Ol EMel HE= OIS AZEQ0o] A st=f0{ HEE 7Igte = gLt
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Ol EMe| HE= 5 & g &2l CIHIO|AE EOIZ A HE|RI&LICH O EA{0l| AHEE 2 E Clut
OlAE Z7|EHE(7|2) dulaco|lMez AFERELICH X HELZI &S 2 49 2E
BEo| HAXMQ B S 0|2l SXIStA|IZ| HHE LICH

37xx Hxtof ISE3.38 d3Mez MRl =7 HESZ A3 oM & MH[ATF 7|8
x| et&LCt.

ol -'-Xﬂ'_ 3.3FCSE Mx|& M MM22 SNS 37xx0MH & E &= U2, CHE HAIM 3.3 12
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3.3 HH™ O[O0l TPM EES AS S22 SNSO|M TPM 2 ES EASt6HofF &fLICH HIEMetEl 3
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show logging system ade/ADE.log
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22 20l "TPM R E0| M35t T| x| kot&LCH”

CIMC Compute(CIMC

J\ ol T2 i
[=3
Platform Module State-Disabled(&2[& & Q= Z2H
M, | | BIOS
AR BIOS  Remote Management Power Policies PID Catalog
Inventory
Sensors R ———
Configure BIOS Configure Boot Order Configure BIOS Profile
O LA (e Vo Server Management Security Processor Memory
Faults and Logs
Mote: Detault vakues are shown in bold
Compute Reboot Host Immediately
K E Trusted Platform Module State:  Disabled L4 [
Je
SHAZ256 PCR Bank: = Enabled -
» TPM Minimal Physical Presence: [ G
Power ON Password Disabled b
Admi L Multikey Total Memory Encryption (MK-TME): | Disabled v
SGX Factory Reset: = Disabied -
SGX QoS:  Enablod v
SGX Write Enable: = Enabled v
SProcessor Epoch 0: | O (7]
TPMO| HIE d3t =& LICH
|=N—Ne) | SH 2
CHE 22| Mu[A7F A-x|T K| ef &Lt

admin#show application status ise

ISE ZE2XM|A O|F &Ef ZE2AMAID

CllO|E{H| O] & E|A L0 A 379643 Al
1757 ZEMAE M™5H= OlO|E{H| O|A MHH

2 x2 72 M7k AlSiE|T QK| k& LC}.

ISH
(=]

2] C|O|E{H| 0| A7

z=Zof

||:|Jé>| of| K|

- -

o

ISE
AD FHE{7t =T
M&T A4 CO|E{H[O] AT} MR

M&T 21 TZMM7} A-E| D UK| A=

215 7|k MH[ATF A-E|T UX| &Lt
EST MH[A7F A=E[1 x| o5

ZF#&)>BIOS > Configure BIOS(BIOS T‘d) > Security(2
E'= A}'EH |:||2|'

Persistant Memory

Secure Boot Cedificate Management

PowerPerformance

Security Device Support:  Enabled

oh) > Trusted
331E) 0l M

5§HA-1 PCR Bank: | Enabled

TPM Pending Operation:  Mone

Intel Trusted Execution Technology Support:

Total Memory Encryption (TME): = Disabled

5W Guard Extenslons {SGX):
SGX Phy info In-Band Access:

Select Owner EPOCH input type:  Manual User [

SGX Aute MP Reglstration Agent:  [isabled



SXP ATl MH|A ALS OF &

TC-NAC MH|A ALE o &

PassivelD WMI MHIAE AL E £ gi&LICH
PassivelD Syslog AMH|A AE OF &
PassivelD APl A{H|A& AHE o B

PassivelD 0| O|TE MH|A ALE oF &
PassivelD AIEZQIE MH|A AL OF &
PassivelD SPAN MH|A ALE ©F &

DHCP AME(dhcpd) AFHE ©F &

DNS MH{(BHEE) AFS o &

ISE HIAIE MHIATH A-E|T UX| S

o
m
>
T
X
o
Im
i)
S
o
o
o
==
=)

>
X
>
N
>
0%
m

ISE API HO|ES0| MH|AT} A™E|T UAX| S
ISE pxGrid Direct MH|A 7} A™AE|T JUX| 4S

MIZTHE 0|4 T2 MH|A AL

oto
By

REST 215 AMH|A ALE ©F

oo

SSE 7{4lE AFS of &

Hermes(pxGrid Cloud Agent) H|E 433}
McTrust(Meraki 5718t MH|2) A2 OF &
ISE L E AAZE7t H-H|X| b S

ISE Prometheus MH|A 7} AR E|T UX| bR

5o
0jo

ISE Grafana MH|A 7} ARE|T Q1K

ISE MNT LogAnalytics Elasticsearch7t A& Z|X| oL

ISE Logstash AMH|A7} AT QK| oF 2
ISE Kibana Service7} A8 E|X| ot

ISE L|O|E|E2 IPSec MH[ATI A= K| &

Ojo

MFC Z2m {7t A™E|T UK fS

T UX|

OF A
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LICH.



TPM2ManagerServer7t Z7|3HE|X| et S SH T = 4000| EAIE|H TPM MEIAE #4356t
T L EE CtA| o|o| & gLt

ADE.log:

2025-01-06T08:37:01.164816+00:00 Ihrhblise XM'&[1411]: | 2025-01-06 08:37:01,164 | HE&E | 1411
| MainThread | tpm2_manager_server.py:133 | api: &E{ &
2025-01-06T08:37:01.166050+00:00 Ihrhblise A'&[1411]: | 2025-01-06 08:37:01,166 | 25 | 1411
| MainThread | utils.py:26 | TPM2ManagerServer7t Z 7|8t | X| Lt & LICEH |
2025-01-06T08:37:01.166179+00:00 Ihrhblise X'=2[1411]: | 2025-01-06 08:37:01,166 | B | 1411
| MainThread | web_log.py:206 | [06/Jan/2025:08:37:01 +000] "POST /api/system/v1/tpm2-
manager/unseal HTTP/1.1" 400 215 "-" "python-requests/2.20.0" |
2025-01-06T08:37:21.670490+00:00 A0H | 2025-01-06 08:37:21,670 | & | 372321 |
MainThread | key_manager_server.py:87 | KeyManagerServer MHIAE Z7|8l5tE S EHA| 7
Cto AL, O] Y2 AlZHO| ZE = U&LICH)

2025-01-06T08:37:21.672808+00:00 A0OH | 2025-01-06 08:37:21,672 | 2 F | 372321 |
MainThread | key_manager_server.py:116 | KeyManagerServer MH|AE X 7|3t £ gi&LICH
TPM2ManagerServer7t Z= 7|8t E|X| U4 &LICEH |

M YH: TPM ZES 4386t = o|0|X| A MHE & ErLICH.
R / Compule [ BIOS Refresh | Host Fower | Launch viUN | Pig | GG

0s Remote Management Power Policies FID Cataleg Persistent Memory

m

Reboot Host Immediately

Trusted Platform Module State: Enabled v Security Dev. Support: | Enabled v
SHAZ256 PCR Bank: | Enabled - SHA-1 PCR Bank: | Enabled v
TPM Minimal Physical Presence: | Dizahied v TPM Pending Operation: | None v
Power ON Password: | Disabled - Intel Trusted Execution Technology Support: | Disabled v
.<_J|'ll key Total Memory Encryption (MK-TME): | Disabled - Total Memory Encryption (TME): | Disabied v
SGX Factory Reset Disabiad - SW Guard Extensions (SGX): | Disabled v
SGX QoS: | Enabled v 5GX Pkg info in-Band Access: | Disabled -
SGX Write Enable: | Enabled - Select Owner EPOCH input type: | Manual User Defined Owner EPOC  w
SProcessor Epoch 0: | 0 £} SGX Auto MP Registration Agent: | Disabled v
SGX PUBKEY HASHO: | 0 &) SProcessor Epoch 1
SGX PUEKEY HASHZ 0 7. SGX PUBKEY HA SH1
LIMIT CPU PA to 46 Bits: | Enabled - SGX PUBKEY HA SH3
DMA Control Opt-in Flag Disabled -

TPMO| & M35t & LIt
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£ 2ot AL #HEE sdsts T2 ISENM ol 7[R
£ O|0|X|E ChA[ 2fdsfiof ZLict.

Abe| @47 2

ZE 2l TPM FHAIZ QI8 TPM &4 AAMM| Muigi&L|ct.

BIOSOH|A TPM A2 &MU KIEH ADE.logoi| M &= 2 X7t gh g LCt.
ADE.log:

2024-09-12T16:01:58.063806+05:30 GRP-ACH-ISE-PAN X{'2[1404]: | 2024-09-12 16:01:58,063 |
ME | 1404 | MainThread |tpm2_manager_server.py:133 | api: ¥El{f &

2024-09-12T16:01:58.063933+05:30 GRP-ACH-ISE-PAN X{'Z[1404]: | 2024-09-12 16:01:58,063 |
ME  |1404 | MainThread | web_log.py:206 | [12/Sep/2024:10:31:58 +000] "GET
/api/system/v1/tpm2-manager/health HTTP/1.1" 200 158 "-" "python-requests/2.20.0" |



2024-09-12T16:01:58.064968+05:30 GRP-ACH-ISE-PAN X{'=[1404]: | 2024-09-12 16:01:58,064 |
ME | 1404 | MainThread | tpm2_manager_server.py:184 | api: init 2 & |

2024-09-12T16:01:58.068413+05:30 GRP-ACH-ISE-PAN X{'2[1404]: | 2024-09-12 16:01:58,068 |
ME | 1404 | MainThread | tpm2_proxy.py:79 | & Al&l: tpm2_X|R 7] |

2024-09-12T16:01:58.075085+05:30 GRP-ACH-ISE-PAN X{'2[1404]: | 2024-09-12 16:01:58,074 |
QF |1404 | MainThread | tpm2_proxy.py:85 | CHS S Z 215 tpm2_clear® A#E =+ i3
tpm:warn(2.0): TPMO| DA &2 20l /222 DA £ CH4 JHA|of CHEt #8t 2od7| 34xY 518
E[X] et&LCH|

2024-09-12T16:01:58.075194+05:30 GRP-ACH-ISE-PAN K& [1404] | 2024-09-12 16:01:58,075 |
2F | 1404 | MainThread | tpm2_manager_server.py:249 | 2F: tpm:warn(2.0): TPMO| DA &2
2ol o= 2 DA EE 4 JHA|of CHEt HE o047t TRY oiREIXI ei&LICt]

x| BHEOIM KVM 2&01M 2R 8 IR LIC

ISE CIIO|E{H|O|A E2EHIXE FESH= 5.

ISE CIIO[E{HIO|A& Z2MHAE AZHSHE B...

AB|E "min" com.cisco.cpm.exceptions0| 0 2|7} & LICH. TPMException: 00| Ol Bt g I = [f
=0 TPM A3 BEE M™SHX| ZF&LICE )

at com.cisco.cpm.auth.encryptor.crypt. TPPUL11.getResult(TPMULtil.java:53

com.cisco.cpm.auth.encryptor.crypt. TPMUL11.encrypt(TPER11.java:38),
com.cisco.cpm.auth.encryptor.crypt. KEKGenerator.returnkey(KEKGenerator.java:36)

com.cisco.cpm.auth.encryptor.crypt. KEKGenerator.main(KEKGenerator.java:77) 0| A
java.lang.lllegalArgumentException: Bl 7|

ol

javax.crypto.specOi| & LICt. SecretKeySpec.<init>(SecretKeySpec.
Java:96)(com.cisco.cpm.auth.encryptor.crypt.Crypt.<init>(Crypt.java:73))

com.cisco.cpm.auth.encryptor.crypt.DefaultCryptEncryptor & £ 3} (DefaultCryptEncryptar.java:81)

com.cisco.cpm.auth.encryptor®i| & L|C}H PassudHelper.ma €/23(PasssalHelper.java:46)

oio|E{HIo|A Z=7|8t ChSof CHZ 0| LIEHE &= U &LICH.

STF E:

HHHH R R R R R R R
7: CllolE{H|ol& 7|3 Almi!

= HZ2E HEYXT QEH0|A ZHI|2d0|M EEE 0{ZEI0|HA EE VM| ElAA BEEo = 2l
dr Mk 2~ Ql&LICH EXME s|Z25tD O] CLIE Al&Stod TIO|E{HIO|AE CHA| x7|§+3+ Al


https://PassudHelper.ma

'O E 2|70l MHH-T o ise’

HEHHH BB IR I B

S &'y TPM Z=0| 74 Q= B TPM FHAIE ™ stE =& 0| ELCh.

ghsk CHAl:
vKVMZ A™5H HEHE AR EI5HoF & LIt
Cisco 217} L}EFL}H

« F2 7|18 S$ELICHBIOS HI+).
« TPM K| 7|

- M F7

el yKVM KVMConsole ~ SNS3755K9  WMP2809001W
Console

File

Esc|F1|r2|F3|ra|F5|F6|F7 | F8 |Fo|F10|F11|F12| Num

View T

1/2|3(4|5|6|7|8|9|0|-|=]|Bksp Home | A

Macros Tab |q|w|e|r|t i []|] |

Pgbn | Scrll Lk

#

____oma

PgUp
> Ps/Brk

Tools shift ) v |- | 7| shife

ctrl | win | ATt | A1t | cer |
Power 1 |
Boot Device

Virtual Media

Chat

Enter | Prnt Scrn

SEC 'ty Dev. Suppo
Active PCR banks
Available PCR banks

SHA-1 PCR Bank
SHAZSE PCR Bank

Schedule an Operatlon
for the Security
Device, NOTE: Your
Computer will reboot
during restart in order

F3: Optimized Defaults
Fi0; Save & Reset Sustem
ESC: Exit

K/Mi Scroll help UP/DOHN
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