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OpenAPl over 443

GET /fapifvi

Client ISE
EEZ=ZX|
ISEQ| ZHI| 1 2{[0]M
1EtA. OpenAPI B E|At HEE F7HEFLCH

AP| ZEZ|XtE F7t5t2{™H Administration(E 2l) > System(A|AE]) > Admin Access(Z2|AF HAM|A)
> Administrators(& 2|X}) > Admin Users(Z 2|X} AF2 X} > Add(F7HZE oS &hLCt.

= ulab ldentity Services Engine Administration / System

Pl Bookmarks Deployment  Licensing  Certificates  Logging  Maintenance  Upgrade  Health Checks  Backup & Restore | Admin Access |  Settings

Authorization

O Status Name Descrigtion First Name LastMame Email Address Admin Groups

AP| ZH2| Xt
2EH7A|. ISEOI A OpenAPIE & A35}tEhLCt.

Open API= ISE0|AM Z[2Xo 2 H|E M3t E[o] J&LICH & A3 stE{T Administration(22l) >
System(A|AE) > Settings(Ad %) > API Settings(API 447) > API Service Settings(API AH|A A
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URL https://<ISE-PAN-IP>/api/v1/policy/device-
admin/policy-set
ECR-L- OpenAPI # & X4 5 AL ELICH
Sicy £2F . application/json
Content-Type : application/json

setect etrion

Cisco ISE API - Policy ®2¢

5o

ervers
| Nbtps 110,106,233 92:44240 « Inferred Url |

device-admin-api-controller mne sevce.aomn as i
network-access-api-controller me retwonacess & ~
Device Administration - Command Sets hd
Device Administration - Conditions ~
Device Administration - Dictionary Attributes List b
Device Administration - Identity Stores v
Device Administration - Network Conditions v
Device Administration - Policy Sets I ~

].fapi.'vla'wli:y.faw“o-au-n:n.fwhry-NRI:: Jice Adin - List of policy sets A @

API URI

3EtAl Python ZE9| of ILICt LIS S Atstod E0{g&LICt ISE IP, AHE X} Of
E WAEL|ct A¥E python TFUZ K{EEHLICH.

i
o
o
o
T
Foh

=

ISE2} python ZE XS Al QI C|HIO|A 7to| XS 8t HAAS HEMSHLICH
<#root>
from requests.auth import HTTPBasicAuth
import requests
requests.packages.urllib3.disable_warnings()
if _name__=="__main_

url ="
https://10. 106. 33. 92/ api / vl/ pol i cy/ devi ce-adm n/ pol i cy-set

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}



basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"

)
response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")
print(response.status_code)
print("Expected Outputs:')
print(response.json())
Ol= ofl &y &=49| of| LCt,

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'default”: True, 'id': '41ed8579-429b-42a8-879e-61861ch82bbf', ‘name’: 'Default’, ‘descr

i 7tx27|
https://<ISE-PAN-IP>/api/v1/policy/device-

URL admin/policy-set/<ID-Of-Policy-
Set>/authentication

INRE =L OpenAPI| HH At4 ZHE AFSELCH

sl <5 : application/json

Content-Type : application/json

20t QI A HEE HAsHE Ol AHSElE URLS BaLICH



Select a definition

Cisco ISE API - Policy @

Sarvers
l NEEST10.108.33.92:44240 - Infered Url I

device-admin-api-controller e cece-acmin A7 Iy
network-access-api-controller e retomaccess 4 b
Device Administration - Command Sets b
Device Administration - Conditions v
Device Administration - Dictionary Attributes List ~
Device Administration - identity Stores e
Device Administration - Network Conditions hd
Device Administration - Policy Sets hd
Device Administration - Authorization Global Exception Rules v
|Devlce Administration - Authentication Rules | ~
I.".!pi.-‘vlj’pali.ey.fdavlern:SninFPGIIEyl1=!f{nuli!y'ld],l’su!hrne'_e:!isnI',' vice Admin - Get authentication rules A~ B

API URI
3EHA|. Python ZE9| of ILICt LHE S SAtstod E0{d&LICH ISE IP, AtEXt Ol 2 HIZHS
E wx|gLIct A™E python TtUZE KT EFLICH

ISEQ} python ZE Of|M|E A&l SOl C|Hlo|A 7to| 56t odAg HA L.

<#froot>

from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / vl/ policy/ devi ce-adm n/ policy-set/41ed8579- 429b- 42a8- 879e-61861cb82bbf/ aut hent i

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admi n", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:™)



print(response.json())

21 IDE Device Admin(C|HFO|A 2HE]) - List Of Policy Sets(&2H &g S =2) 9| 3EHAHof

M APl £240i| M 7} K4S LICE. 04 & S04 41ed8579-429b-42a8-879e-61861cb82bbf=
TACACS 7|82 ™& Zlgrel|ct.

Ol ol¢ £32| of| Lct.

Return Code: 200 Expected Outputs: {'version: '1.0.0', 'response’: [{'rul€’: {'default’: True, 'id": '73461597-0133-45ce-b4cb-6511ce56f262', 'name': 'Default

x| Zelxt - HE Fo{ 7#E T 7
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1Bt API &0 28t HEQlL|C},

e 7t =271
https://<ISE-PAN-IP>/api/v1/policy/device-
URL admin/policy-set/<ID-Of-Policy-
Set>/authorization
X2H 5H OpenAPI AH Rt ZEE AFSELICH
e 22 . application/json
Content-Type : application/json

2B HEh Fof & HEE AMste O AE == URLE & &LICH

Cisco ISE API - Policy @

servers
| RHpsT0.1 06,33, 82:44240 = Inferred Url w |

device-admin-api-controller m: devcesime s W
network-access-api-controller meneworkaccess a5 W
Device Administration - Command Sets A
Device Administration - Conditions hd
Device Administration - Dictionary Attributes List 2
Device Administration - Identity Stores i
Device Administration - Network Conditions hd
Device Administration - Policy Sets 4
Device Administration - Authorization Global Exception Rules W
Device Administration - Authentication Rules A
lDevice Administration - Authorization Rules I &
I.-’apx,.-'n,-'po'.uy.fdeuce-ad-m,-'pmxc,-sut,.'{puixcy;d},‘aumoru:t,onl:‘-.. i Adeini - Gl Iethaiizatian b A @
At
API URI
3':F74I Python ZE2| of 2LIC} LIS S JAtstod 2oigd&LICt ISE IP, AHEX} 0| Z HILHE

WAELICH AEE python THUE KEELICE.

ISE2t python ZE X[ E A=~ QI C|Hto|A Zho| &8t dAdE EFELICH

<#root>

from requests.auth import HTTPBasicAuth import requests requests.packages.urllib3.disable warnings() if _name__ =="_main_ ": url =
https://10. 106. 33. 92/ api / vl/ policy/ devi ce-admi n/ pol i cy-set/41ed8579- 429b- 42a8- 879e- 61861ch82bbf / aut hori 2
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(



"Api Admi n", "Adm nl23"

) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")

£t 1: IDE Device Admin(C|HFO|A E2]) - List Of Policy Sets(&2 &g =5)2| 3EHA|of

M APl £230{ M 7t XS LICt. 0| E S04 41ed8579-429b-42a8-879e-61861cb82bbf=
TACACS 7|2 & ZElgreluct.

Ol= oile &349| oi| L.

Return Code:
200

Expected Outputs:
{'version": '1.0.0', 'response’: [{'rule": {'default’: True, 'id": '39d9f546-e58¢-4f79-9856-c0a244b8a2a¢, 'name’: 'Default’, 'hitCounts': 0, 'rank'’: 0, 'state’: ‘enabl



HES3 HMA - H2 Xt =22

Ol API= ISE 7+ 52| HESZ AUMA HH Elefe HMELC

1EH7. APl S &0f 228t HEQlL|C}.

access/policy-set

2 7tMHL7|
URL https://<ISE-PAN-IP>/api/v1/policy/network-

Content-Type : application/json

g &3 OpenAP| H/X X174 ZH2 AF2ErLCH
S £2F - gpplication/json

2EtAH. EH ISE £ HEE AMSI= Ol A8 El= URLE 3H&LCH

INetwork Access - Policy Sets |

Ijapi.fv:l..r’policy!nctwork-ac:uss}’poh‘:y- set 'let.-.-c'?: Access - List of policy sets.

Get all network access policy sets.

API URI

3E+74| Python 2 =2| o L|C}. LI E S Ateto] 04 &LICtH ISE IP, AH&Xl O|F &
E TAELcH Mg python IFUZ KA ELICEH

lJI

ISE2} python ZE o{A|E A&l QI C|HIO|A 7to| ¥ S8 A HEMSLIC.

<#root>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name__=="_main

url ="

https://10.106. 33. 92/ api / vl/ pol i cy/ net wor k- access/ pol i cy- set

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"

)

| 3]




response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())

Ol ol¢ £32| of| ALct.

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{ 'default’: False, 'id": 'ba71a417-4a48-4411-8bc3-d5df9b115769', ‘'name’: 'BGL_CFMEOQ

e 7t 271
https://<ISE-PAN-IP>/api/v1/policy/network-
URL access/policy-set/<ID-Of-Policy-
Set>/authentication
INEL T OpenAP| A Xt ZHE ALE & LICEH
SiC £ application/json
Content-Type : application/json

o= X XAHAHE ZHAMEl = =2 LE 3tE&
2E|'7:". |_|o 5 SEE & °|'|_ E” A|' El L= 7<|=||-—||:|'
INetwork Access - Authentication Rules I ~
I;apifuljpolicy,-’network—u_cess,.l’pa.‘li:y-set;{palieyld}Iauthcntic.ﬂion IN=.':-.-.-uuk Agcess - Gat authentication rulas AW
Metwark Access - Get authentication rules.
API URI

3EtAl. Python ZEO| of ILICt LHE S S Atstod 204 &LICH ISE IP, AHEX} O|F & HIZH
g wx|gLch A&E python T2 KMHEEFLICH

ok

ISESt python ZE Oi|M|E A& Sl C|HtO|A 7Ho| EE 5 A S EEFELICH

<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()



if _name__=="__main

url ="

https://10. 106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy-set/ba71a417- 4a48- 4411- 8bc3- d5df 9b115769/ aut her

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admin", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")

print(response.json())



2t 11: IDE Network Access - List Of Policy Sets(LIE Q3 HMA - H2 Elgt 5 5) 3EHA|
O| APl £240{| M 7} XS LIC}. 0| E S 04 bar1a417-4a48-4411-8bc3-d5cfob115769 = 2 L|CBGL CFMEO?2-
FMC.

©

ol ol¢ £32| of| ALct.

Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'rule’: {'default’: True, 'id": '03875777-6c98-4114-a72e-a3e1651e5334, 'name'’: 'Default

U 7tM27|




https://<ISE-PAN-IP>/api/v1/policy/network-

URL access/policy-set/<ID-Of-Policy-
Set>/authorization
A z5H OpenAP| HH Xt 8HE A LICH

+& : application/json

Sl .
Content-Type : application/json

2B HEr Fof & HEE AMste Ol A8 == URLE & &LICH

| Network Access - Authorization Rules | ~

I{apiful,!pnlicy,!n:twnrk- access,/policy-set/{policyld} /autherization I-‘-el-.-.'ork Accass - Get authorization rules el

Network Access - Gel authorization rules

API URI

Fol

3EFA|. Python Z=9| o 2LICt LHEE S Atstod E0{d&LICH ISE IP, AFEX} O|F & HIEH
E WAELICH A™E python IHU = X{ZELICH

ISE2} python ZE X[ E A=~ QI C|Hto|A Zho| FE 8t dAdE EFELICH

<#root>

from requests.auth import HTTPBasicAuth
import requests
requests.packages.urllib3.disable_warnings()

if _name ==" main_'

url ="

https://10. 106. 33. 92/ api / vl/ pol i cy/ net wor k- access/ pol i cy-set/ ba71ad4l17- 4a48- 4411- 8bc3- d5df 9b115769/ aut hor

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:")

print(response.json())



£ 1 IDE= Network Access(HIE 3 HA|A) - List Of Policy Sets(H2 &g S 5)9| 3H
HollM API £240i| M 7FKZLICH o & £01 ba71a417-4a48-4411-8bc3-d5df9b1157692

BGL_CFMEQ02-FMC &{L|C}.

ol ol¢ £32| of| ALct.

Return Code: 200 Expected Outputs: {'version': '1.0.0', 'response’: [{'rule’: {'default’: False, 'id": 'bc67ad4e5-9000-4645-9d75-7c2403ca22ac’, 'name’: 'FMC A

=X &

OpenAPI2t ZEAEl EX|E 5l Z45+24™ Debug Log Configuration(C|HZ 2 Z41I[28|0|4A) & of
M Theapiservicecomponent®| Log Level(Z1 i) DEBUGE MM g L|Ct.

CIH2E & 435}524™ Operations(2 Q) > Troubleshoot(EA| 3128) > Debug Wizard(E|H 2 OF



Ab) > Debug Log Configuration(C|tHH1 2 71| 22|0|M) > ISE Node(ISE ‘= E) > apisservice(01
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INFO Disabdod

APl MH|A C|HZ

CIHI 23 1Y E CtR2 2 = 5H24M Operations(2 ) > Troubleshoot(2A| 51Z3) > Download
Logs(21 CH2 ZE) > ISE PAN Node(ISE PAN = E) > Debug Logs(CIEHZ 21)Z 0|5 &fLC}.
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