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Posture Lease

G- Parform posture assessment every time a user connacts 1o the network

) Perform posture assessment every | Days (7

Cache Last Known Posture Compliant Status

Last Known Posture Compliant State 2 Days -
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Posture Policy (EZID

Defina the Posture Policy by configuring rules based on operating system and/or other conditions.
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% Cisco Secure Client —_ X

AnyConnect VPN:
Ready to connect.

& © oy

Nov 30, 2024 10:55:55.910 FM u a B4:96:91:26:EB:A1 sksarkar@vmiab. local labpsn0l ‘Wired Lab Policy Set >> EAP_TLS Compliant

Nov 30, 2024 10:55:55.822 PM B4:06:91:26:EB:A1 labpsn01 Compllant

e

Nov 30, 2024 10:55:08.085 PM B4:96:91:26:EB:A1 skzarkar@vmiab.local labpsnO1 ‘Wired Lab Policy Set »» EAP_TLS_NON_CO... Pending

o

ISE-PSC.log(Posture in DEBUG)

]
1
30
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r
n

ise-psc.log0il A EP7} {2 21Z2Z|= 2 DBO| BtZ A|ZHo| Q1SS &9l

2024-11-30 22:55:08,485 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-8][[]] cisco.cpm.posture.runtime
2024-11-30 22:55:08,485 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-8][[]] cisco.cpm.posture.runtime
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EP= ZAX R ZENAE HX|D FHEE &5t ELICH EP7t #HE &5t ISE
AlZHE 12(1733073953816) 2 5104 DBE dCl|o|E & LICH

2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
2024-11-30 22:55:55,307 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
2024-11-30 22:55:55,307 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime



CESHISEE 0l 71ZF PR AlZH 1733160354306(2%) 2 DBE ool E & LC}.

2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.edf.Pos
2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
2024-11-30 22:55:54,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime

EPE ClA| 248t 2ol MAM0| % Complaint7t EILICH ZAX 2|A7F A3 E|H ISEE DBO|
MEZAX OE AZHE AME T MME CompliantZ EAIZI&LICEH

Nov 30, 2024 11:04:17.689 PM [ ] o Ba:96:97:26:EBAT sksarkar@vmiab.laca labpsn01 Wired Lab Policy Set == EAP_TLS

2024-11-30 23:04:17,673 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
2024-11-30 23:04:17,673 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
2024-11-30 23:04:17,677 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
2024-11-30 23:04:17,679 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.runtime.PostureMan
2024-11-30 23:04:17,679 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.runtime.PostureMan
2024-11-30 23:04:17,679 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
2024-11-30 23:04:17,679 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
2024-11-30 23:04:17,680 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.runtime.PosturePol
2024-11-30 23:04:17,680 DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
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Posture Lease

'u Parfarm posturg assassment aveny ime a usaer connacts 1o the nabwork

Perfafm postune assassment avary

Lays
Cache Last Known Posture Compliant Status
Last Known Posture Compliant State 2 Days v
EP7} QIBEIH ZAX 2|AT #ESIEIX| FS 22 ISEE ZAX &0l - ELICt

2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.posture.pip.PostureStatusP
2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.posture.pip.PostureStatusP



2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.posture.pip.PostureStatusP

EP7t 7#H &7t EH ISEE |04 7|ZF BF=2 A|Z 1733231423117(2¢) LHo|l DBE 0| E &L

Ct.

2024-12-01 18:40:23,116 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-3][[]] cisco.cpm.posture.
2024-12-01 18:40:23,117 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-3][[]] cisco.cpm.posture.
2024-12-01 18:40:23,117 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-3][[]] cisco.cpm.posture.
2024-12-01 18:40:23,117 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-3][[]] cisco.cpm.posture.

Time Status Details  Repeat Cou.. EndpointID Identity Server

w Endpoint ID dentity Server

Dec 01, 2024 06:40:25.217 PM o 3 0 B4:96:91:26:EB:A1 ksarkar@vmlab loca labpsn01
Dec 01, 2024 06:40:25.202 PM > . —
Det 01, 2024 06:40:25.126 PM [~ & Al
Dec 01, 2024 08:39:50.911 PM @ a psnll

O|dl EPE S Atg ol ElLCt.

Authorization Policy

Authorization Policy
Wired Lab Policy Set »» EAP_TLS
Wired Lab Paolicy Set >> EAP_TLS

Wired Lab Palicy Set >> EAP_TLS_NON_CO.
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AnyConnect VPN:
Ready to connect.

ISE Posture:

In grace period.
Metjﬂurlc access allowed for limited

T O .

RADIUS 2}0|E 230 AM AE ZAI7F AlTHFICIEI T EP7F 20 AT 2 EALE JAE 2 = US
LICt. |0 7|Zto| Bt 2 El & MM 0| Non-Compliant7}t EI{& LILCt.

Time Status Datails Repeat Cou... EndpointID Identity Server Authorization Palicy Posture Status
~ Endpoint 1D Identity Server Authorization Policy Posture Status

Nov 30, 2024 11:29:25.424 PM ] o 0 Bd4:06:01:26:E6:A1 skearkar@vmlab.loca labpsnd Wired Lab Palicy Set »> EAP_TLS_NON_CO... NonCompliant

Haow 30, 2024 11:29:25.402 PM B a B4:96:51:26E8:A1 sksarkar@vmlab.loca labpsndi Wired Lab Palicy Set »» EAP_TLS_NON_CO... HaonCompliant

Mov 30, 2024 11:29:25.301 PM a B4:06:01:26:E8:A1 labpand NenCampliant

Nowv 30, 2024 11:27:21,642 PM a B4:96:01:26.E8:A1 sksarkar@vmlab.loca labpsnd1 Wired Lab Palicy Set »» EAP_TLS Compilant

Moy 30, 2024 11:27:21.554 PM B o B4:06:01:26:E8:A1 labpand1 Compliant

Mow 30, 2024 11:26:16.491 PM B a B4:96:91:26:E8:A1 sksarkar@vmlab.loca labpsndi Wired Lab Palicy Set »> EAP_TLS_NON_CO... Pending

ise-psc.log0i| A EP7t @1Z2E I 2CH7t EMSHE|X| 47| HZ0f LSDE 221501 ZA X & EfE

e s &ole 4 QlaLct

2024-11-30 23:26:16,482 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
2024-11-30 23:26:16,482 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
2024-11-30 23:26:16,483 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus

AME 2012 EPOY| CHaH AlmH BHLICH 1 % ISES DBE ZdAFSH04 1733160354306(2Y) 9!



lastCompliantExpiry Zf 2 Z4A4sH

2024-11-30 23:27:19,123 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-10][[]]
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2024-11-30 23:27:19,123 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-10][[]]
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DEBUG
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DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

197.170-8445-exec-4][[1]
170-8445-exec-4]1[[]]
127.197.170-8445-exec-4][[]]
127.197.170-8445-exec-4][[]]
127.197.170-8445-exec-4][[]]
127.197.170-8445-exec-4][[]]
127.197.170-8445-exec-4][[]]

127.197.170-8445-exec-4][[]1]

[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
[https-jsse-nio-10.
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2024-12-01 00:49:40,004 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-6][[]1]
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Posture Lease

ﬂ' Ferform posture assessment every time a user connects to the network

Perform posture assessment every Days

Cache Last Known Posture Compliant Status

Last Known Posture Compliant State 0 Days v
0| B2 7|2XMo 2 ISEE lastCompliantexpiry AlZtE 365¥(DB)2 HIO|E & LIt
ZAK ElATH K| foH ZAX HAIL > |1 ISET lastCompliant BHE A|ZHE DBOf
M 3652 =E AUH|0|EFH F EP7} EC0HALOf ELICH.
2024-12-01 00:58:17,191 DEBUG [PoTlicyEngineEvaluationThread-12][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-01 00:58:17,191 DEBUG [PoTlicyEngineEvaluationThread-12][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-01 00:58:17,191 DEBUG [PoTlicyEngineEvaluationThread-12][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-01 00:58:56,722 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-10][[]] cisco.cpm.posture.runtim
2024-12-01 00:58:56,723 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-10][[]] cisco.cpm.posture.runtim
2024-12-01 00:58:56,723 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-10][[]] cisco.cpm.posture.runtim
2024-12-01 00:58:56,723 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-10][[]] cisco.cpm.posture.edf.Po
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LSDE & 443l 5t2{™ Administration > System > Settings > Light Data Distribution > Check
RADIUS Session Directory2 O|S&FL|C}.



RADIUS Session Directory

Enable the RADIUS Session Directory (RSD) feature to store the user session information and replicate it across the

FSMNs in a deployment.

The RSD stores only the session attributes that are required for CoA.

Enable RADIUS Session Directary

m
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MEILSDe| LIt oM ZAK ElA dEf E= OHX|Y #EE S 4 E)

HEILICH EP7I ™ &7} £|3H4 DBOIM ZA X CH & O K|

DEBUG [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.pip.PostureStatus
WARN [PoTlicyEngineEvaluationThread-11][[]] cisco.cpm.posture.runtime.PostureMan
INFO [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.pip.PostureStatusP

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-5][[]] cisco.cpm.posture.runtime

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-6][[]] cisco.cpm.posture.runtime

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-6][[]] cisco.cpm.posture.runtime
DEBUG [https-jsse-nio-10.127.197.170-8445-exec-6][[]] cisco.cpm.posture.runtime

O|N| £=0{ M CI2 PSN2 Z EPE QI5&LICH
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DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.runtime.PostureMan
DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.runtime.PostureMan
DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP
DEBUG [PolicyEngineEvaluationThread-5][[]] cisco.cpm.posture.pip.PostureStatusP



Time

Status

Detalls

Sesslon D

Repoat Co.., Endpaint ID Identity Authorization Policy Posture Status

Endpaint ID desity Server Authorization Policy Posture Stasus

anpasdz Wired Lab Policy Set »» EAP_TLS

anpan0z Wired Lab Policy Set >3 EAP_TLS

o B:08: 26,055 PM [ ] o
0 08:28.037 PM 2 o
02, 2024 0 PM o
02, 2024 0 20 P & T EC
oz, B4, 280 P -] a i EC
LSD7} H|g d3tEl B2

anpandl Wired L

ab Policy Set »> EAP_TLS

d Lab Poiley Set »» LAP_TLS_ NON_CO.

LSDE H|& A3}5t24™ Administration > System > Settings > Light Data Distribution > Uncheck
RADIUS Session Directory2 0[S &rL|C}.

RADIUS Session Directory

Enable the RADIUS Session Directory (RSD) feature to store the user session information and replicate it across the

PSNs in a deployment. The RSD stores only the session attributes that are required for CoA.

|:| Enable RADIUS Session Directory
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DEBUG [PoTlicyEngineEvaluationThread-9][[]] cisco.cpm.posture.pip.PostureStatusP
WARN [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.runtime.PostureMana
INFO [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.pip.PostureStatusPI

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
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2024-12-02 20:49:56,115 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-02 20:49:56,115 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-02 20:49:56,119 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus



2024-12-02 20:49:56,123 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.runtime.PostureMa
2024-12-02 20:49:56,123 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.runtime.PostureMa
2024-12-02 20:49:56,123 DEBUG [PolicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
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