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* Identity Services Engine(ISE)
- ESE B O2ls

+ FMC(Firewall Management Center)
« TLS/SSL 21& M
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Cisco FMC(Firepower Management Center)= Next Generation Firewall 2! Intrusion Prevention
Systemg 93t Y FSA| BEo2 M HM B, 21 T, AL (HSS MBBLCH

Cisco Identity Services Engine2 AAA(Authentication, Authorization, and Accountability) 2! %3%H
Al MH|AE MB350 =2 QIEof CHEE 2ot HMAE MBst= ZHXMQI £FMHLCE

pxGrid(Platform Exchange Grid)E AtE5tH HE|HH nit E3HE HER3 7tol| HEE wEte
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T AR HEH .

olp{3t SBe S5 OHEE BLIEY

T+ U&LCH
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PxGrid ZHY 3= 271X HHEE 7HX|D U&LICH A8 E HH2 ZESHOF 5t= ISE B & If
%o 2t cF S Lt

™ ISE 3.18E 2 pxGisel| rid 122 pxgrid HA2 7|92 2 §LCt 2.
PxGrid {7 1.

TO| =32 | 53 EHml 7™ (pxGrid v1) show application status ise @& 2 S35H & 2IEl MH|A
715 2ol £&o| UA&LIct EAIFELICH

pxGrid 7|5 0| =0 M & A3tEIT pxGrid7t ZEAIELICH 7|s A™ 5 AE.

ise/admin# show application status ise
ISE PROCESS NAME PROCESS ID

Database Listener running

Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533
AD Connector running 6447
M&T Session Database running 2363
M&T Log Collector running 6297
M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mappling Service disabled
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« ER{AEM|(TrustSec)
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12 A, Administration(Z 2l) > System(A|AE]) > Deployment(7 %) Hl70l M pxGrid HEALIE Al
#SIZ = ISE = EE FAIetLICE

= Cisco ISI Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

- . Policy Service
v Enable Session Services

Include Node in Node Group

None o

Enable Threat Cantric MAC Senvice

| > Enable SXP Service

- . prGrid

= E0{| A ISE pxGrid MH|AZE g Md3 gLt
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2EHH|. pxGrid 7|5 & At835t0d = EE
Websockets 2| 4 EHE AEBLICE
Administration > pxGrid Services > Websocket2 2 O|SgtLIC} IP FA 127.0.0.12 S35 ISE AMH]

AE XM Jtel7|= 2cto|MEE =elgLct.

vstration - pxGrid Services

Acirmir

Ciagnostics Settings

WebSocket

Clients

Subscriptions Publications 1P Address

CHent Name

ISEQ| LHE WebSockets

3EtA|. M| Administration(22l) > pxGrid Services(pxGrid AMH|A) > Settings(d&)Z 0|53t
M eIEM 7|8t o7t 2REE RIS 2 &l SMS MEELICH
Of Et7H|l= MEH AL O|X|EF pxGrid 122| B2 O

rer 4 laLct

LIS #8522 FMCE 7IYXIE 2t &
Administration - pxGrid Services

= Cisco IS

Client Management Diagnostics Settings

Summary

Settings
based accounts I

| Automatically approve new certiiicale-ba
Allow password based account creation

Qg gdsterLct.
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ATHA. Administration(22l) > System(A|AE]) > System Certificates( Al A&
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Services Node CA
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Services Root CA
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Fxgrid Certificate
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
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Deployment Licensing Cenificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Senings
Contificare Managemont I
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Firewall Management Center

s e a o @
Curment Setting  Via NTP (based on Systern Configuration Time S I Corhguranon L Mnatna
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NTP= System(A|AH]) > Configuration(T4d) > Time(A|Z}) > + Add(F71).

Firewall Management Center
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Serve Time via NTP Erabied v Updates Events
Exciude
Sat My Cloek
[T — ace -
-
VaNTF = .
S—
Export
bt N TP Sees ety it urge
sourcefies pocd D o ]
e ‘%

FMCOIM AlZh S713t.

2EHA|. 2 0|SEfLICH System(AIAE) > Configuration(F4) > 2| QIE{H0|A > BF MY %4
100% O|&f 2| 7|= DNS MH EE= X3 REFH DNS MH IP.



*Interfaces

*Rowtes L G Moniior Maris Tasls

v Reuter. °

e
FRoutos

= Shared Settings
Hostama | sspt_tmc0i)_iab
Domaing SEDUSOC Ml

Prienary DNS Sarver | 10.B8.240 55

FMCZ2| DNS Z1z|z18{o|M
3EHAH. FMC 3 AE 0O|E0| 2 ME|IQ=X| &olstL|C}.

Z 0|s&fLCt System(AIAE]) > Configuration(Z1 I | E1|0|*=|) > Management Interface(Z 2| /&
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1Et7A|. Administration(22l) > pxGrid Services(pxGrid AH|A) > Client Management(Z2+0|HE
z+2|) > Certificates(2E M) HlF 2 O|SELICH.

5 | S Moi| A | want to Generate single certificate (without certificate signing request)(215 A
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SAN(Subject Alternative Name) AlAM0f| A @1Z8& FMC2| FQDNZ}H IP FAE U=3gfLct.

Certificate Download Format(2!& M CH2 ZE &Aho| Bl ofgof olE EELCI2 HFIM
Certificate in Privacy Enhanced Electronic Mail (PEM) format(Z 2+0|HHA| Z&F A} HY(PEM) &
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= Cisco IS Adminigtration - peGid Servieos

Summary Clignt Management DHagrostics Settings

Certificates

Gonerate puiisid Cormificates
L r—

Common Hama {CH
aagt_Imed1_laB.sapisee, mex

resting lsb

FODN < S8DE_fmo0]_lab sspisec mex

P address v 1044551

pxGrid 215 A A4 9| of

2B zip Tt Uo| ARE{o| 22 EELICH It 4S5 E1 oY 230lM ChE Tt Lo A=K

oIt

MName " ~  Date modified Type Size

Tl CertificateServicesEndpointSubCA-ssptise1_ 21/08/2023 04:55 Security Certificate 3KE
Tl CertificateServicesModeCA-ssptisel]_ 21/08/2023 04:55 Security Certificate 2 KB
5l CertificateServicesRootCA-ssptisel1_ 21/08/2023 04:55 Security Certificate 2 KB
5l sspt_fmc01_lab.ssptsec.mex_sspt_frmc01_lab.ssptsec.mex 21/08/2023 04:55 Security Certificate 2 KB
|| sspt_fmc01_lab.ssptsec.mex_sspt_fmc01_lab.ssptsec.mex.key 21/08/2023 (4:55 KEY File 2 KB

ISEO|A MM E PxGrid 215 M

3EHAl. FMCO{l A Objects(7HAll) > Objects Management(7H&l| £ 2]) > PKI > Internal Certs(LH§ €|
& M) H+2 o|sgELICt

Add Internal Cert(LHE* Q1B M F71) SME MEAELI|CH



Overview  Analysis  Pobcies  Devices  Objects Integration Depoy O, @ £ @ adminv &b spcume

Internal Certs @, Fiter

Itarnal cortificate abject reprosents @ server public key cemifcate belonging to your crganization. You can use inbemal cestificate cbiects and groups in S5L ndes, ISENSE-PIC connection and captve portal configuration.

-, Firewall Management Center

Harve Value

FMC QIBME LI QB ME FIIELICEH
4THAH. FMCOH| 2T El 2B MC| o|&2 RI'FFLICEH

Certificate Data(Q!& A{ Tl O|E{) A Mof| A ISEH| A FMCO| CHaH 445t CIZ MHE ot ct.

Encrypted(2f 3 &) M2 =4St T ISEOIM QB MHE HEE i ALS S HIZHS E =47 LICH

HE XE.

Add Known Internal Certificate

Name:
paGrid_FMC

Certificate Data or, choose a fle: l Browse. |

Key or, choose a file: [ Browse.. |

Encrypied, and the password is: I

ISEO| A A48t FMC QIB M LHELH7|
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i F:"_m.ﬁt! hfa?.ageﬁent Center Ovenviow Analyses Policies. Devices Objects Integration Depoy Q, @ & @ sdminv b cecune
Internal Certs Ao Interral Cert MERE
Intemal certificate chbject represents a server public key certificate belonging 1o your organization. You can use internal cestiicate objects and groups in SSL rules, ISERSE-PIC ion and captive portal
Harme Vaon
[ Chept_Amctl_lab st max su

FMC 215 M

5EHA|. Objects(7HAl|) > Objects Management(7HA| £2]) > PKI > Trusted CAs(&IZ2|& &= /&= CA)
H+2 O|SELICt

Add Trusted CAs(&IZ[g £ /U= CA F7HE MEFLICEH

o F!'WI_I'ME_':?“T”F Center Owirdew  Anslyain  Polcies  ODwwiess  Objects integrtion Doy @ @ & @ sdminv Kk secune

Trusted CAs

Trusted conificase authonty (CA) obmct Feprrsents & CA puliic iy CHSCID) Delonging 1o 8 rusted CA_ You can A objects in S5L poscy, and ISENSE-FIC connaction

Mare Vs
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ACCURAT CNsACCVRAIT1, DRGRACCY, DUSPIADCY, CoES £
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6EtAH. 215 7|#o| O|§2 RI™E&LICt.
ISE I} U0| M CIR2 2 E$ ISE rootCAE &0} MEHSHL|C}

ZAu|agolde MEELICH

Import Trusted Carthicata Authonty

Narrw:
SE_footCA

Cortihcane Duta of, choom atie: [ g




7CEHA. Integration(& &) > Other Integrations(7|Et S &) > Identity Sources(ID &4) H+2 O|SE
L|Ct.

MH|A &0l M MEH: |dentity Services Engine,
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7|18 =E7} El= pxGrid =E9| IP &4 &= FQDN
E X pxGrid =0 CHal| o] MR E Er=ELCtH

EECO2 HF0llM pxGrid 22t0|AE B M Al4do]| CHal ISEXA] M8t pxGrid IS MHE MEIE
LICH.

MNT AME{ CA & pxGrid Mt CA AMof A 0OFX[2F EHA[of A LHEHH ISE rootCAE MEIELICE

Zt 1: pxGrid M CAE pxGrid ‘== 2| pxGrido| A AFHE S0l Q1B M 2| FE Certificate
Authorityo| sHE & LICt,



MNT MH{ CA= MNT LE9| pxGrido| M A& &2l 215 M2l 215 7|toll sHE & LIct.

(M= ALE) ISEOIM MM CIREE| & SXP FA[ol 7HAE & U&LICH
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[}, Firewal Ma"ageme"[cf”ﬂt.a'___ Owrvin  ANySS  Policid Divds OB Intpnasn Depley O @ & @ sdmine b secun

Cloud Serviens  Rosims  idenssy Souress  High Avallabilty  eSiremswr  Heostinput Clieest  Smaet Softwars Manager On-Prem

Yious hawee unsanved changes | Carced |

Sanvice Type

Hione ®) dentity Services Engine
Primany Host Nama P Address® Secondary ot Name[lP Addres

10.4.40.41 041942

Dairid Chent Corficate® MINT Sarver CA® Daririd Server CA*

pacfisicl_FRAC + I5E_rooACA. + ESE_roctCA +

ISE Matwerk Fited

B Sexsion Dwectory Topic
B SxP Topic

FMCOIM ISEE ID A4 2 M™

FMCO| CHEF A&

HIFolAM ZAx|22lo|MME K& SH7| o]l Integration > Other Integrations > Identity Sources >
Identity Services Engine2 £ O|S & LIC}. pxGrid @301 CHEt MHE HAEE = U&LICH

I15E connection status:

Primary host: Success

Secondary host: Success
- Additional Logs

Primary host:
[INFO): PXGrid v2 is enabled
[INFO): pgrid 2.0: account activate succeeded

[INFOJ: Successtul connection to
SSplsE02. ssp1sec mex 8910

PxGrid7t 83Mo 2 SAIF&LICH



Primary host:

[INFO]:
[INFO]:
[INFO]:
[INFO]:
[INFO]:
[INFO]:

PXGrid v2 is enabled
pxgrid 2.0: account activate succeeded

Successful connection to ssptise02.ssptsec.mex:8910
Successful connection to ssptise0l.ssptsec.mex:8910
These ISE Services are up: SessionDirectory, SXP, EndpointProfile,

ATT1 requested ISE Services are online.

Secondary host:

[INFO]:
[INFO]:
[INFO]:
[INFO]:
[INFO]:
[INFO]:

PXGrid v2 is enabled
pxgrid 2.0: account activate succeeded

Successful connection to ssptise02.ssptsec.mex:8910
Successful connection to ssptise0l.ssptsec.mex:8910
These ISE Services are up: SessionDirectory, SXP, EndpointProfile,

AT1T1 requested ISE Services are online.

ISEOM BSE.

FMC pxGrid 22I0|M1E 7} ISEX| M2 ™Moz E& /M Y
2/) > pxGrid Services(pxGrid AH|A) > Client Management(
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> expert

admin@sspt_fmcO0l_lab:~$ ping sspt_fmcO0l_Tab

PING sspt_fmcOl_lab (10.4.49.51) 56(84) bytes of data.

64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=1 tt1=64
64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=2 tt1=64
64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=3 tt1=64

AC
--- sspt_fmcOl_Tab ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 27ms

admin@sspt_fmc0l_lab:~$ ping ssptiseOl

PING ssptiseOl.ssptsec.mex (10.4.49.41) 56(84) bytes of data.
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seqg=1
64 bytes from ssptiseQl.ssptsec.mex (10.4.49.41): icmp_seq=2
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=3

AC

--- ssptisell.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 82ms

rtt min/avg/max/mdev = 0.586/0.658/0.743/0.068 ms

admin@sspt_fmc0l_Tab:~$
admin@sspt_fmc0l_lab:~$ ping ssptise02

PING ssptise02.ssptsec.mex (10.4.49.42) 56(84) bytes of data.
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seqg=1
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=2
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=3

AC

--- ssptise02.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received

, 0% packet loss, time 45ms

rtt min/avg/max/mdev = 0.588/0.608/0.628/0.025 ms
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sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

pmool status | grep ad

FL|CH ADI ZE2MA T Al St

time=0.029 ms
time=0.071 ms
time=0.055 ms

tt1=64 time=0.586 ms
tt1=64 time=0.646 ms
tt1=64 time=0.743 ms

tt1=64 time=0.588 ms
tt1=64 time=0.609 ms
tt1=64 time=0.628 ms
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<ffroot>
>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

tcpdunp -i any tcp and port 8910

22:34:08.415370 IP
sspt_fncOl1l_| ab. 46248 > ssptise0l. ssptsec. nex. 8910

: Flags [S], seq 3033526171, win 29200, options [mss 1460,sackOK,TS val 2701166399 ecr 0,nop,wscale 7],
22:34:08.415840 1IP

ssptise0l. ssptsec. nex. 8910 > sspt_fnc0l_| ab. 46248

: Flags [S.], seq 3024877968, ack 3033526172, win 28960, options [mss 1460,sackOK,TS val 2268665064 ecr
22:34:08.415894 1P

sspt_fncOl_| ab. 46248 > ssptiseOl. ssptsec. nex. 8910

: Flags [.], ack 1, win 229, options [nop,nop,TS val 2701166400 ecr 2268665064], length 0O
[...]
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ISE 3.2 Node Communications
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#show ports | include 8910

tcp: (output omitted), :::8910,
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22-Aug-2023 17:03:13 [INFQ] s ** pxGrid Session Directory Test *¥¥%%*% o
22-Aug-2023 17:03:13 [INFO] ---------------—- Starting Connection Test ------------—-----
22-Aug-2023 17:03:14 [INFO] pxGrid Node: ssptiseOl.ssptsec.mex

22-Aug-2023 17:03:14 [INFO] wsPubsubServiceName=com.cisco.ise.pubsub

22-Aug-2023 17:03:14 [INFO] sessionTopic=/topic/com.cisco.ise.session

22-Aug-2023 17:03:14 [INFO] sessionRestBaseUrl=https://ssptise0l.ssptsec.mex:8910/pxgrid/mnt/sd
22-Aug-2023 17:03:14 [INFO] wsUrl=wss://ssptise02.ssptsec.mex:8910/pxgrid/ise/pubsub
22-Aug-2023 17:03:15 [INFO] ---------------- Connection Test Completed -----------------
22-Aug-2023 17:03:15 [INFO] ----------------——- Starting Download Test ----------———----—-—-
22-Aug-2023 17:03:15 [INFO] Downloading sessions since 2023-08-21T17:03:15.273-06:00
22-Aug-2023 17:03:15 [INFO] Response status=200

22-Aug-2023 17:03:15 [INFO] Number of sessions read: 0O




22-Aug-2023 17:03:15 [INFO] ---------------—-—- Download Test Completed -------------————-
22-Aug-2023 17:03:15 [INFO] ---------------—-—- Starting Subscribe Test --------------—--—-—-
22-Aug-2023 17:03:16 [INFO] STOMP CONNECT host=ssptise02.ssptsec.mex

22-Aug-2023 17:03:16 [INFO] STOMP SUBSCRIBE topic=/topic/com.cisco.ise.session
22-Aug-2023 17:03:16 [INFO] STOMP CONNECTED version=1.2

22-Aug-2023 17:07:16 [INFO] A total of O notifications were received.

22-Aug-2023 17:07:16 [INFO] STOMP RECEIPT 1id=77

22-Aug-2023 17:07:19 [INFO] ---------------—-—- Subscribe Test Completed ------------————-—-
22-Aug-2023 17:07:19 [INFQ] *¥¥¥*%**%%% pxGrid Session Directory Test Complete ¥k
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Summary Clignt Managameant Diagnostics Settings
- Tests
Health Monitoring Test o pxGrid Databases o
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ssptise0l.ssptsec.mex : In Sync
ssptise02.ssptsec.mex : In Sync

Primary PAN : ssptiseQl.ssptsec.mex
pxGrid Nodes : ssptiseOl.ssptsec.mex ssptise02.ssptsec.mex
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= Cisco I5E

Diagnostic Tooks  Downioad Logs

= Cisco IS

Diagnostic Tools Download L

TrustSus Tools

TCP Dump

DS Debug Wizard

P sspused) ssprssc mex

Edit TCP Dump

stertace Filter File Nama

Add TCP Dump packet for Menaoring ¢ & Retwork interace and roubleshoot problems on the network

Mot Name*
ssptise0]

NoTWOrE Intertace*
GigabitEthernet 0 [Up, Running]

e
ip host 10.4.49.51

VA
E.g: ip host 10.77.122.123 and not
10.077.122.119
File Name
taccap
Repasmony
MNone
File Sire
10
Mb
Lm
1
File(s)
Tima Lamit
Minute(s)

[ Promescuces Mode
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= Cisco ISE Operations - Troubleshoot a & @

Disgnastic Tools Dewnload Logs Dabisg Wissrd

“:;:.w..m-..w ~ TCP Dump

Exgcut Meswark: Davice Com. T TCP Dumg utlity page is 10 momitor the contents of Packets on 5 NOBWOM: EAeMBCe Bnd HoEElEshoct Probiems on Bho NOtWOrk &3 Ehiy SOpear

Evabeant Configuration Visdat

Peaters Trouieshootisg e e 1 = n Mo ] 1 e
Aelieis Bushre Troubleats - )
TGP Dumg B Host Name Natwaork Intorface [Filtar File Mamao Reposiiory  File §.. Numborof.. Time Umit  Promiscuous M... Status
Sawsion Trace Tasts
[ GiguatErmamat 0 [Up, Run o Rt 10,8485 1 e w 1 5 [ e
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TCP 66 47508 + 8010 [ACK] Sequl Ackel Winw29312 Lenwd TSvale2738457627 TSecr=2305956310
TLSv1.2 389 Client Mello
108.4.49.41 TP 66 8910 = 47508 [ACK] Seqe=1 Ack=324 Win=30080 Len=0 TSval=2395956319 TSecr=2738457627
10.4.49.81 TR 7306 8010 - 47588 [ACK] Seqel Ack=324 Win=30088 Len=7240 TSval=2305056341 TSecr=I738457627 [TCP segment of a resssesbled POU]
18.4.49.481 TLSv1.2 462 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
18.4.43.51 ToP B8 47588 - 8518 [ACK] Seqe324 Ack«TEIT Wined44544 Len=8 TSval=2738457658 TSecr=2305958341
18.4.49.51 TLSv1.2 1783 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
12.4.49.41 TR 66 801D + 47508 [ACK] SeqeT637 Ack=2041 Win=33536 Len=d TSval-1385956345 TSecr=2738457653
18.4.49.41 TLSvi.2 72 Change Cipher Spec
18.4.43.41 TLdvi.2 111 Encrypted Handshake Message
18.4.49.51 3 = 66 47508 + 3918 [ACK] Seqe2041 Ack=T658 Win=44544 Len=@ TSval-2738457658 TSecr=-2305956349
19.4.49.51 10.4.49.41 TLSvi.2 99 Application Data
18.4,49.41 18.4.49.51 TcP 66 8918 - 47308 [ACK] Sequ7G8E Ack=2974 Win=33536 Len=@ TSval=2385956391 TSecr=273B457658
18.4.49.51 TuSvi.2 %15 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Applicaticn Data, Application Data, Application Data
10.4.49.41 TCP 66 8910 = 47508 [ACK] Seq=7688 Ack=26213 Win=-35480 Len=0 TSval-2305956391 TSecr=273B457699
18.4,49.41 TiSvi.2 515 Application Data
18.4.49.41 TLSv1.2 108 Application Data
18.4.43.51 TCP 66 47508 = 8910 [ACK] Sequ26i3 Ack=B171 Win=47488 Len=® TSvale2738457788 TSecr=2305356400
A1 18.4.49.51 TLSv1.2 97 Encrypted Alert
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Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Log Configuration N Od e L i St

- Reset to Default

Node Name ~  Replication Role
o ssptised1 PRIMARY
(9] ssptised? SECONDARY
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= Cisco |51 Operations - Troubleshoot

Diagnostic Tools Downlgad Logs ﬂ{rmlg Wizard

g Profile Configurat
ssptised ] sagisec mex
Debug Log Condiguration

Debug Level Configuration

Campanent Nama Log Lawval Dascription Lisg file Masmsa
DEERAG i agrid-senverlog
wGrid Cloud NFD peGeid Closd massages pacloud D
paGrid Direct NFO pxGrid Direct backend and Ul log messages s =pxgriddirect.log, pagriddinect.log

BEMe 552 RHEE O TIE - pxgrid-server.log Aol £+ 238 EMEtLICH 7|EF 23
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#show Togging application | include pxgrid
ise-pxgriddirect.log
pxgrid/pxgrid-server.log
pxgrid/pxgrid-test.log
pxgrid/pxgrid_dbsync_summary.log
pxgrid/pxgrid_internal_dbsync_summary.Tlog
pxgriddirect.log
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https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8

Status

ISE connection status.

Primary host: Failure
Secondary host: Failure

« Additional Logs

[INFOJ: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at
“10.4.19.42": Request falled with a timeout.

FMC pxGrid @1Z0f AlujH&L|ct.

Primary host:

[INFO]: PXGrid v2 is enabled
[ERROR]: pxgrid 2.0: failed account activation. accountState=PENDING
[ERROR]: Failed to contact pxGrid node at '10.4.49.41': pxgrid2.0: Could not activate account

Secondary host:
[INFO]: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at '10.4.19.42': Request failed with a timeout.

ISE0!| A Administration(Z2l) > PxGrid Services(PxGrid MH|£) > Client Management(£2}0|21E
Z+2|) > Clients(E2t0|A1E) Q| M0l FMC(pxGrid 22t0|H1E)7t £ CH7| S LIEHLIE &
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Summary Cliens Management Hagnasbcs Settings

e
L Clients
e
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Pl Glgats

B teme Description Chent trows Status

®

Information
Approve client(s)?

Are you sure you want 1o approve the selected client(s)?

Coneel

pxGrid 22t0|HE 9| £l &l

Error

Automatic approval can not be enabled when an existing client is in Pending state

oK
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€& Certificate trust chain is incomplete
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Fr e Certificate Signing Requests

| Gessnnre Cortificans Signing Rguests (C5R) |

ISEO{ A CSR A
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Cortificates  Logging  Maintenance Upgrads  Heaith Chacks

R — Certificate Signing Request

5L bdantity Cartificates:

ISE Cortificate Autbarity Cortificates:

Certificate Signing Request T+
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Paaia releeah the cabila # conificaen o0 aor show wp
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PxGrid Cisco 7Hgt X} H|O| K|

Cisco Identity Services Engine £2|At 7t0|E, 2IZ|A 3.2, & Cisco pxGrid2/LIC}.

Cisco Identity Services Engine A x| MM, 2I2|A 3.2, & Cisco ISE X E & X

Cisco Identity Services Engine CLI & X 7}0|E, 2I2|A 24



https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
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