ISE MEHE AF&5104 UCS Manager0i| A
TACACS+ 218 = H|¢l T4

ISES| TACACS+ Z4T| 1 8j|0[M

ISEO| A TACACS+ MH
IS0l S 3 75 74

UCSMO| TACACS+ Z4T| 1 8|0[4d
AP Ko CHEF d5F A Ad
TACACS+ M ZAF MiAd
TACAC+ M & 7|8t I & M
OlZ T O[Ol A

2 sz

UCSMo| 2lEHE{Q1 TACACS+ =X
UCSM HE
ISEQ| 2HITQI TACAC X

ISEHE

ared A

|

0| 2 M0 A= UCSM(Unified Compute System Manager)H| A TACACS+(Terminal Access
Controller Access-Control System Plus) 215 2| Z1x|[12f|ofMod| CHsH dHELICH TACACS+=
AAA(Authentication, Authorization and Accountability Services)0l| AF&El= HEQZ Z2EEZ
M, MHE 83l =2 Btelstn HM4E = = NAD(Network Access Devices)& # 2|57 9|8t
S HE5A HHE NS ELCE o] #& Atgol M= ISE(Identity Services Engine)& AtE & LILCt

MY T M
2F A

CHS FAof cHet X[Al2 Efetn o fEFLICH

+ Cisco UCS Manager(UCSM)
* TACACS+(Terminal Access Controller Access-Control System Plus)
+ Identity Services Engine(ISE)



o
A
x
lo
02!
HL
rr
n
ojo
k>

ZEQ|o]| L stEQo] HAE 7|Hto 2 &hLCt.

+ UCSM 4.2(3d)
+ Cisco ISE(ldentity Services Engine) H{7%1 3.2

ol 2ol HEE 53 2 B0l ClHolAE ECi2 S EitaLc of Mol ASE 2E Clt
(712) LT OIMOR AR EIGALIC HM HEYDT 55 52 BL BE
ol WS Dl SRI3HAI7| HhErLITE

ISES| TACACS+ Z4I|12][0]4
ISEQ| TACACS+ A%

1EHA|. 3 eml| 242 ISEO| TACACS+ 2152 AMEIE = U= SHIE 7|s0| UeX| AES= XA
ULt k2t A PSN(Policy Service Node) LH0{| A Device Admin Service(C|HFO|A 2] MHH|A) 7|
s2 Hst=X| 2 Qlsta, Administration(# 2l) > System(A|AE]) > Deployment(7 %) HlF& & A4
St1, ISE7} TACACS+E s&™8sl= =8 MEHEH Ot S HE TWRI2 MEdstof & LIC}.

= Cisco ISE Administration - System O & @ &
Ceplayrment Licensing Cenificates Logging Malnienance Upgrade Health Checks Backup & Restore Admin Access Settings
Daployment Deployment Nodes
. 1
BAN Fall
[0 Hostname . Parsonas Rota(s) Services Node Status
[Presoan. sartatin

[ PR Admisisiration, Mealtering, Pollcy Serviee STANDALONE SESSION, PROFILER a

2EH7|. Device Administration Service2t= siE 7150| EAIE W7HX| of2l2 23 E&L|CHO]| 7]
58 gM3lsted HAX = =01 M Policy Server H2ALIE & 445t8loF 3tH S0l M
TACACS+0] CHEt 2tO|MAE AL E 5= Qlo{of &). sHE & elgte MEfE CHE ZHu|asolME X
ghct,



= Cisco ISE Administration - System
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Hostname Order
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UCSM HHE0|AM ZHu|ago|ME
<#froot>

UCS-A#

scope security

UCS-A /security #

scope tacacs

UCS-A /security/tacacs #

show confi guration

UCS-AS-MXC-P25-082-A# scope security

UCS-AS-MXC-P25-82-A /security # scope tacacs
UCS-AS-MXC-P25-82-A /security/tacacs # show configuration

scope tacacs
enter auth-server-group TACACSGr
enter server-ref 10.31.123.57

set order 1
exit

exit

enter server 10.31.123.57
set order 1
set port 49
set timeout 5
set key

exit

set timeout 5

exit




<#root>
UCS-A /security/tacacs #

show fsm st at us

[UCS-AS-MXC-P25-02-A /security/tacacs # show fsm status

FSM 1:
Status: Nop
Previous Status: Update Ep Success
Timestamp: 2023-06-24T20:54:085.021
Try: @
Progress (%): 100
Current Task:

NXOSO0{| A Tacacs Zdx|1gi|o|MHE & QlErLICt

<tfroot>
UCS-A#

connect nxos

UCS-A(nx-o0s)#

show t acacs- server

UCS-A(nx-o0s)#

show tacacs-server groups



UCS5-AS-MXC-P25-82-A# connect nxos

Cisco Nexus Operating System (NX-05) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certaim works contained im this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 2.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http:/fopensource.orgflicenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—AS-MXC—-P25—-82-A(nx—os)# show tacacs—server

timeout value:5

deadtime value:@

source interface:any available

Global Test Username:test

Global Test Password:sekicksksk®

total number of servers:1

following TACACS+ servers are configured:
18.31.123.57:
available on port:&49
TACACS+ shared secret:sseskskkskskk
timeout:5
UCS—AS-MXC-P25-82-A(nx—os)# show tacacs—server groups
total number of groups:2

following TACACS+ server groups are configured:

group tacacs:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

group TACACSGr:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

<#root>
UCS-A(nx-0s)#
test aaa server tacacs+

<TACACS+-server-IP-address or FQDN> <username> <password>



UCS5—-AS-MXC—-P25-82—-A# connect nxos

Cisco Nexus Operating system (NA—-US) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," amd unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/nld-licenzes/lihrarv. tut.
UCS—AS-MXC—-P26—@2-A(nx—os)# test aasa server tacacs+ 18.31.123.57 operator Cisc@l123

<tfroot>
UCS-A#

connect | ocal - mgnt

UCS-A(local-mgmt)#
pi ng

<TACACS+-server-IP-address or FQDN>

UCS—AS-MXC—P25-82—-A# connect local-mgmt

pCisco Mexus Operating System (NX—-05) Software

TAC support: http://www.cisco.com/tac

Copyright (ec) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained im this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public Licemse (GPL) versiom 2.8 or the GNU
Lesser General Public License (LGPL) Versiom 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC-P25—02-A(local-mgmt)# pina 1€.31.123.57

PING 18.31.123.57 (18.31.123.57) from 18.31.123.B : 6&6(B4) bytes of data.
64 bytes from 18.31.123.57: icmp_seq=1 ttl=64 time=8.347 ms

64 bytes from 16.31.123.57: icmp _seq=2 ttl=64 time=08.309 ms
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<tfroot>
UCS-A#

connect | ocal - ngnt

UCS-A(local-mgmt)#
t el net

<TACACS+-server-IP-address or FQDN> <Port>

UCS—-AS-MXC—-P25-82—-A# connect local-mgmt

Cisco Nexus Operatimg System (NX-0S5) Software

TAC support: http:f//www.cisco.com/tac

Copyright (c) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certaim components of this software are licensed unmder
the GNU General Public Licemse (GPL) versionm 2.8 or the GNU
Lesser General Public License (LGPL) Versionm 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC—P25-82-A(local-mgmt)# telnet 18.31.123.57 49
Trying 18.31.123.57...

Connected to 18.31.123.57.

Escape character is '*]".

O RE HoIsts I BIHQI YHE NXOS CIHI1E HAstets XLl o £2ioz 18,
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HE)9F 23915t NX-OS CLI HEAE 2 WZsH O} B{0|d TLIE|S AIRHELICH

<tfroot>

UCS-A#

connect nxos

UCS-A(nx-0s)#

term nal nonitor
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<#root>
UCS-A(nx-0s)#

debug aaa al

UCS-A(nx-0s)#



debug aaa aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request-1ow evel

UCS-A(nx-0s)#

debug tacacs+ al

UCS—-AS—MXC-P25-082-A# connect nxos

Cisco Nexus Operating System (NX—0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," anmd unless
otherwise stated, there is no warranty, express or implied, including but not
limited te warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Publie License (GPL) versien 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—-AS-MXC-P25—02-Alnx—os)# terminal monitor

UCS—AS-MXC—-P25—82-A(nx—os)# debug tacacs+ all

2823 Jun 26 B4:42:22.10428B6 tacacs: event_loop(): calling process_rd_fd_set
2823 Jun 26 @4:42:22.104311 tacacs: process_rd_fd_set: callimg callback for fd &
2823 Jun 26 B4:42:22.104341 tacacs: fsrv didmt consume 182 opcode

2823 Jun 26 B@4:42:22.104994 tacacs: mts_message_handler: sdwrap_process_msg
2823 Jun 26 @4:42:22.1085@11 tarare: nracescs rd _Td_set: callback returned for fd &
UCS—AS-MXC—P25-82-A(mx—0s)# debug aaa all

« O|M M GUI E£&= CLI Mg d1 ¢4 AHZXHTACACS+HE 2218 AT FLCH
- 20 AU HAIXIZF EAIZH MMEE E7HLE O] BHEES ALE 504 CIHOE ZLCH.

UCS-A(nx-o0s)# undebug all

ISEQ| LHIZQI TACAC 2X|
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Error

You have entered an invalid character

Ol @F=CS H WZof & AgrL|ct.
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc91917, 0| Z&o| SHAE IxIE & QI Al
A2.

r

ISE A&
1EH74. TACACS+ MH|A 718 E0| A SQUX| AEF LICH & & A2 21E + /U/&LICH

« GUI: Administration > System > Deployment0i| A AH|A DEVICE ADMINZF 274 LIEE o
Et Uex| dEELCH

« CLI: show ports B2 AMELICH | TACACS+0| £3t= TCP ZEOof| (20| U=X| &5t
2 498 ZEELiCH

<#root>
ise32/admin#

show ports | include 49

tcp: 169.254.4.1:49, 169.254.2.1:49, 169.254.4.1:49, 10.31.123.57:49

2EHAl TACACS+ @1 A2l 224 E livelogs7t U= K|
TACACS > Live logs(2t0|E 21) H|f70i| M = IE <= &’Ael—ltr.

A Abol et HI|asoldE 2 st Ao 2Hels side + U&LICH

= CiscolSE Oparations - TACACS P r—. Y Y~

Live Logs

Logged Time Status Dutsils  Idwntivy Tres ¥ Palicy Tuw Hode Hatwork Devic..  Network Devic_.  Device Typs Locasien Device P Fallure Resson Bemate Lodr,

e T, 293 120022 L] e Aot L LIRS 13917 Magaterd TACACH s pathnd |

3CHA|. BtO|EE 7t EAILIX| b= A2 M2 X E TI=A5HE{™ Operations(2) >
Troubleshoot(ZA| 3HZ) > Diagnostic Tools(ZIE =) > General Tools(&2Et =) > TCP


https://tools.cisco.com/bugsearch/bug/CSCwc91917

Dump(TCP HZ) HwZ o|S&LCt.

= Clsco ISE Oparations - Tro

Diagnostic Tools  Duwnioad Logs

TCP Dump

UCSMOIM Q15 ELll= HA MH|A S EE MESH O ZHE{0|M 215 0| & El= UCSMe|
POl SHE Bt ip BAE XXX XE Q2451 Zi%] O|E S X|&$H OIS of2HE AT E 504 X{&5tT
|=|7<'|E )élgoH%l_I' |'|=| CSMO‘“A'i Ej.old'L_l |'

o>*"I

= CiscoISE Operations - Troubleshoat
Diagnostic Tools Download Logs Debug Wizard
Canaral Tosls ~ TGP Dump 3 Maw

RADIUS Authertication Troubl

Add TCP Dump

Add TGP Dump packel fof monitorng on a netwark inlerace and troubleshoot problems on the netwark as the

TrustSeo Tooks »

-

4EtA|. Operations(2 Q) > Troubleshoot(2A| 3HZ) > Debug Wizard(C|H{1 O At) > Debug log
configuration(C|HH1 21 Z1T|280|M)0llM @1F 0| & E|= PSN LHQ| CIH{20M 7 MH 24
runtime-AAAE B 435t5t1, PSN = EE MEIEH & edit(THE]) HEOIM next(CHE)E MEAELICEH



Cisco ISE

Diagnostic Tools

Debug Profile Configuration

Debug Log Configuration

Download Logs Debug Wizard

Node List

€= Resat to Default

Node Name

- Replication Role
)] isa32 STANDALONE
HEL AAA 718 QA48 MO0t O +&# S debugZ #HE
erLct
= Cisco ISE

Diagnostic Tools

Debug Profile Configuration

Debug Log Configuration

Download Logs

Debug Wizard

Node List > ise32.example.com

Debug Level Configuration

Component Name ~  Log Level

runtime=AAA *

runtime-AAA DEBUG

Operations - Troubleshoot

Description

AAA runtime messages (prrt)

5to EM|E CHAl AM3dstn 21 B4

Operations - Troubleshoot

o

-

Log file Name

prrt-server.log

&1 XFMIEE L& 2 Cisco Youtube ®{'& How to Enable Debugs on ISE 3.x Versions

https://www.youtube.com/watch?v=E3USz8B76c82| H|LC|
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https://www.youtube.com/watch?v=E3USz8B76c8
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/4-2/b_Cisco_UCS_Admin_Mgmt_Guide_4-2/m_remote_authentication_configuration.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/4-2/b_Cisco_UCS_Admin_Mgmt_Guide_4-2/m_remote_authentication_configuration.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
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