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What can we help you set up today?
ISE Wireless Setup is beta software - do not use in production networks.

Please choose a feature.

Guest Access Secure Access Bring Your Own Device
(BYOD)
Allow guests to access your Allow access to your wireless Allow access to your wireless
wireless network. network using 802.1X secure network through personal
authentication. devices.
v SETUP b
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What can we help you set up today?

ISE Wireless Setup is beta software - do not use in production networks.

Please choose a feature.

Guest Access

Allow guests to access your
wireless network.

Self Registration

Guests register themselves to
log onto this network.

SETUP

4ttA. FHLAN HEEDH 85

Secure Access

Allow access to your wireless
network using 802.1X secure
authentication.

SETUP

Hotspot

Guests are allowed access to
this network without
authentication.

SETUP

Bring Your Own Device
(BYOD)

Allow access to your wireless
network through personal
devices.

Sponsored

Sponsors register guests to
provide network access.

SETUP
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SETUP | HOTSPOT

Wireless LAN Controller

Register a Wireless LAN Controller.

WLC IP ADDRESS

‘ 10.201.231.172

USERNAME

jkatyal

PASSWORD

ssesssnnee

SHARED SECRET

|
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SETUP | HOTSPOT

Wireless LAN Controller

1 Choose or register a Wireless LAN Controller. 1/10 WLCs created

IP address: 10.201.231.172
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For the rest of this flow, we'll be making changes to your controller and ISE. In
this beta release, you cannot revert changes. However, the last step provides
a detailed summary of the configuration changes that were made to your
controller and ISE. You can manually revert changes on your controller and
ISE.
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Register a wireless network.
WIRELESS NETWORK NAME (SSID)

‘ MyHotSpot ‘

DEFAULT WLC INTERFACE (VLAN)

‘ management v ‘

POST LOGIN REDIRECT

Redirect to success page v ‘

-

Account Access Duration: 30 days
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SETUP | HOTSPOT
Wireless Network
/| Choose or add a wireless network. The wireless network you select will remain disabled until the end of your setup where you can 'Go Live." 8/10 WLANSs created

MyHotSpot ISE_LAB_BYOD_FLEX

Account Access Duration: 30 days
Redirect to success page
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SETUP

Hotspot Portal

View and customize your portals

Hotspot Portal

TEST PORTAL
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Hotspot Portal AUP Page v O o g V4 o4

> Page Content 4
Vi HIGH-TECH
CORPORATION

~ Color

Please accept the policy:You are responsible for
maintaining the confidentiality of the password and
all activities that occur under your username and
password.Cisco Systems offers the Service for
activities such as the active use of e-mail, instant
messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data
transfers, especially sustained high volume data

#27700 | 242 :| 119 |0

HEX RGB transfers, are not permitted. Hosting a web server
or any other server by use of our Service is
Primary Button Color prohibited. Trying to access someone else's

account, sending unsolicited bulk e-mail, collection
of other people's personal data without their
knowledge and interference with other network
users are all prohibited.Cisco Systems reserves
the right to suspend the Service ifCisco Systems

Header Text

Body Text

Link Text

> Font
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Acceptable Use Policy
Please read the Acceptable Use Policy.

Please accept the policy:You are responsible for maintaining the
cor of the and all ies that occur under
your and p Cisco offers the Service
for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranats.
High volume data fransfers, especially sustained high volume
data transfers, are nol permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to access
someone else’s account, sending unsolicited bulk e-mail,
collection of other people's personal data without their knowledge
and interference with other network users are all prohibited. Cisco
Systems reserves the right to suspend the Service ifCisco
Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal
or illegal activities. You do not have the right to resell this Service
to a third party.Cisco Systems reserves the right to revise, amend
or modify these Terms & Conditions, our other policies and
agreements, and aspects of the Service itself. Notice of any
revision, amendment, or modification will be posted on Cisco
System's website and will be effective as to existing users 30
days after posting.
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Connection Successful
‘You have successfully connected 1o the network.
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You're All Set

Everything is set and ready to go. Wondering what configuration changes were made in ISE and on the Wireless Controller? See for yourself

)

MyHotSpot Hotspot Portal

t B

TEST PORTAL

a

)

IP address: 10.201.231.172 Account Access Duration: 30 days
Redirect to success page
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] Seve Configuration  Ping  Logout Refresh

CIsSCOo MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
Monitor WLANs Entries 1- 2 of 2
Summary Current Filter: Status:enabled [Change Filter] [Clear Filter] Create New B &

Access Points

Cisco CleanAir

b
» WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
b Statistics 1 WLAN ISE_LAB_BYOD_FLEX ISE_LAB_BYOD_FLEX Enabled MAC Filtering (~]
» CDP 4 WLAN MyHotSpot MyHotSpot Enabled MAC Filtering [~}
¥ Rogues

Clients

Sleeping Clients
Multicast

Applications

Local Profiling

ISEOI| M Work Centers(Zd 4IE]) > Guest Access(HIAE HAM|A) > Network Devices(HIE3 C
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WS_MyHotSpot_Hotspot Portal _ GuestEndpoints /"D Radius:Called-Station-ID ENDS_WITH PermitAccess Guests Edit| =
GuestAccessPolicy ‘MyHotSpot

u WS_MyHotSpot_Hotspot Portal_ Wireless_MAB AND Radius:Called-Station-ID ENDS_WITH :MyHotSpot WS_MyHotSpot_Hotspot Edit | »
RedirectPolicy Portal_Profile
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show logging application wifisetup/wifisetup_xenia.log

show logging application wifisetup/wifisetup_auth.log
show logging application wifisetup/WLCAgent.INF
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- wifisetup/wifisetup_xenia.log - ISE2}t2| S &l0f| A E[H 7B 2E 2/ 7t 047]0f 7| E LICH
- wifisetup/wifisetup_auth.log - #4 24 7+ A8, 2301 EA|, A2 EA S0 Cist 2 FE &0l
st= ol AFSELCh
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wifisetup/mongodb/mongod. log
wifisetup/vault/vault.log
wifisetup/nginx.access.log
wifisetup/WLCAgent.WARNING
wifisetup/WLCAgent.ISE22P.unknownuser.log.INFO.
wifisetup/WLCAgent.ISE22P.unknownuser.log.WARNING.
wifisetup/certmgmt.log

wifisetup/nginx.error.log
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