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FlexXVPN2 AZ 39} i M %b—'_ %ﬁl o EgfE 228 X|#ste §Y Hi|lasolM2 €Y
g ‘RAQLIH Ctolo{aBoiM & X E ol 2= AZ 37 HUBK HAZE | B AA L DHCP
EZ9°| o7 AE T T} &5 :L—E— _EE 2710 et X|IHZ= 5 FlexVPNO| ISEQF S&cl= &
HE 20d gLIEP RIZEME AME5tod AXJE QB8 CHF HEt £0o{ L HH 2| MHE

Radius& Al235tE ISEE Q15 &HLICH

GigabitEthernetl | ,
192.168.19.20 - - RED_GROUP

FlexVPN Hub
192.168.0.0/24 -
'l..j,i‘lllquEE!?llll#,r Internet
5 GigabitEthernet2 '
192.168.0.10 @igabitEthernetl
192.168.10.10

">
- ‘-’ BLUE_GROUP

GigabitEthernstl
192.1658.18.38

FlexVPN with ISE &}
1EtA|: 518 ZHx|2g|o|M
a. BFRE Q18 Miuspoint = MBS EE S TAELICEH QIEME AZIE QS5He O AFRELCH

crypto pki trustpoint FlexVPNCA
enrollment url http://10.10.10.10:80

subject-name cn=FlexvpnServer, o=Cisco, OU=IT_GROUP
revocation-check cril

b. & certificatemap‘_r"k'%l' | Ch. O S X certificaemap= EHRE{0]| 0424 2IBE M7} Ax|E F2 X|HE HE
E 7gte = QIBME AEetn o ste WL

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

c. C|HFO|A 0| MRraDIUS sever T EF 04 2! 07 2B I8l E T+ ELICt.


http://150.19.30.200:80

aaa new-model

!

aaa authorization network FLEX group ISE

aaa accounting network FLEX start-stop group ISE

d. RADIUS RADIUSserver group ECHEIO| CHEH IP T4, SA ZE TR 7| L AA CIETH0|AE A

otod & HolgLict

radius server ISE25
address ipv4 192.168.0.5 auth-port 1645 acct-port 1646
key ciscol234

aaa group server radius ISE
server name ISE25
ip radius source-interface g2

e. & loopback interfac%‘_r"gil' L—| I:-|'. = loopback interfaces E‘|"é-|—9| AA
sH¥e=z g ELIC

interface Loopbackl00

description RED TUNNEL SOURCE

ip address 10.100.100.1 255.255.255.255
|

interface Loopback200
description BLUE TUNNEL SOURCE
ip address 10.200.200.1 255.255.255.255

f. Zt 1&0 ipiocal pool CHEF & HO|ErLICH.

ip local pool RED_POOL 172.16.10.10 172.16.10.254
ip local pool BLUE_POOL 172.16.0.10 172.16.0.254

g. EIGRPE #+dst1 2t I HERIIE FgLICt

router eigrp Flexvpn

address-family ipv4 unicast autonomous-system 10
topology base

exit-af-topology

network 10.100.100.0 0.0.0.255

network 10.10.1.0 0.0.0.255

network 10.200.200.0 0.0.0.255

network 10.10.2.0 0.0.0.255

22 AM2EH HAE

4=l D20 e}



network 172.16.0.0

1 FlexXVPN2 OSPF, EIGRP, BGP over VPN E{d1l Z2 SXMHEIQREl T2 EZEE K|

HELICH O] 7}H0|=0| M= EIGRP7ZH A K| /& LICH.

h. & cryptoikev2 namemangler T+ A3 & LICFH. &= IKEv2 name mangler IKEV2 T8t £04E 2|EH AFEXI O|E € T}
HAIZ|= dl AFEEILICH o] B2 2Z 30| = 215 M 2| Organization-Unit B2 & T8t 20{E€ ¢

et ALEX 0|2 E A8 S FYELICH

crypto ikev2 name-mangler NM
dn organization-unit

i. & IKev2profile Tt A& LICH IKEv2 Z 2 I} 04| A certificate map, AAA server group ! name mangler O & = &L

CH.



ol 7 ALtz 22 U #7 Q1Brsa 562 ChaTH 20| TAELICH

2L AR AHE (Ol'EH RADIUS server ZA | 12| O Mod| X|7H & I-_—HE) 2l H|2EH §_9|'organ|zat|on-un|tE|
XI5t Ecisco1224AL @ K O|F 2 20| A 8l of gfLICH.

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication remote rsa-sig

authentication Tocal rsa-sig

pki trustpoint FlexVPNCA

dpd 10 2 periodic

aaa authorization group cert Tist FLEX name-mangler NM password Ciscol234
aaa accounting cert FLEX

virtual-template 1 mode auto

j. E1psecprofile 235t & IKEv2 profile® = & LICE.

crypto ipsec profile IPSEC_FlexPROFILE
set ikev2-profile Flex_PROFILE

k. £ virtua-templae’d B LICtH & M5t T MEE & virtud-accessinterface 32 3H= Ol 1Psec profile AHS E

LICH.

ZEtOZ IP FA7 Qe 2 A™EELICRADIUS server.

m°l'

01| A virtual-template

interface Virtual-Template2 type tunnel

no ip address

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE

LHE HEQIIE AIZ2H0|MSIESE Fioopbacks’HE T LICH.

interface Loopback1010

ip address 10.10.1.10 255.255.255.255
!

interface Loopback1020

ip address 10.10.2.10 255.255.255.255



2CHA|- Ax 3 ZHu|1a8|o|A

X Tustpoint2t L E Q| IS ME XMESIEE & 7 dgfLICH

crypto pki trustpoint FlexVPNSpoke

enrollment url http://10.10.10.10:80
subject-name cn=FlexVPNSpoke, o=Cisco, OU=RED_GROUP

revocation-check crl

b. S certificae mapT A & LICH O] = XMcertificae map SHRE{0]| 048 QIS M7F MX|E B2 RIHE HE
£ 7o QIFAE AlWsT oHRsHE 2L

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

c. AAA 2Zd HEt Hod W ERaE FAEHLICH

aaa authorization network B HE X3 MH|AQ} #TEI HMA QHE CISSIE Ol AFSEIL
Ct. o47|0ll= AF2XI7L QB E & QHEE MH|AN HHAE £ Q)= HEto| I=X| EQlst= 1H

O Z&rELCt.

aaa new-model
aaa authorization network FLEX local

d. Eikev2profile Tt A LICH L certificaemap AAA T8H F04 220 M & EEILIChkev2 profile.

74

27 Y ¥

ro

&2 RsA-SIG.

[

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication Tocal rsa-sig

authentication remote rsa-sig

pki trustpoint FlexVPNSpoke

dpd 10 2 on-demand

aaa authorization group cert Tist FLEX default

e. Eipsecprofilet A3 5F 1L IKEV2 profile.


http://150.19.30.200:80

crypto ipsec profile IPSEC_F1exPROFILE
set ikev2-profile Flex_PROFILE

f. %tunnel interface‘_r"gil' |—| |-_—|'. 0‘||A‘|tunnel interface: '_T"n_'l?_l' O=| ?é'ﬂPOH |I|'E|' '||='§$ E‘| E‘| = |P
pote & F 8 ELICEH

interface TunnelO

ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.10.10

tunnel protection ipsec profile IPSEC_F1exPROFILE

g. EIGRPE 7'd5t0{ Ax 3 I o EH HE LI E tume interface B LI}

router eigrp 10
network 10.20.1.0 0.0.0.255
network 172.16.0.0

LHE HEXZE AIZD0|M3 =S Eloopback T 23 & LICH.

interface Loopback2010
ip address 10.20.1.10 255.255.255.255

3EtAl: ISE
BAEAH: ALERE 28 dd X UERZ ClHo|A& &7}

a. ISE Mol 222151 2 Administration > Network Resources > Network DevicesO| S & L|C}.



# Cisco ISE

Dashboard Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Threat Centric NAG

Device Portal Managamant

Identity Management

HEl-HELZ ElAA-HERIF ClHO|A

b. FlexVPN ${1EaddE AAA Z2E2I0|IER A ste{H Z 2l C}.

Network Devices

Selected 0 Total 1

L, Import Ty Export Delete flax

O Mame IP/Mask Profile Name Location Type Description

| FlexVPN_Hub & Cisco (D) Al Locations All Device Types

FlexVPN 2t XE{E AAA 2EI0|MIER F£7}
c. HER|Z C|HIO|A O|F L IP A ZEE Q=Ft OIS & QI2HZ RADIUS Authentication Settings 14

=
St shared Secret. 37 &3 H|YHS = RADIUS M| 2 E0| FlexVPN &{E0f MME|QIS [} Al
T 20 sstof gLict 2 S

Newwork Devices List FlexVPMN_Hub

Network Devices

Name FlexVPN_Hub

Description

IP Address “IP: I 32 8% D

HE3 CHOIA IP 4



~ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret Show

[] Use Second Shared Secret (1)

networkDevices.secondSharedSecrat Show

CoA Port 1700 Set To Default
HEXHI Bzl ¢ 7

d. 2 O|S & LICt. Administration > Identity Management > I dentities

X Cisco ISE

Dashboard Administration

Recant Pages

Systam Metwork Resources pxGrid Services

Feed Service

Thraat Cantric NAC

Device Portal Management

Identity Managemant

Id

Administration-ldentify 2+ 2|-Identifies

e. MtH 2Z Cl|o|E{H[0]|&0f| M AAEXIE BHEE{H 2 2= LICtAd.

Wusername= Login Password &= Q= ='|%=||' |E-|' AP%XP O|%% ol_|§
X -

Mo| =& Che| Zhof /e e1s Mol ol
S5UslH, 23Q HZLHHS = IKev2 Z2E0f X|HE 240 52 2

mo

%EIE |—|L_-|' Save

Network Access Users

Selected 0 Towal2 [ 4

«' Change Status Impaort T, Export Delete Group

Status Username Description First Name Last Name Email Address User ldentity G... Admin

O B Enabled § BLUE_GROUP

O Enabled RED_GROUP



Administration-Identify 2t 2|-ldentifies

~ Network Access User

* Username | RED_GROUHA

Status Enabled

Email

v~ Passwords

Password Type: Internal Users ~
Password Re-Enter Password
s— =
* Login Password  =eereer [} | Generate Password ®
Enable Password | Generate Password f-
o o= =
EE| Bl AT SUsHH ME I8

# Cisco ISE Q Wi ge are you looking for?

Dashboard

Recent Pages
Policy Sets Profiling

Posture Client Provisioning

Policy Elements

b. 3tH QEZO| statEE F=lstod 7|&E e Fo{ S ME{ELICH



Policy Sets

Status  Policy Set Name Description Conditions

7l B

|

o

1%

r

Allowed Protocols | Server Sequence  Hits  Actions  View

Defaull Network Access <= FE] o >

c. 4o Qe EELCIR2 HF A EE 2 2!50dauthentication PolicyZ A B LICH 217 CHS OLO|2 2 add
ECTERSPYEE EE S
DSEQHIS Rula Nama Conditions Use Hits Actions
JEREST
d. 729 0|2 =451 Conditions(Z71) Q04| Madd (+)0tO|2 S MEHEILICH
~ Authentication Policy (2)
Status Rule Name Conditions Use Hits Actions
Internal Users
- D * Options {g‘)}
oIE B M
e. 58 HEJ| HIAE 4XHE E=2/5I1 00| SNAsiP-AddressE =& LIC}H FlexVPN 3{E2| IP F&
(192.168.0.10)2 /=48 |Ct
X
Conditions Studio
Library Editor
Radius-NAS-IP-Address
(o]=]o]s]e|n]e[r|e]a]r]c]s]0]t]7] o e L s
Catalyst_Switeh_Local_Web_Aut Set to 'Is not Juplicate
hentication
EAP-MSCHAPY2 NEW AND OR

Authenticate FlexVPN Hub



« Authentication Policy (3)

Status Rule Name Conditions Use Hits Actions
)
Internal Users
(] Flax VPN ®  RaciusNAS-IP-Acdress EQUALS 05
* Options

a. Qo U= EECIR2 HiF st EE 2 2|5H04authorization Policy 2 & &FLICH 27 CHS 0FO|E € add (+)
Z2l5tod M #EIZ FIteLc
I « Muthorization Policy (13) I
Results
D Status Rule Name Conditilons Profiles Securlty Groups Hits Actions

b. #219| 0|& &2 &l=45t 1 Conditions(Z=7d) FOIAM add (+) OFO|2 S MEHFFLICE.

Authorization Poliey (3)

Results

Status  Rule Name Conditions Profiles Security Groups Hits  Actions

Select from list {@}

=]

c. 58 HETV| HMAE &XE 226t 01 0|2 SsunjectZ B F LICH 58S Network Access- UserName 4
EHSHL|CH
1



Library

Search by Name

(o[=[o]=]e[2|zlp|=|z]2[c]2]0]k]=)

.t [E] BYOD_is_Registered

e Catalyst_Switch_Local_Web_Aut
** = hentication

=] Compliance_Unknown_Devices

-

i [E] compliant_Devices

i [Z] EAP-MSCHAPv2

= [F] EAP-TLS

HIE9I3 NI - ALS A} Ol 4=

Editor

I Network Access-UserName |

Select attribute for condition X

DEEDDODERERDN : ODEBR:

Dictionary

All Dictionaries

Attribute ID Info

v Attribute D

= WELWUIA ALLESS AL UEE DS Dunan
1 MNetwork Access AD-User-Jain-Paint

1 MNetwork Access UserMName

1 PassivelD PassivelD_Username

L Radius User-Name 1 (

d. 2YXE MEFcontansCHE 218 M2l Organization-Unit 22 F 7+ LC.

Conditions Studio

Library

Search by Name

o[zjo[a[o]slelp|z|a|8|c]2]e]u ]

% [5] BYOD_is_Registered

e Catalyst_Switch_Local_Web_Aut

- * hentication

Ifu
o
i
!

a 7t
e. Profiles(Z 2 ) &oi| A of0|Z
~ Authorization Policy (3)

l:-;:u Status  Rule Name Conditions

Q search

Editor

Network Access-UserName

1 |Coniains VI RED_GROUP it

Set to 'Is not'

Sadd(HE It

e RED=-GROUP 1 Network Access UserName CONTAINS RED_GROUP

A BB Rof ZR It F7}

2 UHELIChame.

_.,
3]

NEW AND  OR

Create a New Authorization Profile% A|_'| E—||'I|%=|I' |——| I:|'.

Results

Profiles Security Groups

Belect from list D Select from list

Profiles i

Hits

122

Actions



Authorization Profile

Mo
ame l FlexVPN_RED| I

Description

* Access Type
ACCESS_ACCEPT hd

MNetwork Device Profile 3 Cisco e 3

Service Template L

Track Movement

Agentless Posture L

Passive Identity Tracking ||

et 2o{ Z21Y 0| XY
g. 2 O|S & LIC}. Advanced Attributes Settings 171 Ct ®1Z 0| EECH2 M0 M dcisco-av-parS 82
st 2 Eoi 2k FlexVPN Spokeol| & & El §Mg FHgHLCt

2! route accept any 5 A2 route set interface 2 5FX| SE & LICH 0|28t E/40|

L——HE o—l—Elxl L€7| [[H_E'%“—“:I'.

glop 2t &

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=ip unnumbered Toopbackl00
cisco-av-pair ipsec:addr-pool=RED_POOL

cisco-av-pair = ipsec:route-accept=any

cisco-av-pair ipsec:route-set=interface

H

A4EH

—

=

30] A



kI

~ Advanced Attributes Settings

Cisco:cisco-av-pair

iptinterface -config=ip unnumbi v

Cisco:cisco-av-pair

Cisco:cisco-av-pair

Cisco:cisco-av-pair

ipsec:addr-pool=RED_POOL ~
ipseciroute-accept=any ~
ipsec:route-set=interface ~

~ Attributes Details

il
am
0%
nx
02
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Authorization Policy (11)

xVPN_RED Select from list o
v

i. saveE 28 LICH
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o O] BHEE sowipinterfacebrief AFHE5H0{ E{'H, 714 &l
L|Ct.

51201 M Virtual-Template 2| up/down & Ei &=
1 up/up & EHE FEAISHE Z SpokeOd| CHSH M ELICEH

<#root>

FT1exVPN_HUB#show ip interface brief

Interface IP-Address OK? Method
GigabitEthernetl 192.168.10.10 YES NVRAM
GigabitEthernet2 192.168.0.10 YES manual
Loopback100 10.100.100.1 YES manual
Loopback200 10.200.200.1 YES manual
Loopback1010 10.10.1.10 YES manual
Loopback1020 10.10.2.1 YES manual
Virtual - Accessl 10. 100. 100. 1 YES unset
Vi rtual - Tenpl at e2 unassi gned YES unset

Spoke0i| A E{'d RQIE{H[0|A T} 2 Foi §FE Z0M IP

<#root>

FT1exVPN_RED_SPOKE#show ip interface brief

Interface IP-Address OK? Method
GigabitEthernetl 192.168.10.20 YES NVRAM
Loopback? 10.20.1.10 YES manual
Tunnel 0 172.16. 10. 107 YES nmanual

. E}% %’,‘%‘% M‘%a'o:l.showinterfacesvirtual-access

configuration

=
T

2| al
=

A=

Status
up
up
up
up
up
up

up

A8

Status
up
up

up

F1exVPN_HUB#show interfaces virtual-access 1 configuration

Virtual-Accessl is in use, but purpose is unknown
Derived configuration : 232 bytes
!
interface Virtual-Accessl
ip unnumbered Loopbackl00
tunnel source GigabitEthernetl

HNA NENE AEE

X AO|MH, Virtual-AccessE 1E2t2| ¢4Z4E M S|

Protocol
up
up
up
up
up
up

up

dow

FH
ol

5t up/up HEHE EAIRLICH

I

Protocol
up
up

up



tunnel mode 1ipsec 1ipv4d

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE
no tunnel protection ipsec initiate

end

O] B&awryprosession S AL 5104 22 Ef 2ol Hot A7 0| MHEIRMEXI Helerch

F1exVPN_HUB#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Profile: Flex_PROFILE

Session status: UP-ACTIVE

Peer: 192.168.10.20 port 500

Session ID: 306
IKEv2 SA: Tocal 192.168.10.10/500 remote 192.168.10.20/500 Active

IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

° Egaé% A ol'o:ishow|pe|grpne|ghborsE|GRP _ﬁgol E"% A|'O|EQ|' "E*’SEI%EXI E—ll'ol_lil'bltl'.

FTexVPN_HUB#show ip eigrp neighbors
EIGRP-IPv4 VR(Flexvpn) Address-Family Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.10.107 Vil 10 00:14:00 8 1494 0 31

« HHS AE5H0dshowiprowtedE7F AZ F 0| FAIZR=K| &lgL|Ct.
EIGRP7} AXZ 30| F L& QIE{H 0|A 2l 10.20.1.1001| CHEF B2 E 5{E0]|
THA HMAE S5 HMHAE £ A&LICH

1
b
%
0
2

<{froot>

FTexVPN_HUB#show ip route
<<<<< Output Ommitted >>>>>

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 1is subnetted, 5 subnets

C 10.10.1.10 1is directly connected, Loopbackl010

C 10.10.2.10 1is directly connected, Loopbackl1020

D 10.20. 1. 10 [ 90/ 79360000] via 172.16.10.107, 00:24:42, Virtual-Accessl
C 10.100.100.1 1is directly connected, Loopbackl00

C 10.200.200.1 1is directly connected, Loopback200
172.16.0.0/32 is subnetted, 1 subnets



S 172.16.10.107 1is directly connected, Virtual-Accessl
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 1is directly connected, GigabitEthernet2
L 192.168.0.10/32 is directly connected, GigabitEthernet2
C 192.168.10.0/24 is directly connected, GigabitEthernetl
L 192.168.10.10/32 is directly connected, GigabitEthernetl
* 10.10.1.10 2/ 10.10.2.1001| CHEF BEZ = EIGRPE Sl E &S LU 2 Tunnel0S S WAlA
& = £ RED_GROUP(10.100.100.1)2] &4 |PE &3l A 5= JU&LICH
<#root>

F1exVPN_RED_SPOKE#sh ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 is subnetted, 5 subnets
D 10.10.1. 10 [90/26880032] via 10.100.100.1, 00:00: 00
D 10.10. 2. 10 [90/26880032] via 10.100.100.1, 00:00: 00
C 10.20.1.10 is directly connected, Loopback?2
S 10.100.100.1 is directly connected, TunnelO
D 10. 200. 200. 1 [90/26880032] via 10.100.100.1, 00:00: 00

172.16.0.0/32 is subnetted, 1 subnets

C 172.16.10.107 1is directly connected, TunnelO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, GigabitEthernetl

L 192.168.10.20/32 is directly connected, GigabitEthernetl

=X 52

Ol M Mol 02t REo| 75 RHE HHsE O ASY 4 2= MBS MTELICH O B
B A8 ool Bl HY ZRMAE ClHTY % el

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 interna
debug crypto ikev2 packet



debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states

AAA 2 RADIUS CIHHOE AXx 3 HEH 2040 EHEHFEN E30| E &= U&LICH

debug aaa authentication
debug aaa authorization
debug aaa protocol radius
debug radius authentication

Working Scenario

<#root>

RADIUS(000001A7): Received from id 1645/106
AAA/BIND(000001A8): Bind i/f

AAA/AUTHOR (Ox1A8): Pick method Tist 'FLEX'
RADIUS/ENCODE (000001A8) :0rig. component type = VPN IPSEC

RADI US( 000001A8) : Config NAS | P: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS(000001A8): Config NAS IPv6:

RADIUS/ENCODE (000001A8): acct_session_id: 4414

RADIUS(000001A8): sending

RADIUS(000001A8): Send Access-Request to 192.168.0.5:1645 id 1645/107, len 138
RADIUS: authenticator 7A B5 97 50 F2 6E FO 09 - 3D BO 54 B4 1A DB BA BA

RADI US: User - Nane




User - Passwor d

Calling-Station-1d [31] 14 "192.168.10.20"

Vendor, Ci sco

Cisco AVpair "audi t - sessi on-i d=L2L496130A2ZP2L496130A21Z| 1F401F4ZML34"

Servi ce- Type CQut bound

NAS- | P- Addr ess 192.168.0.10




RADI US( 000001A8) : Sendi ng a | Pv4 Radi us Packet

RADIUS(000001A8): Started 5 sec timeout

Received fromid 1645/107 192.168. 0. 5: 1645, Access-Accept, |en 248

authenticator BE F4 FC FF 7C 41 97 A7 - 3F 02 A7 A3 Al 96 91 38
User-Name [1] 11 "RED_GROUP"
Class [25] 69
43 41 43 53 3A 4C 32 4C 34 39 36 31 33 30 41 32 [CACS:L2L496130A2]
5A 50 32 4C 34 39 36 31 33 30 41 32 31 5A 49 31 [ZP2L496130A21711]
46 34 30 31 46 34 5A 4D 31 33 34 3A 49 53 45 42 [F401F4ZM134:ISEB]
75 72 67 6F 73 2F 35 33 34 36 34 30 33 32 39 2F [urgos/534640329/1]
32 39 31 [ 291]

Vendor, Ci sco

Ci sco AVpair [1] 47 "ip:interface-config=ip unnunbered | oopbackl100"

Vendor, Ci sco

Ci sco AVpair [1] 26 "ipsec: addr- pool =RED_POOL"




RADI US: Vendor, Cisco

RADI US: Ci sco AVpair [1] 27 "ipsec:route-set=interface"

RADI US: Vendor, Cisco

RADI US: Ci sco AVpair [1] 24 "ipsec:route-accept=any"

RADIUS(000001A8): Received from id 1645/107

%LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to down
%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001A9): Bind i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001AA): Bind 1i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console

4.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Virtual -Accessl, changed state to up

AAA/BIND(000001AB): Bind i/f

RADIUS/ENCODE (000001AB) :0Orig. component type = VPN IPSEC
RADIUS (000001AB): Config NAS IP: 192.168.0.10

vrfid: [65535] dipv6 tableid : [0]




idb is NULL

RADIUS (000001AB): Config NAS IPv6:

RADIUS (000001AB): Sending a IPv4 Radius Packet

RADIUS(000001AB): Started 5 sec timeout

RADIUS: Received from id 1646/23 192.168.0.5:1646, Accounting-response, len 20

OBDUAL- 5- NBRCHANGE: ElI GRP-1Pv4 10: Nei ghbor 172.16.10.109 (Virtual - Accessl) is up: new adjacency
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